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The Mystery of Guantainamo Bay
Jefferson Lecture

University of California, Berkeley
September 17, 2008

Linda Greenhouse*

On April 14, 2003, Justice Stephen G. Breyer delivered a lecture at the
New York City Bar Association entitled "Liberty, Security, and the Courts." l

Justice Breyer is an optimistic person, and his presentation, nineteen months af-
ter the events of September 11, 2001, was suffused with the optimistic view that
the American political and legal system, working together, would find a way to
keep the country safe while not abandoning fundamental legal principles.

Justice Breyer emphasized that he did not know where the precise balance
between liberty and security would eventually be struck. But "answers will be
forthcoming," he assured his audience. "Our judicial system is open.",2

Then he added the following sentences:
And, if the government claims that the court lacks jurisdiction to decide a particu-
lar matter, the court, not the government, will decide if that is so...
Moreover, in our system, habeas corpus represents the norm, lack-of-jurisdiction
the exception. The theory of the ancient habeas corpus writ is that anyone in de-
tention can challenge the lawfulness of that detention by getting word to a judge,
who can order the sheriff or other jailer to 'bring me the body.' If exceptions ex-
ist, courts will determine their scope and whether particular circumstances fall
within them...
Courts will decide how the law applies, what gyarantees it provides, and whether
the government has respected those guarantees.

* Knight Distinguished Journalist-in-Residence and Joseph M. Goldstein Senior Fellow in

Law at Yale Law School.
1. Stephen Breyer, "Liberty, Security, and the Courts," Address before the Association of the

Bar of the City of New York (Apr. 14, 2003), available at
http://www.supremecourtus.gov/publicinfo/speeches/sp-04-15-03.html. The lecture was actually the
Justice's English translation of a lecture he had delivered in French to the Paris bar the previous No-
vember.

2. Id.

3. Id.
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Let me stress that this was not Justice Breyer speaking as an advocate, ar-
guing for one outcome or another in a particular case. Indeed, no post-9/11
cases had yet reached the Supreme Court. This was a Supreme Court Justice
expressing what he assumed to be a foundational, incontestable proposition: that
while the law that would eventually apply in this crisis would emerge through a
process of "bubbling up" out of the interaction of all interested and affected par-
ties,-"the democratic process at work," as he put it-ultimately the courts
would decide.

Looking back from the perspective of nearly five and a half years, years
that have encompassed four major Supreme Court decisions, 4 two congressional
efforts to strip federal judges of the authority to rule, 5 and a steady stream of
Executive Branch actions aimed at maintaining the status quo while displaying
the patina of accommodation, 6 Justice Breyer's forecast appears to have been
not only optimistic, but naive. For anyone concerned about the rule of law,
these have been disquieting years. What has "bubbled up" has not been agree-
ment on shared values, but deeply disturbing revelations of extra-legal or illegal
activity along with displays of Executive Branch intransigence bordering on de-
fiance, congressional servility and, occasionally, judicial timidity.

The story of the Bush Administration's post-9/11 detention policies and the
litigation those policies engendered is rich, multi-faceted, and still unfolding, far
too complex to be dissected in a single lecture. Indeed, it has produced a plenti-
ful and growing literature. 7 My effort in our time together is more modest. It is
to solve, or at least tackle, what I call the mystery of Guantdnamo Bay: how can
it be that nearly seven years after the first detainees arrived at the prison there-
after numerous courtroom battles, the most significant of which resulted in de-

4. Rasul v. Bush, 542 U.S. 466 (2004); Hamdi v. Rumsfeld, 542 U.S. 507 (2004); Hamdan v.
Rumsfeld, 548 U.S. 557 (2006); Boumediene v. Bush, 128 S. Ct. 2229 (2008).

5. Detainee Treatment Act of 2005, Pub.L. 109-148, div. A, tit. X, §§ 1001-1006, 119 Stat.
2739; Military Commissions Act of 2006, Military Commissions Act of 2006, Pub. L. No. 109-366,
119 Stat. 2680, 10 USCS § 948(a).

6. See, e.g., Press Release, Department of Defense, Order Establishing Combatant Status Re-
view Tribunals (July 7, 2004) [hereinafter Press Release, Department of Defense], available at

http://www.defenselink.mil/releases/release.aspx?releaseid=7530 (establishment of Combatant
Status Review Tribunals within weeks after the court's decisions in Rasul and Hamdi); Press Re-
lease, Department of Justice, Statement of Mark Corallo, Director of Public Affairs Regarding Yaser
Hamdi (Sept. 22, 2004), available at
http://www.usdoj.gov/opa/pr/2004/September/04_opa_640.htm (the release of Yaser Esam Hamdi
within months after the court ruled that as a United States citizen, he was entitled to due process);
Padilla v. Hanf, 05-533, cert. denied, April 3, 2006 (the transfer of Jos6 Padilla to civilian custody
as his petition for certiorari was pending at the Supreme Court); Owen Fiss, The War Against Ter-
rorism and the Rule of Law, 26 OXFORD JOURNAL OF LEGAL STUDIES 235 (2006) at 239-240
("Could it be ... that the government feared a reversal by the Supreme Court?").

7. E.g., Louis FISHER, THE CONSTITUTION AND 9/11 (2008); HOWARD BALL, BUSH, THE

DETAINEES, AND THE CONSTITUTION (2007); BENJAMIN WITTES, LAW AND THE LONG WAR (2008);
JACK GOLDSMITH, THE TERROR PRESIDENCY (2007); JOHN YOO, WAR BY OTHER MEANS (2006);
JOSEPH MARGUILES, GUANTANAMO AND THE ABUSE OF PRESIDENTIAL POWER (2006).

2
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THE MYSTERY OF GUANTANAMO BAY

feats for the Bush Administration's position-not a single detainee has ever
been released, by order of any court or any other body in a position of authority,
against the wishes of the Administration? 8 How is it, in other words, that after
all this time, all this spinning of wheels and running in place, nothing has hap-
pened? 9 And what does the performance of the institutions that have played a
part in this saga tell us about the vitality of the rule of law in the United States
today?

I should note that my focus is on the litigation-centered, institutional, and
separation-of-powers issues raised by this episode, rather than on the human-
rights issues so powerfully addressed by Jane Mayer and others. 10 To begin, it
pays to follow an interesting but under-explored paper trail back to the earliest
period of the formulation of Bush Administration policy. In the closing months
of 2001, the Administration made two key determinations. One, announced in
the President's military order of November 13, was to subject prisoners captured
in the war that had been launched against the Taliban and Al Qaeda to trial by
"military tribunals," commissions of military officers that would operate by
rules yet to be determined, outside the normal processes of either civilian or
military law. 11 The second was to establish a prison camp at the Guantdnamo
Bay Naval Base, in the belief that non-citizens held there would be outside the
jurisdiction of the federal courts.

This latter policy decision was based on an analysis presented to the Penta-
gon by Justice Department lawyers, Deputy Assistant Attorneys General Patrick
F. Philbin and John C. Yoo. In a December 28, 2001 memo to William J.
Haynes II, General Counsel of the Defense Department, they concluded that be-
cause the Guantdnamo Bay Naval Base was on territory leased from Cuba that
was not part of the "sovereign territory" of the United States, it was highly
unlikely that any federal court would have jurisdiction to entertain a habeas cor-
pus petition from any of the detainees housed there. 12 They based their analysis

8. On October 9, 2008, Judge Ricardo Urbina ordered the immediate release of 17 Uighers
(members of a Turkish Muslim ethnic group) incarcerated at Guantinamo, observing that the gov-
ernment had conceded "that it would no longer consider the 17 Uigher detainees enemy combatants"
and that further detention was unjustified. In re Guantinamo Bay Detainee Litigation, Civil Action
No. 05-280 (GK) (D.D.C. Oct. 9, 2008). The District of Columbia Circuit promptly granted the
government's motion for a stay pending appeal. Order Granting Motion For Stay Pending Appeal,
Kiyemba v. Bush, No. 08-5424 (D.C. Cir. Oct. 20, 2008) (per curiam).

9. The government has released hundreds of detainees in the exercise of its own discretion, a
process almost completely lacking in transparency. For example, the Department of Defense an-
nounced on September 2 that it had released three Guantinamo prisoners, one to Pakistan and two to
Afghanistan, but it disclosed neither their names nor any details. See US Releases 3 from
Guantdnamo; About 255 Left, ASSOCIATED PRESS, Sept. 2, 2008.

10. JANE MAYER, THE DARK SIDE: THE INSIDE STORY OF HOW THE WAR ON TERROR TURNED
INTO A WAR ON AMERICAN IDEALS (2008).

11. U.S. Presidential Military Order-Detention, Treatment, and Trial of Certain Non-Citizens
in the War Against Terrorism, 66 Fed. Reg. 57833 (Nov. 13, 2001).

12. Office of Legal Counsel, Department of Justice, Memorandum from Patrick F. Philbin and
John C. Yoo, Deputy Assistant Attorneys General, for William J. Haynes II, General Counsel of the
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on a 1950 Supreme Court case, Johnson v. Eisentrager,13 which rejected juris-
diction over habeas petitions filed by Germans who had been taken prisoner in
China shortly after the German surrender in World War II. The Germans were
tried and convicted by a military commission in Nanking of aiding the Japanese
enemy, and imprisoned by the United States in Germany. The prisoners "at no
relevant time were within any territory over which the United States is sover-
eign, and the scenes of their offense, their capture, their trial, and their punish-
ment were all beyond the territorial jurisdiction of the United States," the Court
said in Eisentrager. 14 The same reasoning should apply to the Guantinamo de-
tainees, the Justice Department lawyers reasoned. The 1903 lease agreement
between Cuba and the United States "specifically reserves sovereignty to Cuba"
and is "thus definitive on the question of sovereignty and should not be subject
to question in the courts," they wrote. 15

However, the nine-page memo contained a warning. The Eisentrager deci-
sion was not perfectly clear on the distinction, if any, between sovereignty and
jurisdiction, the authors wrote, noting that it was theoretically possible for a
country to retain sovereignty over its territory while permitting another country
to exercise limited jurisdiction there. "A non-frivolous argument might be con-
structed" that the Guantinamo base was in fact "within the territorial jurisdiction
of a federal court," they concluded. 16

So far, this was fairly routine analysis. The intriguing portion of the memo
comes in a single sentence in the second-to-last paragraph. The authors asked: if
habeas jurisdiction was found to exist, what rights would the detainees have as
habeas corpus petitioners? Their answer: "We are aware of no basis on which a
federal court would grant different litigant rights to a habeas petitioner simply
because he is an enemy alien, other than to deny him habeas jurisdiction in the
first place." 17 In other words, in the worst-case analysis, once in federal court, a
detainee-petitioner would be just another habeas petitioner, entitled to proceed
as any other. This highly truncated analysis did not, of course, address the fur-
ther question of whether the detainee-petitioner would be able to invoke the full
panoply of rights, but the suggestion is unmistakable that something more than
bare jurisdiction would follow, and that some claims would be cognizable. The
habeas court's jurisdiction would not be an empty vessel.

To return now to the second part of the early paper trail, the President's
Military Order of November 13, 2001, establishing military commissions to
conduct war-crimes trials of the captured enemy combatants, engendered sub-

Defense Department, re Possible Habeas Jurisdiction over Aliens Held in Guantinamo Bay, Cuba
(Dec. 28, 2001) [hereinafter Memorandum of Dec. 28, 2001].

13. Johnson v. Eisentrager, 339 U.S. 763 (1950).

14. Id. at 777-78.

15. Memorandum of Dec. 28, 2001, supra note 12, at 3.

16. Id. at 1.
17. Id. at8.

[Vol. 27:1

4

Berkeley Journal of International Law, Vol. 27, Iss. 1 [2009], Art. 1

http://scholarship.law.berkeley.edu/bjil/vol27/iss1/1



THE MYSTERY OF GUANTANAMO BAY

stantial criticism from those who argued that the Administration was creating a
parallel system of justice without sufficient justification, accountability, or
transparency. 

18

On November 30, the White House Counsel, Alberto R. Gonzales, took the
unusual step of publishing a defense of the Order on the Op-Ed page of The New
York Times. 19 Although military commissions were in fact a rarity in American
history and had not been used since the immediate aftermath of World War II,
Gonzales structured his essay to make the establishment of such commissions
seem normal, even routine. "Like presidents before him, President Bush has in-
voked his power to establish military commissions to try enemy belligerents
who commit war crimes," Gonzales began. Leaving aside the fact that whether
a defendant had in fact committed a war crime was presumably a matter to be
determined after a trial, there is much to criticize in this brief, nine-paragraph
essay. For example, taking on the critics, Gonzales wrote: "The suggestion that
these commissions will afford only sham justice like that dispensed in dictatorial
nations is an insult to our military justice system." In fact, the critics' point was
not that there was anything wrong with "our military justice system," but rather
that the military commission represented a deviation from the regular procedures
and substantial protections afforded defendants-American military personnel-
under the Uniform Code of Military Justice.

But for our purposes, the relevant paragraph was this one:
The order preserves judicial review in civilian courts. Under the order, anyone
arrested, detained or tried in the United States by a military commission will be
able to challenge the lawfulness of the commission's jurisdiction through a ha-
beas corpus proceeding in federal court. The language of the order is similar to
the language of a military tribunal order issued by President Franklin Roosevelt
that was construed by the Supreme Court to permit habeas corpus review. 20

In other words, by the end of 2001, key players in the Bush Administration
appeared to share Stephen Breyer's basic assumptions. The ability of a prisoner
to get before a federal judge by means of a petition for habeas corpus was a de-
fault assumption. True, the Administration was making a big bet-although
hardly an unfounded one, given the existing case law-that habeas jurisdiction
would not extend to Guantdnamo Bay. But it took that gamble on the assump-
tion that the courts would eventually, and legitimately, decide whether its bet
was correct, and that if the bet proved to be wrong, the detainees would be enti-
tled to be treated as habeas petitioners like any others.

If the Administration had adopted and held to these positions, the history of
the ensuing years might well have been very different. The Executive Branch,
Congress, and the Supreme Court, along with other stakeholders, could have en-

18. E.g., Anne-Marie Slaughter, Al Qaeda Should Be Tried Before the World, N.Y. TIMES,

Nov. 17, 2001, at A23; Editorial, Justice Deformed; War and the Constitution, N.Y. TIMES, Dec. 2,
2001, at Sec. 4 p. 14.

19. Alberto R. Gonzales, Martial Justice, Full and Fair, N.Y. TIMES, Nov. 30, 2001, at A27.

20. Id. (emphasis added).

2009]
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gaged in the kind of democratic conversation that Justice Breyer envisioned and
eventually arrived at a center of gravity that, while not pleasing to all, would
have been acceptable to most.

Instead, neither of the documents I have just discussed proved to embody
the Bush Administration policy, and the Administration had no interest in ac-
commodation. The notion that there could be any legal constraint on the Presi-
dent's wartime power as Commander in Chief was unacceptable to the culture
deep inside the Administration, as Jack Goldsmith, the disaffected Former Head
of the Office of Legal Counsel, has documented. 2 1 "The administration chose to
push its legal discretion to its limit, and rejected any binding legal constraints on
detainee treatment under the laws of war," Goldsmith writes of decisions made
in late 2001 and early 2002.22 His specific reference is to the decision to deny
prisoner-of-war status to the Guantdnamo detainees and to reject application of
the Geneva Conventions, but the same attitude led to the conclusion that federal
courts should not be made available as the ultimate arbiters of the treatment of
the detainees.

Under Vice President Cheney's counsel, David Addington, the Administra-
tion chose to pursue a "relentlessly unilateral approach," which encompassed
"hostility to working with Congress" and a refusal to anticipate or take steps to
avoid possible negative responses from the Supreme Court.23 As Goldsmith de-
scribes Addington's position toward any suggestion of accommodation from
others in the Administration: "We're going to push and push and push until
some larger force makes us stop." 24 (David Addington's role in this crucial
early period of policy formulation was unknown, even to the informed public.
Steven Brill's well-regarded account of the government's response to 9/11 dur-
ing the first year after the attacks does not mention him.) 25

The Administration quickly arrived at the position that the treatment of the
Guantdnamo detainees was outside the jurisdiction of the federal courts. It is
important to understand the sweeping nature of this conclusion. The Admini-
stration's position was not limited to the sovereignty issue the Supreme Court
had addressed in the Eisentrager case, nor to the position that the federal habeas
corpus statute, as a matter of statutory interpretation, does not apply to a naval
base in Cuba. (That statute grants to federal District Courts, "within their re-
spective jurisdictions," the authority to entertain petitions from any person who
claims to be held in custody "in violation of the Constitution or laws or treaties
of the United States." 26 ) Rather, the position was that as a matter of the separa-
tion of powers, how to handle those captured in the "war on terror" was for the

21. GOLDSMITH, supra note 7.

22. Id. at 119-20.

23. Id. at 125-26.

24. Id. at 126.

25. STEVEN BRILL, AFTER: How AMERICA CONFRONTED THE SEPTEMBER 12 ERA (2003).
26. 28 U.S.C. §§2241 (a), (c)(3).

[Vol. 27:1
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THE MYSTERY OF GUANT&iNAMO BAY

political branches and not for the courts. Arguing in District Court in June, 2002
for the dismissal of habeas petitions filed on behalf of two groups of
GuantAnamo detainees, the Administration insisted that whatever rights the de-
tainees might have, "the scope of those rights are for the military and political
branches to determine." 27

Both the District Court, in granting the government's motion to dismiss, 28

and the Court of Appeals, in affirming, 29 based their rulings on Eisentrager and
avoided confronting the Administration's views on presidential power. In op-
posing Supreme Court review in October 2003, the Administration was not con-
tent to rest on those victories. The Solicitor General used the brief in opposition
to certiorari to express the full scope of the Administration's position:

The extraordinary circumstances in which this litigation arises and the particular
relief that petitioners seek implicate core political questions that the Constitution
leaves to the President as Commander in Chief. Petitioners ask the courts to
opine on the legality of the President's ongoing military operations and to release
individuals who were captured during hostilities and who the military has deter-
mined should be detained. Particularly where hostilities remain ongoing, the
courts have no jurisdiction, and no judicially-manageable standards, to evaluate
or second-guess the conduct of the President and the military. These questions
are constitutionally committed to the Executive Branch. 30

In fact, the government substantially mischaracterized the relief sought by
at least one of the two groups of petitioners. The Al Odah petitioners, a group of
Kuwaitis, had told the Court in their petition for certiorari:

Petitioners do not contend that the government lacked power to detain them, nor
do they ask for their immediate release. They ask only that, subject to reasonable
security measures, they be allowed to meet with their families, consult with coun-
sel, and obtain the judgment of some impartial tribunal as to whether there is
cause to detain them. In short, they ask only that the court ensure that adequate
procedures are in place so that their detentions are not arbitrary. 3 1

It was widely assumed that, with many other detainee-related cases in the
pipeline, the Justices would stand back, at least at this early stage. One recent
account of another of the cases, Hamdan v. Rumsfeld, describes one detainee
lawyer emailing another after learning, on the morning of November 10, 2003,
that certiorari had been granted in the Rasul and Al Odah cases: "I still cannot
believe certiorari has been granted, but wow." 32

27. Rasul v. Bush, 215 F.Supp. 2d 55, 56 (D.D.C. 2005) (citing Transcript of Motion Hearing.
June 26, 2002, at 91). Judge Green's opinion, along with other opinions and pleadings cited in this
article, is included in THE ENEMY COMBATANT PAPERS: AMERICAN JUSTICE, THE COURTS, AND THE

WAR ON TERROR 110-132 (Karen J. Greenberg & Joshua L. Dratel eds., 2008).

28. Rasul, 215 F.Supp. 2d 55.

29. Al Odah v. United States, 321 F.3d 1134 (D.C. Cir. 2003).

30. Brief in Opposition to Certiorari at 20 n.8, Rasul v. Bush, No. 03-334 (D.C. Cir. October
2003); Al Odah v. United States, No. 03-343 (D.C. Cir. 2003).

31. Petition for Writ of Certiorari at 13, Al Odah v. United States, No. 03-343 (D.C. Cir. Sep-
tember 2, 2003).

32. JONATHAN MAHLER, THE CHALLENGE: HAMDAN V. RUMSFELD AND THE FIGHT OVER
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There is no way for us to know whether it was the government's aggressive
argument that got the Court's attention, or whether the Justices would have been
persuaded in any event of the significance of the issue presented and the desir-
ability of the Court asserting a role in resolving it. (Recall Justice Breyer's con-
fident declaration just eight months earlier: "Our judicial system is open.")3 3 It
is clear, regardless, that in deciding to grant review the Court took great care to
proceed on its own terms, and not the government's. The Solicitor General had
framed the question as whether "United States courts lack jurisdiction to con-
sider challenges to the legality of the detention of aliens captured abroad in con-
nection with ongoing hostilities and held outside the sovereign territory of the
United States at the Guant~namo Bay Naval Base, Cuba." 34 But the Court re-
wrote the question in a neutral way that rejected any assumption about the status
of Guantdnamo. Its order of November 10 announced that the two petitions
were consolidated and granted, "limited to the following Question: Whether
United States Courts lack jurisdiction to consider challenges to the legality of
the detention of the foreign nationals captured abroad in connection with hostili-
ties and incarcerated at the Guantdnamo Bay Naval Base, Cuba." 35 Sovereignty,
vel non, would be for the Supreme Court to decide.

If the change in the wording of the question was intended as a hint to the
Administration that the Court was looking for a less tendentious presentation, it
was one the Administration did not take. If the Court envisioned the grant of
certiorari as the opening round of an inter-branch dialogue, as I believe it did,
the dialogue would prove to be all one way, with the Court consistently offering
flexibility and accommodation, and the Administration demanding nothing less
than total deference. Remarkably, this one-way dialogue is still ongoing, nearly
five years later.

The Court's early willingness to accommodate the Administration's con-
cers is revealed by Justice Breyer's comments to Solicitor General Theodore B.
Olson during the Rasul argument on April 20, 2004:

It seems rather contrary to an idea of a Constitution with three branches that the
Executive would be free to do whatever they want, whatever they want without a
check. That's problem one.
Problem two is that we have several hundred years of British history where the
cases interpreting habeas corpus said to the contrary anyway. And then we have
the possibility of really helping you with what you're really worried about [em-
phasis added], which is undue court interference, by shaping the substantive right
to deal with all those problems that led you to begin your talk by reminding us of
those problems.
[The Solicitor General had opened his argument with the declaration: "The

PRESIDENTIAL POWER 67 (2008) (describing e-mail from Neal Katyal to Charles Swift).

33. Breyer, supra note 1.

34. Brief in Opposition to Certiorari, supra note 30, at I (emphasis added).

35. Supreme Court Order Granting Certiorari, at 1; Rasul v. Bush, 542 U.S. 466 (No. 03-334)
(Nov. 10, 2003).

[Vol. 27:1
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THE MYSTERY OF GUANTANAMO BAY

United States is at war." 36] So if that's the choice, why not say, sure, you get
your foot in the door, prisoners in Guantinamo, and we'll use the substantive
rights to work out something that's protective but practical?" 37

Mr. Olson replied that the question had been resolved in the government's
favor half a century earlier by Eisentrager. 38 Justice Breyer, determined to offer
the Court's services as the Administration's partner rather than its adversary,

pressed on:

I grant you this. My question has to assume that Eisentrager is ambiguous and
not clearly determinative yet. But then on that assumption, I'm still honestly
most worried about the fact that there would be a large category of unchecked and
uncheckable actions dealing with the detention of individuals that are being held
in a place where America has power to do everything.
Now that's what's worrying me because of Article III, and the other thing on the
opposite side, as I said, is it's possible to tailor the substance to take care of the
problems that are worrying you. [emphasis added] 39

But the Solicitor General stood firm: there was no "substance" to discuss.
There was no jurisdiction.

40

In Rasul, issued two months later, the Supreme Court held to the contrary

by a vote of 6 to 3.41 Eisentrager was not overruled, but distinguished on sev-
eral grounds, including the fact that unlike the German prisoners in the earlier
decision, who were formally charged with war crimes and convicted by a mili-
tary tribunal, these detainees were being held in open-ended detention without
charges or the prospect of a hearing. 42 But the principal basis for jurisdiction,
Justice Stevens wrote for the majority, was that Guantfnamo Bay was "territory
over which the United States exercises exclusive jurisdiction and control." 43

Rasul was a modest decision, another step by the Court on what I believe it

viewed as a road to accommodation. The Court avoided any constitutional
judgment, limiting its holding to the scope of the habeas corpus statute. 44 And it
was silent on how the District Court should approach the merits of the petition-
ers' claims: "Whether and what further proceedings may become necessary after
respondents make their response to the merits of petitioners' claims are matters

36. Transcript of Oral Argument at 21, Rasul v. Bush 542 U.S. 466 (No. 03-334) (Apr. 20,
2004).

37. Id. at 36-37.

38. Id. at 37.
39. Id. at 38-39.

40. Id. at 39-47.

41. Rasul, 542 U.S. 466.

42. Id. at 475-77.

43. Id. at 476.

44. As Prof. Jenny S. Martinez has observed: "By limiting the question presented in Rasul in
2004 to the statutory jurisdiction issue, but then rendering a decision full of hints about the merits,
the Court seems to have intended to use 'process as signaling,' but the signal was not clear enough."
Jenny S. Martinez, Process and Substance in the 'War on Terror,' 108 COLUM. L. REv. 1013, 1053
(June 2008).
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that we need not address now." 45

The unlikely outcome that Patrick F. Philbin and John C. Yoo had warned
of two and one-half years earlier had come to pass. Recall their further warning
that if habeas jurisdiction were found to exist, the Guantinamo petitioners would
not have "litigant rights" different from those of other habeas petitioners. 46 But
that is not what the Administration told the district judges who now had to con-
sider the remanded Rasul and Al Odah cases as well as a dozen other pending
habeas petitions. Immediately renewing its motions to dismiss the petitions, the
government proceeded as if Rasul had not been decided-or as if that decision
had been a victory rather than a repudiation of the very basis for transferring the
prisoners to Guantdnamo in the first place.

In a filing on October 4, 2004, the Administration made the remarkable as-
sertion that:

On a fundamental level, petitioners' objection to the Executive's power to capture
and detain alien enemy combatants in foreign territory during ongoing hostilities
is flatly inconsistent with the historical understanding of the President's role as
Commander in Chief of the Armed Forces, and runs counter to Congress's spe-
cific authorization to the President 'to use all necessary and appropriate force
against those nations, organizations, or persons he determines planned, author-
ized, committed, or aided the terrorist attacks tbut occurred on September 11,
2001, or harbored such organizations or persons.'

To recognize any substantive rights on the part of the petitioners "would
improperly embroil the court in second-guessing decisions on sensitive issues
that the Constitution entrusts to the Executive Branch," the government's mo-
tion insisted. 48 Then it added: "Because overseas aliens are not a part of the
contract that created the United States, they are not beneficiaries of its protec-
tions."

49

It is worth pausing to consider that statement. First, the Supreme Court had
just ruled that the aliens held at Guantdnamo Bay were not, as a functional mat-
ter, "overseas;" that was the basis for its jurisdictional holding. And second, the
identity of who was or was not "a part of the contract that created the United
States" is far less relevant than the nature of the social compact, based on adher-
ence to the rule of law, that binds residents of the United States today. From this
perspective, the events I am relating have less to do with Guantdnamo detainees'
rights than with the vitality of the legal principles that protect us all. To quote
Owen Fiss: "The obligations imposed on the government by the Bill of Rights

45. Id. at 485.
46. Memorandum of Dec. 28, 2001, supra note 12.

47. Response to Petition for Writ of Habeas Corpus and Motion to Dismiss or for Judgment as
a Matter of Law and Memorandum in Support at 2, Abdah v. Bush, No. 04-CV-1254 (D.D.C. Oct. 4,
2004). The reference was to the Authorization for Use of Military Force Resolution (AUMF), that
Congress passed on September 18, 2001, authorizing military action against the Taliban and Al
Qaeda, Pub. L. No. 107-40 S.J. Res. 23 (2001).

48. Id. at 2.

49. Id. at 21.
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THE MYSTERY OF GUANTANAMO BAY

are not a quid pro quo offered to its subjects, but the expression of principles of
right behavior."

50

District judges responded to the government's position in diametrically op-
posite ways. On January 19, 2005, Judge Richard Leon dismissed one set of pe-
titions on the ground that there was "no viable legal theory" on which they could
be granted. The petitioners had no rights to be vindicated in federal court and
any implication from Rasul to the contrary was incorrect, Judge Leon said, ex-
plaining: "The Founders allocated the war powers among Congress and the Ex-
ecutive, not the Judiciary. As a general rule, therefore, the Judiciary should not
insinuate itself into foreign affairs and national security issues." 5 1

Two weeks later, on January 31, Judge Joyce Hens Green ruled in another
set of petitions that, to the contrary, "the petitioners have stated valid claims un-
der the Fifth Amendment to the United States Constitution and that the proce-
dures implemented by the government to confirm that the petitioners are 'enemy
combatants' subject to indefinite detention violate the petitioners' rights to due
process of law." 52 As for the Supreme Court's intention on remand, Judge
Green said that "careful examination of the specific language used in Rasul re-
veals an implicit, if not express, mandate to uphold the existence of fundamental
rights.... 53 (Judge Green's reference to "procedures" was to something new,
which the Supreme Court had never considered. Nine days after the decisions in
Rasul and in another detainee case decided the same day, Hamdi v. Rumsfeld,54

Paul Wolfowitz, the Deputy Secretary of Defense, issued an order that defined
"enemy combatant" and established a new body, the Combatant Status Review
Tribunal (CSRT), composed of three military officers, who would decide
whether each detainee's classification as an enemy combatant was correct. 55

The Supreme Court would later have occasion to consider the adequacy of this
substitute for federal court review, but more than three years would go by in the
meantime.)

56

50. Fiss, supra note 6, at 254.

51. Khalid v. Bush, 355 F. Supp. 2d 311, 329 (D.D.C. 2005).

52. In re Detainee Cases, 355 F. Supp. 2d 443, 445 (D.D.C. 2005).

53. Id. at 461.

54. Hamdi, 542 U.S. at 507 (2004).

55. In re Guantdnamo Detainee Cases, 355 F.Supp. 2d 443, 450 ("The term 'enemy combat-
ant' shall mean an individual who was part of or supporting Taliban or al Qaeda forces, or associated
forces that are engaged in hostilities against the United States or its coalition partners. This includes
any person who has committed a belligerent act or has directly supported hostilities in aid of enemy
armed forces." (quoting Order of July 7, 2004)). In an order issued on Oct. 27, 2008, Judge Richard
Leon formally adopted the Pentagon's definition of "enemy combatant" as the definition that would
govern the 24 remanded habeas cases over which he was presiding. Boumediene v. Bush, 04-1166
(D.D.C. Oct. 27, 2008).

56. Boumediene v. Bush, 128 S. Ct. 2229, 2260 (2008) ("[T]he procedural protections af-
forded to the detainees in the CSRT hearings are far more limited, and, we conclude, fall well short
of the procedures and adversarial mechanisms that would eliminate the need for habeas corpus re-
view.")
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Judge Green's decision received attention across the country and the world.
But despite her strong language, no relief was forthcoming for any of the detain-
ees in the eleven habeas cases in which she had ruled. Instead, four days later,
she granted the government's motion for a stay pending appeal. 57 Judge Green
blinked-something the Administration almost never did.58 And then the mo-
ment passed. Before the District of Columbia Circuit could review the appeals
from the two opposing District Court rulings, the landscape changed, freezing
everything in place and pushing relief for the detainees further out of reach. 59

On December 30, 2005, President Bush signed into law the Detainee
Treatment Act of 2005.60 This statute, key portions of which were passed with-
out hearings during the rush to the year-end Congressional recess, had several
interrelated provisions. Section 1005(e)(2)(c) sets out a process by which the
District of Columbia Circuit was to review the validity of enemy-combatant
status made by the Combatant Status Review Tribunals. Section 1005(e)(1)
provided that, with the exception of that specific review provision, "no court,
justice, or judge shall have jurisdiction to hear or consider" a petition for habeas
corpus from an alien detained at Guantdnamo Bay. 6' This jurisdiction-stripping
provision, which had been sponsored by one of the Administration's strongest
allies in the Senate, Lindsey Graham of South Carolina, purported to apply to
pending petitions as well as future ones. The Administration moved immedi-
ately to dismiss all the petitions then pending in District Court-some 180 peti-
tions filed on behalf of 300 detainees, roughly half the population of the
Guantdinamo prison. The Administration also promptly filed a motion at the Su-
preme Court, asking the Justices to dismiss a case they had agreed to hear two
months earlier, a challenge by Osama bin Laden's former chauffeur, a Yemeni
named Salim Ahmed Hamdan, to the validity of the military commission that
was due to conduct his war crimes trial. 62

Hamdan provided the next occasion for the Supreme Court to attempt to
accommodate the Administration. At first this did not appear to be the case.
The Court granted Hamdan's certiorari petition over the Solicitor General's vig-
orous opposition. The appeal was not ripe, the government argued; the ruling by
the Court of Appeals simply lifted the District Court's "ill-considered and un-

57. In re Guantinamo Detainee Cases, 2005 U.S. Dist. LEXIS 5295, 5295 (D.D.C. Feb. 3,
2005).

58. But see Press Release, Department of Defense, supra note 6.

59. In the Court of Appeals, the cases were styled as Al Odah v. United States, Nos. 05-5064,
05-5095 through 05-5116, and Boumediene v. Bush, Nos. 05-5062 & 05-5063. More than two years
later, after two oral arguments and four rounds of briefing, the court eventually decided them as
Boumediene v. Bush, 476 F.3d 981 (D.C. Cir. 2007) on Feb. 20, 2007, dismissing the consolidated
petitions for lack ofjurisdiction.

60. Detainee Treatment Act of 2005, Pub. L. No. 109-148, 119 Stat. 2739 (2005).

61. Id.

62. Hamdan v. Rumsfeld, 344 F.Supp. 2d 152 (D.D.C. 2004), cert. granted 546 U.S. 1002
(2005); Respondent's Motion to Dismiss for Lack of Jurisdiction, Hamdan v. Rumsfeld, No. 05-184

(D.C. Cir. Jan. 12, 2006).
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THE MYSTERY OF GUANTANAMO BAY

precedented injunction" against proceeding with the military commission, and
no trial had yet begun. 63 Hamdan's challenge to his military commission had
been filed as a petition for habeas corpus, and "the habeas statute is merely a
grant of jurisdiction ... [that] does not create any substantive rights." 64 Finally,
the Solicitor General argued that Hamdan, who by then had been held at
Guantdnamo for more than three years, would suffer no prejudice from further
delay in resolving his claims because he was "subject to detention as an enemy
combatant regardless of the outcome of this litigation or whether he is ultimately
convicted of a specific war crime." 6 5

The Detainee Treatment Act proved to be a distraction rather than the ob-
stacle to deciding the case that it had first appeared to be. The Supreme Court
held that as a matter of statutory interpretation, the jurisdiction-stripping section
did not apply to habeas corpus petitions that were pending on the date of its en-
actment. Nor, Justice Stevens said for the majority, was the government's rea-
soning persuasive in asking the Court to refrain from deciding the case: "To the
contrary, Hamdan and the Government both have a compelling interest in know-
ing in advance whether Hamdan may be tried by a military commission that ar-
guably is without any basis in law and operates free from many of the
procedural rules prescribed by Congress for courts-martial-rules intended to
safeguard the accused and ensure the reliability of any conviction." 66

On the merits, the Court held that the military commission framework, as
promulgated unilaterally by the Executive Branch, did in fact lack a basis in law,
and that "the rules specified for Hamdan's trial are illegal. ' 6 7 The decision re-
jected the Administration's claim that the President possessed inherent authority
to proceed as he wished.

My focus is not on the Court's reasoning, but on its expectation of what
would happen next. As in Rasul almost exactly two years earlier, the Court did
not behave as if it assumed that its word would be the last. Rather, the Court be-

63. Brief for the Respondents in Opposition to Petition for Writ of Certiorari at 16, Hamdan v.
Rumsfeld, No. 05-184 (D.C. Cir. Sept. 2005). The court of appeals decision is reported at 415 F.3d
33 (D.C. Cir. 2005), reversing 344 F.Supp. 2d 152 (D.D.C. 2004).

64. Id at 19.

65. Id. at 13. The question of when, or whether, Hamdan will be entitled to release assumed
more than theoretical significance following the conclusion of his military commission trial. On
Aug. 6, 2008, he was convicted of providing material support for terrorism, but acquitted on a more
serious conspiracy charge. William Glaberson, Panel Convicts bin Laden Driver in Split Verdict,
N.Y. TIMES, Aug. 7, 2008, at Al. The following day, the military judge, rejecting the prosecution's
proposed sentence of 30 years, sentenced Hamdan to 66 months in prison, with credit for 61 months
of time served. It remains unclear what will happen at the end of his five months of further incar-
ceration. William Glaberson, Bin Laden Driver Sentenced to a Short Term, N.Y. TIMES, Aug. 8,
2008, at Al. On October 28, 2008, Hamdan's military commission rejected the government's re-
quest to withdraw the credit for time served. Ruling on Motion for Reconsideration and Resentenc-
ing, United States v. Hamdan, P-009 (Oct. 28, 2008).

66. Hamdan, 548 U.S. at 590.

67. Id. at 625.
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lieved once again that it was engaging in a dialogue, as demonstrated by Justice
Breyer's concurring opinion that was also signed by Justices Kennedy, Souter,
and Ginsburg:

Nothing prevents the President from returning to Congress to seek the authority
he believes necessary.
Where, as here, no emergency prevents consultation with Congress, judicial insis-
tence upon that consultation does not weaken our Nation's ability to deal with
danger. To the contrary, that insistence strengthens the Nation's ability to deter-
mine - through democratic means - how best to do so. The Constitution g aces
its faith in those democratic means. Our Court today simply does the same.

It was, Professor Jack Balkin wrote approvingly on his blog just hours after
the ruling was handed down, "a democracy-forcing decision":

What the Court has done is not so much countermajoritarian as democracy forc-
ing. It has limited the President by forcing him to go back to Congress to ask for
more authority than he already has, and if Congress gives it to him, then the Court
will not stand in his way ... I repeat: nothing in Hamdan means that the President
is constitutionally forbidden from doing what he wants to do. What the Court has
done, rather is use the democratic prowss as a lever to discipline and constrain
the President's possible overreaching."

Justice Breyer and Professor Balkin were expressing a democratic ideal.
But, to use the vernacular, they and everyone else who cheered or at least ex-
pressed relief at the outcome of Hamdan got rolled. By the end of September,
2006, the Administration prevailed on the Republican majority in Congress to
pass the Military Commissions Act (MCA), which not only authorized military
commissions but once again stripped the federal courts of their habeas corpus
jurisdiction-this time taking care to make the provision apply explicitly "to all
cases, without exception, pending on or after the date of the enactment of this
Act."7 0

The message of the Military Commissions Act, which President Bush
signed into law on October 15, 2006, was not subtle. "This time, Congress and
the President did not take the court's power grab lying down," John C. Yoo ex-
ulted in an on-line Wall Street Journal essay four days later. 71 Calling the new
law "above all, a stinging rebuke to the Supreme Court," the former Office of
Legal Counsel lawyer said that Congress and the White House, together, had
"told the courts, in effect, to get out of the war on terror, stripped them of habeas
jurisdiction over alien enemy combatants, and said there was nothing wrong
with the military commissions." 72 The law, he added, "restores to the president

68. Id. at 636 (Breyer, J., concurring).

69. Hamdan as a Democracy-Forcing Decision, available at
http://balkin.blogspot.com/2006/06/hamdan-as-democracy-forcing-decision.html (June 29, 2006).

70. Military Commissions Act of 2006, 10 U.S.C. 948a (2006).
71. John Yoo, Sending a Message, WALL ST. J., Oct. 19, 2006, available at

http://www.opinionjoumal.com/editorial/feature.html?id= 10009113.

72. Id.
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command over the management of the war on terror." 73

It also pushed further into an ever-receding future a moment at which the
government might have to yield to judicial authority in its handling of the de-
tainees. Once again, as after passage of the Detainee Treatment Act the previ-
ous year, the Administration moved to dismiss all pending habeas petitions filed
by Guantdnamo detainees. These included the cases on appeal to the District of
Columbia Circuit from the conflicting rulings by Judges Leon and Green more
than a year and a half earlier. On February 20, 2007, the appeals court, declar-
ing that "Federal courts have no jurisdiction in these cases," dismissed the two
groups of petitions that had been filed on behalf of a number of detainees, all of
whom by then had been in custody for more than five years. 74 The panel major-
ity, with Judge Rogers dissenting, rejected the detainees' argument that if the
new provision succeeded in depriving the court of jurisdiction, then it amounted
to an unconstitutional suspension of the writ of habeas corpus because the condi-
tions set by the Constitution and Supreme Court precedent for congressional
suspension of "the privilege of the writ of habeas corpus" 75 had not been met.

Less than two weeks later, lawyers for the detainees filed expedited appeals
at the Supreme Court. 76 The events that rapidly ensued included one of the most
startling procedural tum-abouts in Supreme Court history. Is it fanciful to sup-
pose that at this point, the Administration might have acknowledged the signifi-
cance of the suspension issue, and the desirability of a definitive resolution
before more time passed, by acquiescing to certiorari? Once again, the Admini-
stration vigorously opposed review. "As aliens outside the sovereign territory of
the United States, petitioners have no rights under the Suspension Clause, and,
in any event, the habeas rights protected by that provision would not extend to
aliens detained at Guantfnamo Bay as enemy combatants," the Solicitor General
told the Justices. 77

On April 2, the Court denied certiorari, over the dissents of Justices Breyer,
Souter, and Ginsburg, and with an unusual written explanation by Justices Ste-
vens and Kennedy of their own decision against voting to hear the cases. The
dissenters stressed that "the questions presented are significant ones warranting
our review," and observed that the petitioners had "plausibly" argued that the
appeals court's decision was "contrary to this Court's precedent," namely Ra-
sul's recognition of habeas corpus jurisdiction over Guantfnamo. 78

73. Id.

74. Boumediene, 476 F.3d 981, 994 (D.C. Cir. 2007).

75. U.S. CONST. Art. I, § 9, Cl. 2; see also Boumediene, 476 F.3d at 981.

76. Petition for Writ of Certiorari, Boumediene, No. 06-1195 (March 5, 2007); Petition for
Writ of Certiorari, Al Odah, No. 06-1196 (March 5, 2007).

77. Brief for Respondent in Opposition to Petition for Writ of Certiorari at 8, Boumediene v.
Bush, No. 06-1195 (Mar. 21, 2007).

78. Boumediene, 127 S.Ct. 1478, 1479-80 (2007) (mem.) (Breyer, J., dissenting from denial of
certiorari).
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For their part, Justices Stevens and Kennedy said that "[d]espite the obvi-
ous importance of the issues raised in these cases," the Court should follow its
usual practice of withholding review until "the exhaustion of available reme-
dies." 79 The remedy at issue was the limited review that the Detainee Treatment
Act provided in the District of Columbia Circuit of determinations by the Com-
batant Status Review Tribunals that the individual detainees had been properly
classified as enemy combatants. 8° The two Justices held out the possibility that
the Supreme Court would waive the exhaustion requirement if it turned out that
the government "has unreasonably delayed proceedings" or caused "some other
and ongoing injury" to the petitioners. 8 1

Here, indeed, was a puzzle. Justice Stevens, the author of the majority
opinions in both Rasul and Hamdan, surely.agreed with the Breyer Three that
Supreme Court review was appropriate at this stage. His agreement would have
provided a fourth vote, the number necessary for a grant of certiorari. The only
plausible explanation is that Justice Kennedy, who had voted with the majority
in the earlier two cases, was wavering this time. If he could not be counted on,
there was nothing to be gained and much to lose by pushing him. Justice Ste-
vens must have decided to withhold his own vote and play for time. 82

In late April the detainees' lawyers filed petitions for rehearing-that is, for
reconsideration of the denial of certiorari-which the Administration, not sur-
prisingly, opposed. On June 22, with only days to go until the end of the term,
the lawyers filed replies to the government's opposition. To their reply brief,
the lawyers for the Al Odah petitioners attached a document the court had not
yet seen. It was a sworn declaration filed in the District of Columbia Circuit, in
another case, by Lieutenant Colonel Stephen Abraham, a lawyer in private prac-
tice and an intelligence officer in the Army Reserve. 83 During a tour of active
duty, from September 2004 until March 2005, he served at Guantfnamo Bay as
a member of a Combatant Status Review Tribunal. 84 His seven-page declaration
recounted his experience and his conclusions about the serious deficiencies of
the process-the use of generic, often outdated intelligence; the denial of his re-
quest to see exculpatory information and even a refusal by the government to
acknowledge the existence of any exculpatory evidence. 85 "What were pur-
ported to be specific statements of fact lacked even the most fundamental ear-

79. Id. at 1479 (statement of Stevens and Kennedy, JJ. respecting the denial of certiorari).
80. Detainee Treatment Act § 1005 (e)(2)(c), 119 Stat. 2742, which the Court in Boumediene

would find inadequate as a substitute for habeas corpus.

81. Id.

82. See Linda Greenhouse, Supreme Court Turns Down Detainees' Habeas Corpus Case,
N.Y. TIMES, April 3, 2007, at Al.

83. Reply to Opposition to Petition for Rehearing at i, Al Odah v. United States, No. 06-1196
(2007) (Decl. of Stephen Abraham, which had been filed by petitioners in a case then pending in the
appeals court, Bismullah v. Gates, 510 F.3d 178 (2007) (No. 06-1197)).

84. Id.

85. Id.

[Vol. 27:1

16

Berkeley Journal of International Law, Vol. 27, Iss. 1 [2009], Art. 1

http://scholarship.law.berkeley.edu/bjil/vol27/iss1/1



THE MYSTERY OF GUANTANAMO BAY

marks of objectively credible evidence," Lieut. Col. Abraham reported. 86

In their brief, the Al Odah lawyers told the Court that as the result of the
Abraham declaration, "it is now clear that, not only is the remedy provided by
the DTA inadequate, but also the underlying CSRT process was an irremediable
sham." 87 A grant of certiorari should not await exhaustion of this flawed proc-
ess, the brief maintained. 88

Justice Kennedy - perhaps others as well-was evidently now persuaded.
The Court granted rehearing on the final day of its term, June 29, 2007.89 It is
extremely unusual for the Court to reconsider a denial of certiorari in the ab-
sence of an intervening court decision or some other landscape-changing devel-
opment. The 2007 edition of the authoritative Supreme Court Practice, noting
the grant of rehearing in these cases, calls it one of "the rare exceptions" in
which such a petition has succeeded. 90 Only two other examples are cited, one
from 1930 and the other from 1947.91 A petition for rehearing requires a major-
ity vote rather than the ordinary "rule of four." 92 So the Administration was now
on notice that a majority of the Court was sufficiently concerned by the se-
quence of events to make a once-in-a-generation reversal of course. In granting
certiorari, the Court vindicated Justice Breyer's declaration of more than five
years earlier: "Our judicial system is open." 93

From the opening pages of Justice Kennedy's 70-page opinion for the 5-to-
4 court in Boumediene v. Bush, it is apparent that something has changed. Gone
is the modulated tone of the earlier opinions, replaced by one of exasperation
and something close to distress. In recounting the procedural history of the case,
for example, Justice Kennedy refers to Justice Breyer's concurring opinion two
years earlier in Hamdan, which he had joined, recalling that the opinion invited
the President to go to Congress "to seek the authority he believes necessary." 94

(This was the "democracy-forcing" aspect of Hamdan that Professor Balkin
celebrated at the time. 95 ) Justice Kennedy makes it clear that in the Court's
view, the President and Congress misused, or at least misconstrued that invita-
tion: "The authority to which the concurring opinion referred was the authority
to 'create military commissions of the kind at issue' in the case. Nothing in that

86. Id. at vi.
87. Reply to Opposition to Petition for Rehearing at 4, Al Odah (No. 06-1196).

88. Id.
89. On the same day, the Court granted petitioners Boumediene and Al-Odah's petitions for

rehearing, 551 U.S. 1 (June 29, 2007) (mem.), and ordered consolidation for argument.
90. EUGENE GRESSMAN ET AL., SUPREME COURT PRACTICE 821 (9th ed. 2007).
91. Id.

92. Id. (citing Morgan v. Georgia, 441 U.S. 967, 444 U.S. 976 (1979)) ("A majority of the
participating Justices must agree to rehear a decision denying certiorari.").

93. Breyer, supra note 1.

94. Hamdan, 548 U.S. 557 at 636 (Breyer, J., concurring); Boumediene, 128 S.Ct. 2229 at
2242.

95. Military Commissions Act of 2006, supra note 70.
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opinion can be construed as an invitation for Congress to suspend the writ." 96

The change from the earlier opinions to Boumediene is much deeper than
one of tone, however. It is clear that the government's intransigence, its refusal
to take a polite hint, forced the Court to dig deeper than it originally cared to go,
into the bedrock of separation-of-powers doctrine and the sources of its own au-
thority.

From this perspective, Boumediene is more than the third chapter in the
Court's confrontation with the post-9/11 world. It is among the Court's most
important modem statements on the separation of powers, on the order of the
Chadha decision twenty-five years earlier, which struck down the legislative-
veto device as violative of the separation of powers. 97 As a judicial check on
unbridled executive power, Justice Kennedy says, the writ of habeas corpus was
seen by the framers as "an essential mechanism in the separation-of-powers
scheme" and as part of the "essential design of the Constitution." 98 The Consti-
tution's separation-of-powers design "protects persons as well as citizens," Jus-
tice Kennedy says; just as Jagdish Rai Chadha, a non-citizen, was entitled to
invoke separation-of-powers principles in challenging Congress's unilateral veto
of the "suspension of deportation" he had been granted by the Executive Branch,
so too can the non-citizens held at Guantdnamo invoke those principles in assert-
ing access to habeas corpus.99

Chadha, a Kenyan student who overstayed his visa, was of course within
the sovereign territory of the United States - as the Guantdnamo detainees con-
cededly are not-when he challenged the legislative veto, In Boumediene, the
Court finally makes explicit what was implicit in Rasul: that the test for where
the Constitution applies outside the country's borders is a functional and not a
formal one. Justice Kennedy says that the Administration's continued insistence
that because Cuba retains formal sovereignty over Guantdnamo, the Constitution
is inapplicable there despite the government's exercise of functional control
"raises troubling separation-of-powers concerns." Such a limited understanding
of the reach of the Constitution would, he warns, make it "possible for the po-
litical branches to govern without legal constraint." He adds:

Our basic charter cannot be contracted away like this. The Constitution grants
Congress and the President the power to acquire, dispose of, and govern territory,
not the power to decide when and where its terms apply... Abstaining from ques-
tions involving formal sovereignty and territorial governance is one thing. To
hold the political branches have the power to switch the Constitution on or off at
will is quite another... leading to a regime in which Congress and the President,
not this Court, say 'what the law is.'

96. Boumediene, 128 S. Ct. 2229, 2242.

97. INS v. Chadha, 462 U.S. 919 (1983). As a judge on the Ninth Circuit, Justice Kennedy had
written the opinion that the Supreme Court affirmed in this case. INS v. Chadha, 634 F.2d 408 (9th
Cir. 1980).

98. Boumediene, 128 S. Ct. 2229, 2246.

99. Id. (citing Chadha, 462 U.S. 919 at 958-9).
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Repeating his earlier assertion that "the writ of habeas corpus is itself an
indispensable mechanism for monitoring the separation of powers," 100 Justice
Kennedy concludes this portion of the opinion: "The test for determining the
scope of this provision must not be subject to manipulation by those whose
power it is designed to restrain." 10 1

Applying this analysis to the question at hand, the Court concludes with a
three-part holding: first, that the Suspension Clause has full effect at
Guantdtnamo Bay, so that the detainees there must be afforded either access to
the writ of habeas corpus or to an "adequate substitute"; second, that the review
procedure provided by the Detainee Treatment Act is so truncated as not to be
an adequate substitute; and third, that the jurisdiction-stripping provision of the
Military Commissions Act therefore effects an unconstitutional suspension of
the writ.

As to what rights the detainees can seek to vindicate through their habeas
petitions, the Court is silent. "[O]ur opinion does not address the content of the
law that governs petitioners' detention," Justice Kennedy says. "That is a matter
yet to be determined."' 1 2 That silence leads Chief Justice Roberts, in his dis-
senting opinion, to mock the majority for having replaced "a review system de-
signed by the people's representatives with a set of shapeless procedures to be
defined by federal courts at some future date." 103

But a more careful reading of the majority opinion shows that the proce-
dures the Court regards as constitutionally required are not so shapeless. The
habeas court "must have the power to order the conditional release of an indi-
vidual unlawfully detained," Justice Kennedy tells us, while noting that the rem-
edy of release "is not the appropriate one in every case." 10 4 And it is
"constitutionally required" to permit detainees to introduce exculpatory evi-
dence, to contest the sufficiency of the government's evidence, and to supple-
ment the record on review. 105

Absent from the Court's discussion is an injunction to the habeas court to
defer to the findings below. This is striking, because Justice Kennedy is usually
among the Justices who insist on deference by federal judges reviewing ordinary
civilian convictions on habeas corpus. 106 He acknowledges this implicitly as he
explains the difference: "A criminal conviction in the usual course occurs after a
judicial hearing before a tribunal disinterested in the outcome and committed to
procedures designed to ensure its own independence. These dynamics are not
inherent in executive detention orders or executive review procedures. In this

100. Id. at 2259.

101. Id.
102. Id. at 2277.

103. Id. at 2279 (Roberts, C.J., dissenting).

104. Id. at 2266.

105. Id. at 2271.
106. See, e.g., Uttecht v. Brown, 127 S. Ct. 2218 (2007).
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context the need for habeas corpus is more urgent."' 10 7

It is startling to compare the Boumediene court's insistence on this range of
procedural rights for non-citizens held in Cuba with the Court's response four
years earlier to the claims of Yaser Esam Hamdi, a United States citizen de-
tained as an enemy combatant in a naval brig in South Carolina. Hamdi was en-
titled to some version of a due-process hearing before a "neutral decision
maker" or "an impartial adjudicator," the Court held in a plurality opinion by
Justice O'Connor. 108 But the decision maker need not be a federal judge and the
process need not be a petition for habeas corpus; it could be a military tribu-
nal. 109 Before the contours of the Hamdi decision could be fleshed out, the Ad-
ministration shipped Hamdi back to Saudi Arabia, where his family lived and
where he grew up. 10

The Hamdi decision of 2004 was unstable, tentative in tone and lacked a
majority. But eight Justices (all but Justice Thomas) nonetheless agreed that,
contrary to the government's position, Hamdi was entitled to some form of
process. As reflected by Justice O'Connor's widely quoted declaration that "a
state of war is not a blank check for the President when it comes to the rights of
the Nation's citizens,"' 1 1 the Court was seriously concerned by the implications
of the government's arguments. The Court's concerns were to grow only
deeper, eventually driving a majority toward a more expansive embrace of the
territorial scope of habeas corpus than might reasonably have been predicted
only a few years earlier.

I promised at the beginning to solve the mystery of Guantdnamo Bay. How
is it that the Administration has lost, and lost, and lost again, and still has not
been ordered against its will to release a single detainee?

I think the answer lies in the competing trajectories pursued by the two
principal actors in this drama, the Bush Administration and the Supreme Court.
Each began from a position of relative modesty, as reflected by the early Ad-
ministration documents on the one hand, and the Court's initial, tentative steps
in Rasul and Hamdi. The Administration's rapid shift to a hard-line decision to
"push and push and push"' 112 in turn radicalized-for lack of a better word-a
Court that, while inherently conservative, is hard-wired to protect its own pre-
rogative to "say what the law is." 113

Had the Administration shown more receptivity to the Court's concerns at
the beginning, the Court probably would not have felt pressed to abandon its his-

107. Boumediene, 128 S. Ct. 2229, 2269.

108. Hamdi, 542 U.S. 507, 533-37.

109. Id, at 538.

110. Press Release, Department of Justice, supra note 6.

IIl. Hamdi, 542 U.S. 507, 536,

112. GOLDSMITH, supra note 7.

113. Boumediene, 128 S. Ct. 2229, 2302 (Kennedy, J.) (citing Marbury v. Madison, I Cranch
137, 177 (1803)).
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THE MYSTERY OF GUANTANAMO BAY

toric posture of deference to the Executive in wartime. Conversely, had the Jus-
tices understood at the beginning that the Administration would never yield to
modest decisions containing gentle hints, the Court might have acted more deci-
sively early enough to persuade the Administration of the wisdom of compro-
mise. At some point early in this narrative, the trajectories could have crossed,
but the moment was quickly lost. The trench warfare continues, as lawyers for
the detainees and the government battle in the District Court and the Court of
Appeals over how to handle the revived habeas corpus petitions. 114

There are no winners in this tale and, lacking a final chapter, its lessons re-
main obscure. "Answers will be forthcoming," Justice Breyer told the New
York lawyers on a spring morning more than five years ago. 115 We await those
answers still.

114. See, e.g., In re Guantinamo Bay Detainee Litigation, Civil Action No. 05-280 (GK)
(2008); Kiyemba, No. 08-5424 (2008); Boumediene, No. 04-1166 (2008) (adopting the Pentagon's
definition of "enemy combatant" as governing 24 remanded habeas cases); Petition for Rehearing,
Bismullah v. Gates, No. 06-1197 (D.C. Cir., filed Oct. 6, 2008); Basardh v. Gates, No. 07-1192
(D.C. Cir. Nov. 4, 2008) (granting the government's motion to "hold in abeyance" direct review in
the appeals court of an appeal of a Combatant Status Review Tribunal determination, and raising
"the distinct possibility that in light of Boumediene we have lost jurisdiction over Basardh's petition
and every other petition filed under the Detainee Treatment Act").

115. Breyer, supra note 1.
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Protean Jus Ad Bellum

Sean D. Murphy*

I.
INTRODUCTION

International lawyers recently celebrated the 100th anniversary of the 1907
Hague Peace Conference, where they looked back at the accomplishments of
that event and at the strides that have been made over the past century in devel-
oping international law and institutions. Perhaps more important, however, is to
consider the direction international law will take during the next 100 years-to
ask about the legacy that will be discussed at the 200th anniversary of the Hague
Conference. The purpose of this essay is to consider the past, present and, espe-
cially, future state of the jus ad bellum, the set of rules in international law de-
signed to regulate the resort to war by states. Will the jus ad bellum in 2107
look the same as it does today or might we anticipate efforts to progressively
develop it in some fashion?

Thejus ad bellum is generally viewed as a static field of law. The standard
account is that when the UN Charter was adopted in 1945, it enshrined a com-
plete prohibition on the use of force in inter-state relations, except when action
is taken in self-defense against an armed attack or under authorization of the UN
Security Council. No other exceptions to the general prohibition are permitted,
whether for purposes of rescuing one's nationals abroad, saving aliens from
widespread deprivation of human rights, acting preemptively against a grave but
distant threat, or for any other reason.

To the extent that some states or commentators see value in further excep-
tions, the approach is generally still to view the jus ad bellum as static, but to
engage in strained interpretations of the UN Charter's text to allow further ex-
ceptions, or to admit that no exceptions exist but to argue that deviation is le-
gitimate in extreme circumstances even if not lawful. Of course some observers,
whose views are largely grounded in realism theories of international relations,

* Patricia Roberts Harris Research Professor of Law, George Washington University. This es-

say benefited from comments by Vijay Padmanabhan and from presentations at Temple University
Law School in March 2008 and at Kiel University in November 2007; the proceedings of the latter
workshop will be forthcoming in Verdffentlichungen des Walther-Schiicking-lnstituts fir Interna-
tionales Recht an der Universitdt Kiel. My thanks to Kelly Dunn for research assistance.
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PROTEAN JUS AD BELL UM

simply conclude that the jus ad bellum is a utopian notion that has no real rele-
vance for contemporary inter-state behavior.

Yet it seems likely that in the years to come, many states and non-state ac-
tors will increasingly insist upon a different vision of thejus ad bellum, one that
conceives of it as more protean in nature. The protean view of thejus ad bellum
acknowledges that, as of 1945, the static view was correct, but that over time-
as we approach the 70th anniversary of the United Nations-thejus ad bellum is
changing, buffeted in particular by several significant developments: (1) the
emergence of weapons of mass destruction of various types potentially control-
lable by states and non-state actors; (2) the rise of global terrorism as a mecha-
nism for projecting violence against states by non-state actors; (3) the elevation
of the person to a central place in the realm of international law, both in terms of
being protected and in terms of being held accountable for misconduct; (4) the
inability of all states to accept the Security Council as a disinterested arbiter
willing and capable of acting to address all threats to international peace and se-
curity as they arise; and (5) the continuing erosion of the sanctity of the sover-
eign state, resulting from exposure to myriad effects of globalization, including
intrusive transnational rule of law programs, election monitoring, incessant and
extensive media coverage, powerful transnational corporations and non-
governmental organizations, and relatively unrestricted movement of capital,
goods, and persons across borders.

Protean jus ad bellum refers to a normative regime that is less oriented to-
ward a textual codification of the norm and more toward the practical and nu-
anced application of the jus ad bellum in a complex and changing global
environment. As such, protean jus ad bellum resists a binary approach of re-
garding all uses of force of a particular type (for example, humanitarian inter-
vention) as being lawful/unlawful in all situations, and instead favors an
approach that calibrates a range of factors that are important in predicting the
likely response of the global community to a coercive act. Certain forms of state
practice, such as the 1999 NATO bombing of Serbia in support of Kosovar Al-
banians, lend credence to the vision of protean jus ad bellum, even as other state
practice continues to support the static view.

This article suggests that the failure to either formally accept or reject the
idea of protean jus ad bellum is likely, over time, to diminish thejus ad belium's
effectiveness as a normative regime. Already, there exists considerable confu-
sion and disagreement about the contemporary parameters of thejus ad bellum;
if you were to ask a random group of legal advisers to foreign ministries their
views on whether, for example, humanitarian intervention, or using force to res-
cue nationals abroad, or a cross-border raid against a terrorist camp, are permis-
sible under the jus ad bellum, you are likely to receive varied answers: some
saying yes; some saying no; some insisting that it depends on the circumstances;
and some refusing to respond to the question. Too often transnational uses of
military force occur in circumstances that are inconsistent with the idea of a
staticjus ad bellum: states and non-state actors, at least in some situations, toler-
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24 BERKELEY JOURNAL OF INTERNATIONAL LA W

ate certain types of force in response to the overarching developments noted
above. As the International Criminal Court moves closer to including aggres-
sion within its mandate for indicting and prosecuting persons, government lead-
ers may see greater value in clarifying what uses of force are permissible.

Things could continue as they are. But in the long-term, if the jus ad bel-
lum is to survive, a more formal way should be found either to reject the notion
of protean jus ad bellum or to accept it. If states chose the latter course, then
they need to try to identify the contemporary rules in this area, either through
formal amendment of the UN Charter, through authoritative interpretations by
the principal organs of the United Nations or regional organizations, or through
other means.

II.
STATIC JUsAD BELLUM

In many areas of international law, the law accommodates the possibility of
change. Under the Vienna Convention on the Law of Treaties, for example,
practice of the parties subsequent to the entry into force of a treaty is a salient
factor for interpreting and reinterpreting the meaning of the treaty.' Even if the
treaty meant one thing at the time it was adopted, practice by the states thereaf-
ter may change the norm to mean another thing. In the context of a treaty estab-
lishing an international organization, such practice may include precedents set
by institutional practice of the organization itself. Moreover, greater license is
typically granted for teleological interpretations of such treaties in recognition of
the need for the international organization to evolve over time.2

Customary international law, of course, is also built upon the idea that con-
temporary state practice, in conjunction with opiniojuris, serves to establish the
law, even if that law was different at some earlier time. General principles of
law, the third main source of international law, can also change to the extent that
principles of law operating in legal systems worldwide change over time. Judi-
cial decisions from international tribunals, though in theory limited to the parties
in the case before the tribunal, are also widely regarded as assisting in the devel-
opment and evolution of international law over time. 3

The jus ad bellum, however, is viewed by most states and scholars as a
static norm. Under Article 2(4) of the UN Charter, a state may not use force

1. See Vienna Convention on the Law of Treaties art. 31(3)(b), May 23, 1969, 1155 U.N.T.S.
331 [hereinafter VCLT].

2. See, e.g., Louis B. Sohn, Interpreting the Law, in UNITED NATIONS LEGAL ORDER 186-87
(Oscar Schachter & Christopher C. Joyner eds., 1995).

3. See, e.g., Competence of the General Assembly for the Admission of a State to the United
Nations, 1950 I.C.J. 4, 15 (Mar. 3) (dissenting opinion of Judge Alvarez) (asserting that ICJ deci-
sions "create precedents" and dynamically change international law).
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PROTEAN JUS AD BELLUM

against another state. 4 Under Article 51, a state may respond in self-defense to
an "armed attack." s Under Chapter VII of the Charter, the UN Security Council,
in response to a threat to the peace, may authorize states to take forcible meas-
ures. 6 Put all together, static jus ad bellum maintains that a state may not use
armed force against another state unless it is defending against an armed attack
or is authorized by the Security Council to do so.

Though it has been more than sixty years since enactment of the Charter,
and though there is considerable state practice involving uses of coercion in cir-
cumstances that do not fit the basic jus ad bellum paradigm, no consensus exists
that the paradigm has changed in any significant way. No doubt there are sev-
eral reasons why this particular norm has continued to be viewed as static. First,
as a formal matter, since the norm is enshrined in the Charter, and since the
Charter has a superior status within the hierarchy of international law,7 there is a
reluctance to see the norm change absent a formal alteration, such as through
amendment of the Charter. This is not to say that the Charter can only change
through formal amendment; plenty of examples exist of changes to the Charter
through consensus interpretation of the UN member states. Yet such change is
not common and requires a high threshold of consensus. Second, thejus ad bel-
lum is considered a fundamental element in international law, so much so that
most view it as a norm of jus cogens that cannot be altered by states even
through treaty relations. 8 While alterations of other norms may have significant
social or economic effects (for example, establishing and expanding an exclu-
sive economic zone outside the territorial sea), the stakes in altering the jus ad
bellum are viewed as considerably higher, and as potentially unleashing a wide
range of undesirable coercive behavior. Third, by its nature, the field of jus ad
bellum does not have extensive and repeated state practice that allows for defini-
tive evolution of the norm; rather, incidents are sparse, can often be distin-
guished through reference to unique factual scenarios, and often elicit
conflicting interpretations by states and scholars concerning the significance of
the incident for the law. 9

The principal actors that might formally recognize a change in the norm
have no incentive to do so. Senior government officials in most states have a

4. U.N. Charter art. 2, para. 4.

5. ld. art. 51.

6. Id. arts. 41-42.
7. Id. art. 103.

8. The VCLT defines jus cogens as a norm "accepted and recognized by the international
community of States as a whole as a norm from which no derogation is permitted and which can be
modified only by a subsequent norm of general international law having the same character."
VCLT, supra note 1, art. 53. The ICJ has referred to the prohibition on the use of force by one state
against another as "a conspicuous example" of jus cogens. Military and Paramilitary Activities in
and against Nicaragua (Nicar. v. U.S.), 1986 I.C.J. 14, 100, para. 190 (June 27).

9. See Sean D. Murphy, The Doctrine of Preemptive Self-Defense, 50 VILL. L. REv. 699
(2005).
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vested interest in preserving a norm that prevents transnational uses of force, as
a means of fortifying their own authority with respect to external threats. In-
deed, states without the power to project force across boundaries appear to fear
that formal changes in thejus ad bellum would be simply a subterfuge for poten-
tial interventionist policies of the major powers. By contrast, the more powerful
states (for example, the United States or United Kingdom) seem to favor the
ability to use coercive force in ways that deviate from the static jus ad bellum
paradigm, since they tend not to feel threatened by a change. Yet even those
states may prefer to try to pigeon-hole their conduct into the static jus ad bellum
paradigm, rather than create a new precedent that might someday work to their
disadvantage. Meanwhile, groups that might be best served through a change in
the paradigm, such as persons facing human rights crises brought on or tolerated
by their government, have little formal voice in the state-centric system about
whether and how the paradigm should change. For all these reasons, thejus ad
bellum as it was conceived in 1945 remains the dominant paradigm, at least
formally, today.

III.
PROTEAN JUSAD BELLUM

While there is no formal consensus that thejus ad bellum has changed from
the time it was enshrined in the UN Charter, there is considerable reason to think
that it is not a static norm, and that informal expectations by states and other ac-
tors about it have evolved over time and will continue to evolve in the future.
Though in the aftermath of the two world wars, consensus crystallized on a
broad-scale prohibition on the use of armed force, other overarching develop-
ments since 1945-the development of weapons of mass destruction, the rise of
human rights law, and the emergence of global terrorism as a mechanism for
projecting violence against states by non-state actors-have significantly af-
fected attitudes toward permissible uses of force. In the face of these chal-
lenges, a credible case can be made that the jus ad bellum has not remained
static, but has changed and is changing, or assumes different meanings when
faced with different situations.

A. The Pre-Charter Era

A starting point for viewing thejus ad bellum as protean in nature is to take
the long view and recognize that the static position is of relatively recent vin-
tage, itself a product of change. The Hague Peace Conference of 1907, in con-
junction with its 1899 predecessor, ushered in a remarkable century for the
growth of public international law.' 0 Part of that growth entailed the emergence

10. The principal concern of Russian Tsar Nicholas II in convening the Hague Peace Confer-
ences lay in a desire to limit the number of armaments possessed by the major powers of the world
and hence to secure a durable peace, an effort that ultimately was not successful. See generally
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of a highly restrictive jus ad bellum that did not previously exist; indeed, at the
start of the twentieth century, there was no globally-accepted norm prohibiting
the resort to war. The conventions adopted at the two peace conferences, how-
ever, began the process of limiting the means by which states could resort to
warfare. Thus, the 1907 Hague Convention II prohibited the resort to war com-
pletely when the objective was the recovery of debt, unless the debtor state re-
fused or neglected to resolve the matter through arbitration." The Hague
Convention III required states not to commence hostilities without previous and
explicit warning.12

That military force should be resorted to only for good reasons or just cause
was, of course, a sentiment that preceded the Hague Peace Conferences, harken-
ing back to the just war doctrine of Augustine and Aquinas, 13 and even further
back to the bellumjustum etpium doctrine of early Roman law.' 4 Yet the Hague
Convention II produced the first effort at a conventional prohibition on resort to
war in a particular circumstance, where the purpose-economic redress-was
considered the least compelling for unleashing the dogs of war. By 1928, some
states were willing to take the considerably more extensive step of adhering to
an instrument, the Kellogg-Briand Pact (or Pact of Paris), by which they "con-
demn[ed] recourse to war for the solution of international controversies, and re-
nounce[d] it as an instrument of national policy in their relations with one
another."15

B. Direct Aggression by States

The Kellogg-Briand Pact failed to stem the outbreak of World War II, but it
set the stage for the codification of Article 2(4) of the UN Charter, the center-
piece around which the staticjus ad bellum is now built. Though often debated,
questioned, interpreted, and reinterpreted, Article 2(4), in conjunction with Arti-
cle 51, has established a quite stable and clear core normative proscription:
States are prohibited from using force against other states unless they are acting
in self-defense or under Security Council authorization. Though overt military
attacks by one state against another continue to this day, they are readily con-
demned by the global community and they often, though not invariably, elicit
significant countermeasures against the aggressor state. Efforts by one state to

CALVIN D. DAVIS, THE UNITED STATES AND THE FIRST HAGUE PEACE CONFERENCE (1962).

11. 1907 Hague Convention II Respecting the Limitation of the Employment of Force for the
Recovery of Contract Debts, Oct. 18, 1907, 36 Stat. 2241.

12. 1907 Hague Convention III Relative to the Commencement of Hostilities art. 1, Oct. 18,
1907.

13. AUGUSTINE OF HIPPO, DE CIVITATE DEI (THE CITY OF GOD) bk. 19, at 7 (1958); THOMAS
AQUINAS, SUMMA THEOLOGICA ch. I1-II, quae. 40, art. 1, reprinted in ST. THOMAS AQUINAS ON
POLITICS AND ETHICS 64-65 (P. Sigmund ed.) (trans., 1988).

14. See ROBERT PHILLIMORE, COMMENTARIES UPON INTERNATIONAL LAW 17-18 (3d ed.

1879); ARTHUR NUSSBAUM, A CONCISE HISTORY OF THE LAW OF NATIONS 10-11 (rev. ed. 1954).

15. 1928 Kellogg-Briand Pact art. 1, Aug. 27, 1928, 46 Stat. 2343.
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annex another are almost unheard of-Iraq's invasion of Kuwait being the ex-
ception that proves the rule-leaving instead projections of force designed to
temporarily punish a state, diminish its military capacity, or perhaps adjust a bi-
lateral boundary. Hence, at its heart, the jus ad bellum now provides a formida-
ble normative structure unheard of even 100 years ago.

Even so, from the start, uncertainty existed about the scope and content of
this basic paradigm. Given that Article 2(4) only refers to "force," is the prohi-
bition limited to use of armed force or does it proscribe other forms of coercion
as well? What exactly is meant by prohibiting "threats" to use force? 16 If a
state's nationals are seized abroad by another state and held hostage, is that a
"use of force" within the meaning of Article 2(4)? If a state responds to such
action by using military force to rescue its nationals, is that self-defense against
an "armed attack" within the meaning of Article 51? Various examples of "res-
cue of nationals" exist in state practice, but the concept does not sit easily within
the terms of the Charter and hence has been controversial. 17 In short, even
within the core Article 2(4)/Article 51 paradigm, difficult questions have arisen,
prompting extensive commentary over the years.18

C. Indirect Aggression by States

Uses of force during the Cold War became much more complex than the
type of aggression that spawned World War II. Though direct armed conflict
between states remained an important concern, other forms of coercion came to
pose a more difficult challenge to thejus ad bellum. During the Cold War, the
problem of indirect aggression forcefully emerged, whereby one state surrepti-
tiously supplied military and economic support to mercenaries, rebels or insur-
gents against another state. If one were giving a talk in the 19 60's about "new
threats" in thejus ad bellum, indirect aggression by states would have been the
focal point of the discussion. And because of that, it became important to again
revisit what exactly was meant by Article 2(4) and Article 51, in order to elabo-
rate upon what was left unsaid.

One important mechanism for illuminating the meaning of the jus ad bel-
lum was through its interpretation, in the context of specific incidents of state
practice, by the principal organs of the United Nations-the Security Council

16. See generally NIKOLAS STORCHLER, THE THREAT OF FORCE IN INTERNATIONAL LAW

(2007); Marco Roscini, Threats of Armed Force and Contemporary International Law, 54 NETH.
INT'L L. REV. 229 (2007).

17. See, e.g., LILLICH ON THE FORCIBLE PROTECTION OF NATIONALS ABROAD (Thomas C.
Wingfield & James E. Meyen eds., 2002) (volume 77 of the U.S. Naval War College Studies series);
NATALINO RONzITrl, RESCUING NATIONALS ABROAD THROUGH MILITARY COERCION AND

INTERVENTION ON GROUNDS OF HUMANITY (1985).

18. See, e.g., IAN BROWNLIE, INTERNATIONAL LAW AND THE USE OF FORCE BY STATES

(1963); THOMAS M. FRANCK, RECOURSE TO FORCE: STATE ACTION AGAINST THREATS AND ARMED
ATTACKS (2002); CHRISTINE GRAY, INTERNATIONAL LAW AND THE USE OF FORCE (2d ed. 2004).
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and the General Assembly. 19 Throughout the initial decades of the Charter,
those organs adopted various resolutions considering the projection of coercion
in various contexts, especially in the Middle East and Southern Africa.20 In
some instances, the practice even concerned attacks by a non-state actor against
a state, such as the Security Council's condemnation as "aggression" of the 1977
attack by an invading force of mercenaries on the Marxist-led government in
Benin.

21

More general interpretations of the jus ad bellum by UN organs were also
an important mechanism for illuminating the meaning of this body of law. In
1974 the General Assembly adopted its resolution on the Definition of Aggres-
sion,22 which served to provide a non-exhaustive list of the kinds of coercion
that would violate Article 2(4). The Definition of Aggression, of course, in-
cluded the standard paradigm of one state invading or bombarding another state,
but it also included other types of coercion that might have been seen as falling
outside the scope of Article 2(4), such as the blockading of ports. The Defini-
tion of Aggression recognized that coercion violating Article 2(4) could arise
from transboundary conduct of non-state actors-"armed bands, groups, irregu-
lars, or mercenaries," at least when such actors were sent "by or on behalf of a
State" and when the coercion was "of such gravity" as to amount the kinds of
coercion prohibited to states. 23

The 1986 judgment by the International Court of Justice in the Nicaragua
case24 served as something of a lightening rod for consideration of the meaning
of direct and indirect aggression in the Cold War era. The Court had not previ-
ously opined on the meaning of Articles 2(4) and 51, though it had addressed
some issues relating to the use of force in the course of deciding the Corfu
Channel case. 25 The reasoning of the Court in Nicaragua was initially some-
what clouded by the highly charged politics of the case, as well as the U.S. re-
fusal to participate in the merits phase. Over time, however, the Court's
judgment seems to have passed into the corpus of accepted jurisprudence, to the
point where the United States itself now cites to the judgment as authority.

The basic paradigm set forth by the Nicaragua case found that certain acts,
such as the mining of another state's harbors and attacks on another state's naval
vessels and oil facilities, were violations of Article 2(4), an outcome that is not

19. The path-breaking study on this phenomenon remains that of Judge Higgins. See
ROSALYN HIGGINS, THE DEVELOPMENT OF INTERNATIONAL LAW THROUGH THE POLITICAL

ORGANS OF THE UNITED NATIONS (1963).

20. See generally UNITED NATIONS, HISTORICAL REVIEW OF DEVELOPMENTS RELATING TO

AGGRESSION 225-51 (2003).

21. S.C. Res. 405, U.N. Doc. S/RES/405 (Apr. 14, 1977).

22. G.A. Res. 3314 (XXIX) (Dec. 14, 1974).

23. Id. art. 3(g).

24. Military and Paramilitary Activities in and against Nicaragua (Nicar. v. U.S.), 1986 I.C.J.
14 (June 27).

25. Corfu Channel (U.K. v. Alb.), 1949 I.C.J. 4, 22 (Apr. 9).
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particularly surprising. More interesting was the Court's conclusion that certain
acts in violation of Article 2(4) might not rise to the threshold of being an
"armed attack" for purposes of Article 51, and therefore could not be responded
to through the exercise of self-defense. This lack of symmetry between Articles
2(4) and 51 is well-grounded textually in the Charter, but it also rather unsatis-
factorily invites coercive behavior that operates below the radar of "armed at-
tack," and hence has been criticized.

Another notable feature of the Court's decision was its recognition that an
armed attack might occur through the conduct of non-state actors operating
across a border. In that regard, the Court confirmed that attribution of such con-
duct to a state was important in triggering a right of self-defense against that s-
tate. Since the Court was not persuaded that the assistance to the Salvadorian
armed opposition was imputable to Nicaragua, nor that it was on a "scale of any
significance," the United States had no right to embark on collective self-
defense on behalf of El Salvador against Nicaragua.

D. Distant But Grave Threats

The Cold War also saw uncertainty about the temporal scope of the right of
self-defense under the Charter. Some maintained that a state could only respond
in self-defense after having suffered an armed attack from another state. The
text of Article 51 supports that position, since it acknowledges a right of self-
defense only "if an armed attack occurs" against a UN Member.2 6

Yet the complex ways in which contemporary armed coercion can occur,
and the dire consequences of a delayed response to that coercion, have prompted
observers to advance various arguments for why self-defense may be undertaken
even prior to an armed attack. One approach is to emphasize a right of anticipa-
tory or interceptive self-defense, by which is meant acting in self-defense when
there is convincing evidence that an armed attack is occurring even though the
attacker has not yet penetrated the defending state's frontier.27 Thus, while it
was Israel who first opened fire in the 1967 Six Days War, it has been argued
that Israel was responding to an "incipient armed attack by Egypt (joined by
Jordan and Syria)," as evidenced by Egypt's "peremptory ejection of the United
Nations Emergency Force from the Gaza Strip and Sinai Peninsula; the closure
of the Straits of Tiran; the unprecedented build-up of Egyptian forces along Is-
rael's borders; and constant sabre-rattling statements about the impending fight-

26. IAN BROWNLIE, INTERNATIONAL LAW AND THE USE OF FORCE BY STATES 278 (1963)
("the view that Article 51 does not permit anticipatory action is correct and ... arguments to the con-
trary are either unconvincing or based on inconclusive pieces of evidence."); IAN BROWNLIE,
PRINCIPLES OF PUBLIC INTERNATIONAL LAW 702 (6th ed. 2003) ("Since 1945 the practice of States
generally has been opposed to anticipatory self-defence.").

27. See, e.g., QUINCY WRIGHT, THE ROLE OF INTERNATIONAL LAW IN THE ELIMINATION OF
WAR 60 (1961) ("[lit is not unreasonable to assume that an 'armed attack' is intended to include an
immediate threat of armed attack, thus justifying military counteraction in individual or collective
self-defence before there is an actual armed attack.").
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ing.''28 Those in favor of allowing such anticipatory or interceptive self-defense
sought to extend the concept of an external armed attack to the earliest stages of
its unfolding (for example, an "armed attack" begins as soon as your opponent
commences warming up its missile silos or directing its battle carrier group to-
ward your coast) or sought to downplay the express text of Article 51 as illus-
trating but not limiting the manner of self-defense. As a last resort, some
observers have stated that such anticipatory action was unlawful, but "may be
justified on moral and political grounds," such that "the community will eventu-
ally condone [it] or mete out lenient condemnation. '29

Some state practice supported this position but, as in most areas of the jus
ad bellum, the practice was too infrequent and too contested to lead to a consen-
sus position. In 2004, a high-level panel of experts convened by UN Secretary-
General Kofi Annan issued a report endorsing the concept of a limited right of
unilateral preemptive action when "the threatened attack is imminent, no other
means would deflect it and the action is proportionate. '30

Still others have insisted that for especially grave threats, such as the de-
velopment of a nuclear or other mass destruction weapon by an unpredictable
state, it was also permissible to resort to armed force months or even years in
advance to prevent the threat from occurring. 31 Sporadic practice lent some cre-
dence to this concept of preemptive or preventive self-defense, such as the 1962
U.S.-led "quarantine" of Cuba in response to the planned deployment of long-
range missiles or the 1986 U.S. bombing raids against Libya purportedly to stem
future Libyan terrorism. Yet, again, the practice was too uneven to demonstrate
widespread acceptance. Indeed, in some instances, such as the 1981 Israeli at-
tack against a nascent Iraqi nuclear facility at Osirak, the condemnation of the
action by the UN General Assembly as "aggression" 32 and by the Security
Council as a violation of the UN Charter 33 strongly suggested that such action
was prohibited.

Most recently, this concept of preemptive or preventive self-defense was
endorsed by the Bush Administration in its statements on U.S. national security
strategy, which identified an evolving right under international law for the
United States to use military force preemptively against the threat posed by

28. YORAM DINSTEIN, WAR, AGGRESSION AND SELF-DEFENCE 172-73 (3d ed. 2001).

29. ANTONIO CASSESE, INTERNATIONAL LAW 361-62 (2d ed. 2005).

30. The Secretary-General, High-level Panel on Threats, Challenges and Change, Report of
the Secretary-General, para. 188, U.N. Doc. A/59/565 (Dec. 2, 2004) [hereinafter "High-level Panel
Report"].

31. For a recent proposal, with a preference for authorization by the United Nations or a re-
gional organization, but allowing residually for unilateral action, see Lee Feinstein & Anne-Marie
Slaughter, A Duty to Prevent, 83 FOREIGN AFF. 136, 137 (Jan./Feb. 2004) ("Like the responsibility
to protect, the duty to prevent begins from the premise that the rules now governing the use of force,
devised in 1945 and embedded in the UN Charter, are inadequate.").

32. G.A. Res. 36/27, U.N. Doc. AIRES/36/27 (Nov. 13, 1981).

33. S.C. Res. 487, U.N. Doc. S/RES/487 (Jun. 19, 1981).
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"rogue states" possessing WMDs. 34 The U.S. invasion of Iraq in 2003, though
technically undertaken based on a legal theory of Security Council authoriza-
tion,35 has widely been interpreted as an application of the doctrine of preemp-
tive or preventive self-defense. The 2004 U.N. high-level panel did not adopt
this concept, finding that if there are "good arguments for preventive military
action, with good evidence to support them, they should be put to the Security
Council, which can authorize such action if it chooses to."'36

E. Grave Threats to Persons

One of the signature developments of international law in the twentieth
century was the rise of human rights-the recognition that the protection of per-
sons from the excesses of their own governments is central to the project of the
rule of law in inter-state affairs. At the time the Charter was adopted, the con-
cept of human rights was known, but was radically under-developed. Through
the establishment of a series of multilateral treaties and associated institutions,
human rights has emerged as a powerful normative regime for identifying pro-
tections that states owe to their nationals and for promoting the global monitor-
ing of those rights. Moreover, the field of human rights has helped open the
door for imposition of criminal responsibility on those persons who unleash hu-
man rights violations and in some situations illuminated connections between
rights-abuse and threats to international peace.

The interface between human rights protections and the use of force prohi-
bition has been troubled, especially since the end of the Cold War. The static
jus ad bellum paradigm on its face provides no opening for the transnational use
of force to protect the rights of persons within the targeted state absent Security
Council authorization. Textual arguments have been deployed in favor of re-
garding humanitarian intervention as consistent with Article 2(4) since it is not
the kind of force proscribed by that article 37 or as consistent with Article 51
since "self-defense" necessarily embraces the notion of defense of others, 38

while arguments more rooted in moral philosophy or natural law call for inter-
preting ambiguous rules in favor of a just outcome, thus permitting use of force

34. WHITE HOUSE, THE NATIONAL SECURITY STRATEGY OF THE UNITED STATES OF AMERICA

15 (Sept. 17, 2002) ("For centuries, international law recognized that nations need not suffer an at-
tack before they can lawfully take action to defend themselves against forces that present an immi-
nent danger of attack. We must adapt the concept of imminent threat to the capabilities and
objectives of today's adversaries.").

35. See Sean D. Murphy, Assessing the Legality of Invading Iraq, 92 GEO. L.J. 173, 174-76
(2004).

36. High-level Panel Report, supra note 30, para. 190.
37. See, e.g., W. Michael Reisman, Humanitarian Intervention to Protect the Ibos, in

HUMANITARIAN INTERVENTION AND THE UNITED NATIONS 167, 177 (Richard Lillich ed., 1973).
38. See, e.g., GEORGE P. FLETCHER & JENS DAVID OHLIN, DEFENDING HUMANITY: WHEN

FORCE IS JUSTIFIED AND WHY (2008).
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when necessary to save lives. 39

Arguable examples of intervention undertaken to prevent human rights ci-
ses occurred during the Cold War, such as the interventions of India in East
Pakistan in 1971, Vietnam in Cambodia in 1978, or Tanzania in Uganda to oust
Idi Amin. After the Cold War, humanitarian crises in the 1990's, especially in
Rwanda, continued to provoke a robust debate over the legality of humanitarian
intervention. 40 Perhaps the high point to date was the March/April 1999 NATO
bombing campaign against the Federal Republic of Yugoslavia (Serbia), under-
taken to prevent its government from engaging in ethnic cleansing and atrocities
in the autonomous province of Kosovo, which many states recognized as an in-
dependent state in 2008.

Shortly after the Kosovo incident, an International Commission on Inter-
vention and State Sovereignty (ICISS) (established by the Government of Can-
ada) issued a December 2001 report entitled The Responsibility to Protect,
which sought to provide a legal and ethical foundation for humanitarian inter-
vention.41 The report asserted that a responsibility to protect (or "R2P") 42 exists
under international law. Further, the report stated that in circumstances when
the Security Council fails to discharge that responsibility, "in a conscience-
shocking situation crying out for action," then it "is a real question in these cir-
cumstances where lies the most harm: in the damage to international order if the
Security Council is bypassed or in the damage to that order if human beings are
slaughtered while the Security Council stands by."' 43 By contrast, the 2004 U.N.
high-level panel, writing in the wake of the 2003 U.S. intervention in Iraq,
agreed with the ICISS that there existed an "emerging norm that there is a col-
lective international responsibility to protect," but concluded that armed force
may be used to fulfill the responsibility only if so authorized by the Security
Council.44 Further, the high-level panel identified five criteria of "legitimacy"
when engaging in such intervention, relating to the seriousness of the threat, the
proper purpose of the intervenors, the exhaustion of pacific means, proportional-
ity, and a balancing of the ensuing consequences. 45 The U.N. Secretary-General

39. See, e.g., FERNANDO TtSON, HUMANITARIAN INTERVENTION: AN INQUIRY INTO LAW AND
MORALITY (3d ed. 2005).

40. See, e.g., SEAN D. MURPHY, HUMANITARIAN INTERVENTION: THE UNITED NATIONS IN AN
EVOLVING WORLD ORDER 43-46 (1996); NICHOLAS J. WHEELER, SAVING STRANGERS:

HUMANITARIAN INTERVENTION IN INTERNATIONAL SOCIETY (2000); HUMANITARIAN

INTERVENTION: ETHICAL, LEGAL AND POLITICAL DILEMMAS (J.L. Holzgrefe & Robert 0. Keohane
eds., 2003).

41. Int'l Comm'n on Intervention and State Sovereignty [ICISS], The Responsibility to Protect
(Dec. 2001), available at http://www.iciss.ca/report2-en.asp [hereinafter The Responsibility to Pro-
tect].

42. For a discussion of the emergence of this concept, see Carsten Stahn, Responsibility to
Protect: Political Rhetoric or Emerging Legal Norm?, 101 AM. J. INT'L L. 99 (2007).

43. The Responsibility to Protect, supra note 41, para. 6.37.

44. High-level Panel Report, supra note 30, para. 203; see also id. paras. 196, 272.
45. Id. para. 207.
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thereafter generally endorsed the high-level panel's approach46 as did the Gen-
eral Assembly in its 2005 World Summit Outcome document,47 though neither
expressly adopted the five criteria nor expressly ruled out the unilateral use of
force.

48

While the ICISS drew the line for humanitarian intervention at "con-
science-shocking situations crying out for action," others have argued in favor of
using force to protect a broader array of human rights. Thus, rather than limit
the use of force only to extreme situations, such as to prevent genocide or crimes
against humanity, some favor deployment of armed forces to restore a democ-
ratic government to power (as arguably occurred with the U.S. intervention in
Grenada in 1983). No doubt with an eye on these emerging threats, the Nicara-
gua Court issued statements casting doubt on the ability of states to use force to
protect human rights49 or to bring about regime change, 50 although those state-
ments are probably best construed in the context of the facts presented and the
positions pled (or not pled) in that case.

F. Grave Threats from Transnational Terrorism

If one were to identify the "new threats" faced at the beginning of the 21 st
century, many observers would likely point to the problem of potential projec-
tion of force on a massive scale by non-state actors, operating largely independ-
ently from state control or direction. The ability of non-state actors to project
force across boundaries was readily apparent even before 9/11, but 9/11 seems
to have raised the awareness level to unprecedented heights. When a terrorist
group, Al Qaeda, can organize itself so as to launch an attack halfway around
the world that inflicts, in a single day, some 3,000 casualties, destroying the
World Trade Center, and severely damaging the command center of the U.S.
military, policymakers naturally wonder when and where further attacks might
occur, and what the law allows in response. Attacks associated with Al Qaeda
have occurred annually since 9/11 in various countries from Spain to Indonesia
to the United Kingdom.

Does the jus ad bellum speak to such attacks? By its terms, Article 2(4)
prohibits uses of force by one state against another state. Article 51 is less de-
finitive in addressing only inter-state behavior, but arguably the Charter was de-

46. The Secretary-General, In Larger Freedom: Towards Development, Security and Human
Rights for All, Report of the Secretary-General, U.N. Doc. A/59/2005, para. 135 (2005) [hereinafter
Development, Security and Human Rights Report].

47. 2005 World Summit Outcome, G.A. Res. 60/1, U.N. Doc A/RES/60/1 (Oct. 24,2005).

48. See Stahn, supra note 42, at 120 (finding that "states did not categorically reject the option
of (individual or collective) unilateral action in the Outcome Document. This discrepancy leaves
some leeway to argue that the concept of responsibility to protect is not meant to rule out such action
in the future.").

49. Military and Paramilitary Activities in and against Nicaragua, supra note 24, at 134-35,
paras. 267-68.

50. Id. at 133, para. 263.
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signed solely to speak to rights and obligations as between states, and any act of
self-defense must be in response to an armed attack committed by or attributable
to another state. The Nicaragua Court viewed attribution of non-state actor con-
duct to a state as a salient factor before thejus ad bellum is implicated, 5' and that
view was confirmed and apparently extended by the Court's 2004 Advisory
Opinion on the Israeli Wall.52 In that opinion, the Court rather summarily dis-
missed Israel's claim that it was acting in self-defense against attacks by terrorist
groups. According to the Court, Israel could not possibly be acting in self-
defense under Article 51 because Israel had not claimed that the terrorist attacks
at issue were imputable to a foreign state and because those attacks were not
transnational in nature, having occurred wholly within territory occupied by Is-
rael.5

3

The advisory opinion thus appears to extend the Nicaragua paradigm by
saying that it is not possible under any circumstances to engage in an act of self-
defense under international law against a non-state actor; rather, you can only
engage in an act of self-defense against another state, and thus only in situations
where the acts of the non-state actor are imputable to that other state. Why that
is the case, however-especially in light of the reaction of the global community
(including the Security Council, NATO, and the OAS) to the attacks by Al
Qaeda of 9/11 as justifying a response in self-defense-the Court failed to ex-
plain, notwithstanding the admonitions of some of the judges in their separate
opinions. 54 Criticisms of the Court's position may have prompted the Court to
backtrack in its 2005 case concerning Armed Activities on the Territory of the
Congo, where the Court more tentatively noted that, given the circumstances of
the case, there was "no need to respond to the contentions of the Parties as to
whether and under what conditions contemporary international law provides for
a right of self-defense against large-scale attacks by irregular forces. ' 55

The ability of non-state actors to project such force transnationally is cou-
pled with the fear that the next time it will not be airplanes but a weapon of mass

51. Military and Paramilitary Activities in and against Nicaragua, supra note 24, at 83-86,
paras. 155-60; 119, para. 230 (rejecting the U.S. argument that collective self-defense was justified
against Nicaragua in part because any supply of arms or other support from Nicaragua to the oppo-
nents of the El Salvador government was not shown to be trafficking in which Nicaraguan govern-
ment authorities were complicit).

52. Legal Consequences of the Construction of a Wall in the Occupied Palestinian Territory,
Advisory Opinion, 2004 I.C.J. 136 (July 9).

53. Id. at 194, para. 139.

54. Compare Sean D. Murphy, Self-Defense and the Israeli Wall Advisory Opinion: An Ipse
Dixit from the ICJ?, 99 AM. J. INT'L L. 62 (2005) with lain Scobbie, Words My Mother Never
Taught Me- "In Defense of the International Court," 99 AM. J. INT'L L. 76 (2005); see also Chris-
tian J. Tams, Light Treatment of a Complex Problem: The Law of Self-Defence in the Wall Case, 16
EuR. J. INT'L L. 963, 963 (2005) (finding that the Court's opinion on self-defense is "difficult to
bring in line with modern state practice, and increases the pressure to admit other, non-written, ex-
ceptions to Article 2(4) of the UN Charter.").

55. Armed Activities on the Territory of the Congo (Congo v. Uganda), 2006 I.C.J. 168, 223,
para. 147 (Dec. 19, 2005).
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destruction. Considerable attention is paid to the possibility of a nuclear attack,
yet there is also concern that chemical weapons will be used whose toxic proper-
ties produce physical or physiological effects-chlorine, phosgene, mustard gas,
or nerve gases (such as sarin) come to mind. Similarly, there are fears that a ter-
rorist group might concoct a biological weapon capable of disseminating infec-
tious diseases or conditions that otherwise do not exist or only exist naturally, by
using bacteria (for example, anthrax), viruses (for example, smallpox), or toxins
(for example, ricin). There are, of course, considerable hurdles for non-state ac-
tors in obtaining and delivering such weapons, but they are not insurmountable
hurdles, and highly-respected analysts believe the odds to be fairly high that
such an attack will eventually occur.

Large-scale terrorist attacks using weapons of mass destruction are not the
only "new threat." Mavens of our "information age" observe that new methods
of cyber-warfare are becoming a reality, by which states and non-state actors
with a comparative disadvantage in hardware may seek to level the playing field
through attacks on software. Even non-traditional dangers such as the trans-
boundary movement of infectious diseases, living modified organisms, invasive
plant species, or persistent organic chemicals may emerge as grave threats to
which states seek to respond forcibly.

IV.
REAFFIRMING OR RECODIFYING THE JUSAD BELLUM

A. Maintaining the Status Quo

Defenders of the static view of the jus ad bellum view the classic 1945
paradigm as normatively the best way of organizing inter-state behavior.5 6

States are permitted to defend themselves when exposed to an armed attack and
states are permitted to use force when authorized by the Security Council. In all
other circumstances, uses of military force are prohibited, even if intended to
prevent human rights atrocities, because any further exceptions threaten to swal-
low the basic rules. Some defenders may maintain that the rule is sacrosanct,
but concede (either publicly or in private conversation) that deviations in ex-
treme situations are legitimate even if not technically lawful.

Critics of the static view assert that there are situations where uses of force
should be allowed to promote world order, so they typically seek to read the
original Charter text as allowing for exceptions. 57 On this approach, the Article
2(4)/Article 51 construct sets forth imprecise standards that must be refined
through state practice, so clever interpretations of what it means to use force

56. See, e.g., Allen S. Weiner, The Use of Force and Contemporary Security Threats: Old
Medicine for New Ills?, 59 STAN. L. REv. 415 (2006).

57. For a discussion, see Olivier Corten, The Controversies Over the Customary Prohibition
on the Use of Force: A Methodological Debate, 16 EUR. J. INT'L L. 803 (2005).
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"against territorial integrity" in Article 2(4) or what Article 51 means when it
refers to an "inherent right" of self-defense allow these critics to embrace con-
temporary uses of force that are seen as desirable. Such interpretations are crea-
tive, but not particularly persuasive, and certainly have not garnered widespread
support. Other critics adopt a more protean view, stating that the enormous
changes in inter-state relations since 1945 merit rethinking the jus ad bellum.58

Many international relations theorists and some international lawyers see thejus
ad bellum as simply no longer reflecting contemporary law at all, if it ever did.
For them, the jus ad bellum is essentially window dressing, trotted out by the
major powers when it serves their interests to do so, but shoved aside without
much ado when its proscriptions are inconvenient. 59

Can this state of affairs endure in the long term? Will the current situation
remain one hundred years hence? Given the uncertainty that has existed since
1945, it might plausibly be argued that maintaining the status quo is feasible and
even desirable. The relatively conservative approach in static jus ad bellum
helps discourage pernicious uses of force by limiting exceptions to the Article
2(4) prohibition. While some further deviations might be desirable, and while
lawyers may like to have clear and transparent rules that are routinely and uni-
formly followed, perhaps law in this area should be somewhat vague, generally
coercing states into pacific behavior but providing enough "play-in-the-joints"
to accommodate major power politics in a world that cannot be neatly packaged.
To navigate those uncertainties, a Security Council exists to help interpret when
a state ranges too far outside the gray lines, thereby tacitly allowing some uses
of force (for example, Israel's preemptive self-defense in the 1967 War) while
rejecting others (for example, Israel's attack on the Osirak nuclear facility).
Similarly, the Security Council is available to authorize uses of force that are
necessary to address extraordinary circumstances that do not fit static jus ad bel-
lum, such as to stop a government from inflicting genocide or crimes against
humanity upon its own people. On this account, the main purposes of the Arti-
cle 2(4)/Article 51 paradigm have been met by essentially eliminating the re-
course to war for territorial expansion, and largely reducing other types of
coercion by forcing states to justify their actions as self-defense against an

58. See, e.g., Richard N. Gardner, Neither Bush Nor the "Jurisprudesi" 97 AM. J. INT'L L.
585, 586 (2003) ("The new strategic environment, marked by suicidal terrorists and the spread of
mass destruction weapons, requires a different approach."); Jane E. Stromseth, Law and Force After
Iraq: A Transitional Moment, 97 AM. J. INT'L L. 628, 637 (2003) ("If international rules governing
resort to force are to endure, they must be built upon and reflect the realities of power and the secu-
rity needs that confront states in the real world.").

59. See, e.g., Michael J. Glennon, How International Rules Die, 93 GEO. L.J. 939 (2005); Mi-
chael J. Glennon, Why the Security Council Failed, 82 FOREIGN AFF. 16 (May/June 2003). For an
effort to demonstrate that the jus ad bellum regime does impose prudential restraints on the major
powers, "altering the manner and timing of their military actions in accordance with the legal argu-
ments they have offered (or intend to offer) to justify those actions," so much so that in some cases it
contributes to the failure of those actions, see JOEL H. WESTRA, INTERNATIONAL LAW AND THE USE
OF ARMED FORCE: THE UN CHARTER AND THE MAJOR POWERS 2, 153-54 (2007).
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armed attack, and to risk the approbation when the justification is weak. The
system may not be perfect, but states are generally comfortable with it, and it is
relatively stable.

On the other hand, a fairly plausible case can be made that there is already
far too much confusion and uncertainty in how the jus ad bellum, as crafted in
1945, should be applied in addressing the wide range of contemporary threats,
and that matters may well get worse over the next century. While transboundary
uses of force may not be a daily occurrence, they are not infrequent, and their
adverse effects can be quite grave. There are dramatic armed confrontations
presently occurring between states, such as the 2008 armed conflict between
Russia and Georgia, but even the casualness with which Turkey may move
armed forces across the border into Iraq to attack PKK bases (discussed below),
without any notable condemnation by the international community of the action
as unlawful, is striking. Any normative system has gaps and uncertainties, but
the list of challenges to thejus ad bellum--on rescue of nationals, humanitarian
intervention, indirect aggression, responses to coercion not considered an
"armed attack," responses to coercion by non-state actors, anticipatory self-
defense, preemptive self-defense-is rather long.

The Security Council does condemn and occasionally act against some of
the most egregious violations of the jus ad bellum, but the system is not, and
should not, be designed to regard as permissible all uses of force that are not
condemned by the Security Council; indeed, even when blatant aggression oc-
curs, the Security Council does not always act, such as when Iraq invaded Iran
in 1980 or when Eritrea invaded Ethiopia in 1998. Moreover, as is well known,
even after the Cold War, the Security Council remains inhibited from either
condemning or authorizing uses of force when any one of the five permanent
members politically opposes such action, as occurred with respect to Kosovo in
1999. While there are areas of common interests among the Security Council
members, those interests are often not in alignment, as can be seen in recent dis-
cussions over how to address Iran's nascent nuclear program (resistance from
Russia) or the humanitarian crisis in Darfur, Sudan (resistance from China).
And, like any institution, the Security Council makes mistakes.60

To illuminate the problem with the status quo, one might consider the
range of conflicting practice over just the past two years with regard to whether
a state may respond to a terrorist attack by undertaking a cross-border raid
against a terrorist camp without the consent of the host state:

* In the summer of 2006, the Hezbollah movement, operating out of
Lebanon, crossed into Israel's northern border, attacked and killed sev-
eral Israeli soldiers, seizing two as hostages, before returning to Leba-
non. Israel responded by sending military forces into, and by bombing

60. See, e.g., Therese O'Donnell, Naming and Shaming: The Sorry Tale of Security Council
Resolution 1530 (2004), 17 EUR. J. INT'L L. 945 (2006).
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portions of, southern Lebanon in an effort to secure the release of the
soldiers and to diminish Hezbollah's military capabilities. During the
course of the hostilities, Hezbollah fired some 4,000 rockets across the
border into Israel, which Human Rights Watch determined intentionally
targeted the civilian population. 61 Human Rights Watch also concluded
that, in its response, Israel frequently failed to distinguish between mili-
tary and civilian targets, and failed to take adequate safeguards to pre-
vent civilian casualties. Rather than condemn Israel's action, the
Security Council expressed "its utmost concern at the continuing escala-
tion of hostilities in Lebanon and in Israel since Hezbollah's attack on
Israel on 12 July 2006" and welcomed Lebanon's efforts "to extend its
authority over its territory, through its own legitimate armed forces, such
that there will be no weapons without the consent of the government of
Lebanon and no authority other than that of the government of Leba-
non."

62

In January 2007, the Palestinian militant organization and political party
Hamas was elected as the government of the Palestinian Authority. In
June of that year, Hamas seized control of the Gaza strip from Fatah-
controlled Palestinian security forces. Since 2002, Hamas has used
homemade (relatively crude) Qassam rockets launched from the Gaza
Strip to hit Israeli towns in the Negev. More recently, Iranian-made
rockets have allowed Hamas to reach large Israeli cities, such as Ash-
kelon (population of 120,000). That increased capability prompted Is-
rael in early 2008 to launch a major military ground operation as well as
air strikes against Hamas fighters in the Gaza Strip.63 To date, no reso-
lutions have been adopted by the Security Council or General Assembly
on the matter.

" In October 2007, the Turkish government received a one-year authoriza-
tion from its parliament to conduct military operations in northern Iraq
against the Kurdish separatist guerilla organization known as the Kurdi-

61. Human Rights Watch, Civilians under Assault: Hezbollah 's Rocket Attacks on Israel in the
2006 War (Aug. 29, 2007), available at http://hrw.org/reports/2007/ioptO807/. See Human Rights
Watch, Why They Died: Civilian Casualties in Lebanon during the 2006 War (Sept. 6, 2007), avail-
able at http://hrw.org/reports/2007/lebanonO907/.

62. S.C. Res. 1701, U.N. Doc. S/RES/1701 (Aug. 11, 2006); see Andreas Zimmermann, The
Second Lebanon War: Jus Ad Bellum, Jus In Bello and the Issue of Proportionality, 11 MAX
PLANCK YRBK. U.N. L. 99 (2007); Tom Ruys, Crossing the Thin Blue Line: An Inquiry into Israel's
Recourse to Self-Defense Against Hezbollah, 43 STAN. J. INT'L L. 265 (2007).

63. See Griff Wite, 60 Gazans Killed in Incursion by Israel, WASH. POST, Mar. 2, 2008, at
Al; Taghreed E-Khodary & Isabel Kershner, As Israelis Pull Out of Gaza, Hanas Celebrates Its
Rocketry, N.Y. TIMES, Mar. 4, 2008, at Al.
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Stan Workers' Party (or PKK). 64 Since its founding in the 1970's, the
PKK has sponsored numerous attacks against Turkish forces as a part of
its campaign to establish an independent Kurdistan. By some estimates,
over the past three decades, Turkey has responded with twenty-four
cross-border attacks into Iraq,65 but has failed to route the PKK. A re-
cent response involved air strikes against PKK camps and villages,66 as
well as an eight-day ground offensive. 67 Although both the United
States and the European Union expressed concerns about Turkey's ac-
tion, to date no resolutions have been adopted by the Security Council,
the General Assembly, the European Union, or NATO condemning
Turkey's conduct as unlawful.

" In January 2008, the United States launched a pilotless CIA Predator
aircraft from a base within Pakistani territory which proceeded to fire
two Hellfire missiles into a compound of buildings near the Pakistani
town of Mir Ali, reportedly killing a senior Al Qaeda commander.
While the United States previously had requested specific permission
from the Pakistani government for such operations, in this instance such
permission was not sought,68 though it may have been the product of a
general U.S.-Pakistani arrangement allowing unilateral U.S. action. 69

* In December 2006, Ethiopian military forces ousted from power in So-
malia a group of Sharia Courts known as the Islamic Courts Union
(ICU). The ICU had united in order to form a rival administration to the
Transitional Federal Government (TFG) of Somalia, and had succeeded
in controlling most of southern Somalia and the vast majority of its
population. Since ousting the ICU from power, the United States has
launched from its naval vessels at least four missile strikes in Somalia
against Islamic leaders accused of being terrorists.70 (For example, one

64. The parliamentary vote was 507 to 19 in favor of using military force by means of strate-
gic strikes or a large-scale invasion. See Molly Moore, Turkey Authorizes Iraq Incursion, WASH.

POST, Oct. 18, 2007, at Al. Both the United States and the European Union have classified the PKK
as a terrorist organization.

65. Id.

66. See Alissa Rubin & Sabrina Tavemise, Turkish Planes Strike Iraqi Kurdistan, N.Y. TIMES,
Feb. 5, 2008, at A9; Joshua Partlow, Turkey Resumes Strikes in Iraq's North, WASH. POST, Mar. 6,
2008, at A 18.

67. See Sabrina Tavernise & Richard Oppel, After 8 Days, Turkey Pulls Its Troops Out of Iraq,
N.Y. TIMES, Mar. 1, 2008, at A8.

68. See Joby Warrick & Robin Wright, Unilateral Strike Called a Model For U.S. Operations
in Pakistan, WASH. POST, Feb. 19, 2008, at AI.

69. See Eric Schmitt & David Sanger, Pakistan Shift Could Curtail Drone Strikes, N.Y.
TIMES, Feb. 22, 2008, at Al; Robin Wright & Joby Warrick, U.S. Steps Up Unilateral Strikes in
Pakistan, WASH. POST, Mar. 27, 2008, at Al.

70. See Stephanie McCrummen, U.S. Strike in Somalia Targets Terror Suspects, WASH. POST,
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of the strikes targeted a Kenyan who is believed to have played a major
role in the bombings of two U.S. embassies in Africa in 1998.) The
TFG reportedly has allowed the United States a free hand in undertaking
such attacks, although since the TFG faces a widespread civil war, its
ability to authorize external interference is open to question.

" A classified 2005 U.S. document concerning rules of engagement in Iraq
envisaged the ability of U.S. military forces to cross from Iraq into Iran,
Syria or other countries bordering Iraq, even without those countries'
consent. 7' Generally, such action was only authorized after securing ap-
proval from the U.S. Secretary of Defense, which might entail obtaining
Presidential approval. Yet according to the document, the approval of
the Secretary of Defense was not necessary in situations of hot pursuit of
terrorists or former members of Saddam Hussein's government from
Iraq into Iran or Syria, or "when Syria or Iran cannot or will not prevent
a hostile force from using their airspace, land territory, internal waters or
territorial seas to attack US and/or designated forces and the hostile
force constitutes an imminent threat to ongoing operations. 72 U.S. heli-
copters engaged in a cross-border raid into Syria in late October 2008 to
strike at a reputed staging area for "foreign fighters" and weapons
transmitting into Iraq.73

* On March 1, 2008, Colombian military forces bombed and crossed into
Ecuador to attack guerrillas of the Revolutionary Armed Forces of Co-
lombia (FARC), who maintain camps along the border. Colombian
leaders regard the FARC as a terrorist and drug-trafficking organization,
while some governments in the region see them as revolutionaries fight-
ing a U.S.-backed puppet government. Ecuador and Venezuela re-
sponded to the raid by sending troops to their borders with Colombia,
while Nicaragua broke off diplomatic relations with Colombia. 74 In this
instance, neither the Security Council nor the General Assembly con-
demned that action. The Organization of American States, however,

Mar. 4, 2008, at A13.
71. U.S. Rules of Engagement for Iraq, MFCI//20152003, at E-I-16 (Feb. 4, 2008), available

at http://www.wikileaks.org/wiki/US-Rules-ofEngagement for-lraq.
72. Id. paras. 3(D)(I)(A and B).

73. See Ernesto Londono, U.S. Airstrike Allegedly Kills 8 Inside Syria, WASH. POST, Oct. 27,

2008, at A9.

74. See James McKinley, Jr., Nicaragua Breaks Ties With Bogotd, N.Y. TIMES, Mar. 7, 2008,

at A6.
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adopted a resolution declaring the Colombian raid to be a violation of
Ecuador's sovereignty, though it stopped short of expressly condemning
Colombia.

75

These examples indicate that many states are concerned about the legality
of cross-border uses of force to combat terrorism. However, condemnation on
the basis of a legal violation is erratic, perhaps suggesting that states are consid-
ering a much more nuanced legal standard than is captured by the static jus ad
bellum paradigm. On issues such as this, as time progresses, the static jus ad
bellum position may become increasingly questioned and viewed as untenable or
unconvincing.

Hence, the argument against the status quo is that civilized societies can
and should do better, at least if they aspire to maintain international peace and
security through predicable and transparent processes. As Secretary-General
Kofi Annan stated in his 2005 report In Larger Freedom,

an essential part of the consensus we must seek must be agreement on when and
how force can be used to defend international peace and security. In recent years,
this issue has deeply divided Member States. They have disagreed about whether
States have the right to use military force pre-emptively, to defend themselves
against imminent threats; whether they have the right to use it preventively to de-
fend themselves against latent or non-imminent threats; and whether they have
the right-or perhaps the obligation-to use it protectively to rescue the citizens
of other States from genocide or comparable crimes. . .Agreement must be
reached on these questions if the United Nations is to be-as it was intended to
be-a forum for resolving differences rather than a mere stage for acting them
out.

76

In the face of such uncertainty, states should consider a formal reaffirma-
tion of the static jus ad bellum position if that position truly reflects contempo-

75. The United States was the only county in the Western Hemisphere expressly supporting
the Colombian action. See Simon Romero, Regional Bloc Criticizes Colombian Raid in Ecuador,
N.Y. TIMES, Mar. 6, 2008, at A3. The resolution provided:

Considering:
That on the morning of Saturday, March 1, 2008, military forces and police personnel
of Colombia entered the territory of Ecuador, in the province of Sucumbios, without
the express consent of the government of Ecuador to carry out an operation against
members of an irregular group of the Revolutionary Armed Forces of Colombia who
were clandestinely encamped on the Ecuadorian side of the border;

That that act constitutes a violation of the sovereignty and territorial integrity of Ecua-
dor and of principles of international law;

Resolves,

1. To reaffirm the principle that the territory of a state is inviolable and may not be the
object, even temporarily, of military occupation or of other measures of force taken by
another State, directly or indirectly, on any grounds whatsoever...

OAS CP/Res. 930 (1632/08) (Mar. 5, 2008).

76. Development, Security and Human Rights Report, supra note 46, paras. 122-23.
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rary global expectations. By "reaffirmation" of the staticjus ad bellum, I do not
mean a statement of the kind that was issued at the 2005 World Summit. At that
meeting, some 150 world leaders adopted a declaration that, among other things,
reiterated "the obligation of all Member States to refrain in their international
relations from the threat or use of force in any manner inconsistent with the
Charter [of the United Nations]" 77 and reaffirmed "that the relevant provisions
of the Charter are sufficient to address the full range of threats to international
peace and security. '7 8 Such a "reaffirmation" fails to grapple directly with dif-
fering interpretations of what the Charter actually requires-it simply papers
over those differences. Instead, a true reaffirmation would specifically address
how thejus ad bellum relates to contemporary threats.

Alternatively, if contemporary global expectations diverge from the static
position, then a recodification of thejus ad bellum may in order. By recodifica-
tion, I mean a restatement of the rudimentary rules of the jus ad bellum in light
of the wide range of threats that have already occurred and will continue to oc-
cur in the years to come. In essence, it would be an effort to engage in the same
conversation today that occurred when the major powers, at Dumbarton Oaks in
1944, drafted what became Article 2(4) and when the San Francisco conference
adopted Article 51 in 1945.

Trying to reach a consensus either on a reaffirmation of the static jus ad
bellum position or on a recodification of the changedjus ad bellum may well be
politically infeasible. This is due to a variety of factors, including the signifi-
cance of the issue, the rhetorical posturing that governments engage in, the con-
siderable divide between more powerful and less powerful states, and the
potential for any process to be sidetracked by current events. Recent efforts by
even non-governmental entities, such as the ICISS and the 2005 U.N. high-level
panel, have revealed the difficulties and controversy that any such effort will en-
tail. Indeed, a credible argument might be made that the only point at which the
jus ad bellum will be ripe for either reaffirmation or recodification is when it
completely breaks down, ushering in a new era for rebuilding or strengthening
international institutions. The ICISS's Responsibility, to Protect report candidly
noted that "it would be impossible to find consensus, in the Commission's view,
around any set of proposals for military intervention which acknowledged the
validity of any intervention not authorized by the Security Council or General
Assembly."7 9

Indeed, perhaps the strongest argument for adhering to the status quo is not
that the static jus ad bellum is a stable and intrinsically optimal regime, but that
efforts to move to a more protean conception will be even more destabilizing,
forcing states and non-state actors to confront a normative system over which
they have fundamental disagreements. Deep schisms between powerful states

77. 2005 World Summit Outcome, Res. 60/1, para. 77, U.N. Doc. A/60/1 (Sept. 16, 2005).

78. Id. para. 79.
79. Responsibility to Protect, supra note 41, para. 6.37.
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and less-powerful states, and even among close allies, may well be revealed and
become more entrenched. The considerable difficulties that the NATO states
encountered in identifying a legal theory justifying their actions to protect Kos-
ovo provide a window on the problems that would be faced in either reaffirming
or recodifying the jus ad bellum. Imagine the difficulty in securing agreement
between the United States and the developing world about preemptive self-
defense, or between France and China over humanitarian intervention, and the
problem becomes manifest. As such, better to let sleeping dogs lie.

Nevertheless, given that efforts like ICISS or the High Level Panel have al-
ready begun, we may be entering a period where a reaffirmation or recodifica-
tion of the jus ad bellum is viewed as politically feasible and desirable. While
strong adherence to the core paradigm remains, powerful sentiments are emerg-
ing in favor of a more sophisticated normative system, driven by the rise of hu-
man rights, the threat of terrorism, and the fear of weapons of mass destruction.
As these sentiments become more insistent, initiatives such as ICISS and the
2005 U.N. high-level panel may prove to be just the first wave in efforts to re-
visit and reevaluate the jus ad bellum. Developing countries, faced with issues
such as threats of non-proliferation, are acting in a manner that might not have
been predicted even a few years ago. 8°

Notably, the International Criminal Court (ICC) Statute contemplates that
the Court will exercise jurisdiction over the crime of aggression once the states
parties adopt a provision at their review conference (scheduled for 2010) setting
forth a definition of aggression and the conditions under which the Court could
exercise its jurisdiction over it.81 At present, a special working group has been
established by the ICC Assembly of State Parties toward that end, and may re-
sult in a formulation of aggression that reaffirms or recodifies the staticjus ad
bellum. Even if the ICC's work essentially cross-references the UN Charter and
leaves current uncertainties intact, placing aggression within the scope of the
ICC's mandate may well galvanize states into a reaffirmation or recodification
process, as a means of clarifying when government leaders may be exposed to
charges of criminal conduct. Some states may resist reaching a consensus, but
non-state actors may be powerful agitators for a consensus position to emerge.
And while it often seems that certain hurdles in inter-state relations are insur-
mountable, there are plenty of examples, even in recent years, of those hurdles
being swept aside by powerful currents of history (the reunification of Germany,
the demise of South African apartheid, or the establishment of an international
criminal court come to mind).

Defenders of static jus ad bellum might be correct that, notwithstanding all
the new inter-state influences since 1945, the prevailing view today is still in fa-

80. See, e.g., Tanya Ogilvie-White, International Responses to Iranian Nuclear Defiance: The
Non-Aligned Movement and the Issue of Non-Compliance, 18 EUR. J. INT'L L. 453 (2007).

81. See Rome Statute of the International Criminal Court art. 5(1), July 17, 1998, 2187
U.N.T.S. 90.
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vor of a strictly interpretedjus ad bellum; but if that is true, perhaps the time has
come to formally reaffirm it. If it is not true, then perhaps the time has come to
recodify thejus ad bellum so as to ensure its continuing relevance for inter-state
relations and to provide it with a stronger pedigree than currently exists.

B. Debating Reaffirmation or Recodification

If maintaining the status quo is unstable, what directions should a contem-
porary debate over the jus ad bellum take? A starting point might be to ap-
proach thejus ad bellum more holistically than is usually the case. The standard
approach in international legal analysis is to slice the jus ad bellum up into seg-
ments, in which consideration is given to issues such as rescue of nationals, hu-
manitarian intervention, anticipatory self-defense, and so on. Within each
segment, state practice is tallied up as showing either "legality" or "illegality" so
as to reach a conclusion about the permissibility of using force in that particular
context. Yet doing so is unsatisfactory, given that state practice tends to be spo-
radic, conflicting, and susceptible to alternative interpretations.

If instead, one were to step back from these segments so as to ask broader
questions about when it is that the global community (however that might be de-
fined) generally seems to favor uses of force, then the picture might become
clearer. Certain general parameters would seem to be relatively accurate in
helping to predict whether coercive behavior is acceptable, no matter the context
in which it is deployed. Those parameters might concern: (1) the degree of co-
ercion actually inflicted by State A upon State B or its nationals; (2) the gravity
of coercion that State A fears from State B; (3) the extent to which other States
are condoning State A's coercion; (4) the pedigree of State B as a member of the
international community; (5) the degree to which State A's coercion is tailored
to respond to the threat from State B; or (6) the degree to which State A's coer-
cion has adverse collateral consequences for other states or persons.

Under such a holistic approach, one would not read the global response to
the attacks of 9/11 as solely relevant to the issue of permissible uses of force
against a non-state actor, although it is certainly relevant to that issue. Rather,
one would apply the precedent more broadly as relevant to our understanding of
how the jus ad bellum operates in various circumstances. In other words, the
9/11 precedent can shed light on: (1) what constitutes an armed attack?; (2) how
immediate must a likely further attack be before a state can respond in self-
defense?; (3) what level of collective support or endorsement is possible when
embarking on an act of self-defense?; (4) what kinds of delinquent acts might be
held against a state from its past when considering its ability to invoke standard
rights of sovereignty today under international law?; and (5) how does the grav-
ity of the attack effect the scope of necessity and proportionality accorded to the
defending state?

A second beneficial direction might entail analyzing relevant norms or in-
struments that are not, strictly speaking, a part of thejus ad bellum, but that offer
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a window on contemporary community expectations. For example, in thinking
through whether a state can engage in self-defense against a non-state actor who
is believed to be acquiring weapons of mass destruction, it seems relevant to
note that the Security Council decided in 2004 that all states must prohibit non-
state actors in their territory from manufacturing or acquiring such weapons.82

Assuming that the resolution is within the power of the Security Council (some
have claimed it to be ultra vires), then it seems highly relevant to the issue of the
relationship of a state to non-state actors in its territory, and may serve to bridge
whatever links of attribution are necessary to allow self-defense against that
non-state actor.

Similarly, one might consider how evolutions in the jus in bello over time
might be affecting thejus ad bellum. The 2006 U.S. Supreme Court case Ham-
dan v. Rumsfeld 3 concluded that "common Article 3" (that is, Article 3 common
to all four of the 1949 Geneva Conventions 84 ) refers to an armed conflict that is
.not international in nature, that includes the conflict between the United States
and Al Qaeda. One can argue about whether that was the right conclusion: (1)
on the one hand, according certain minimal protections to the Guantanamo de-
tainees using common Article 3 and Protocol I Article 75 seems like a good
thing; (2) on the other hand, Common Article 3 was probably intended only to
address internal armed conflict, not transnational armed conflict involving a
state and a non-state actor. The point, however, is that if the Hamdan court is
right-or even if we set aside the Hamdan decision and simply consider the pro-
tections that exist in common Article 3 and Protocol II for non-state actors-one
arrives at a place where thejus in bello is trying to take account of and regulate
activities relating to non-state actors. Should not the jus ad bellum do so as
well?

In an essay of this length, a standard ploy might be to plead that there is not
enough time to actually craft a proposed reaffirmation or recodification but, as a
starting point, one could imagine the following as possible starting points:

82. S.C. Res. 1540, para. 2, U.N. Doc. S/RES/1540 (Apr. 28, 2004). For commentary, see
Daniel H. Joyner, Non-Proliferation Law and the United Nations System: Resolution 1540 and the
Limits of the Power of the Security Council, 20 LEIDEN J. INT'L L. 489 (2007).

83. 548 U.S. 557 (2006).

84. Geneva Convention Relative to the Amelioration of the Condition of the Wounded and
Sick in Armed Forces in the Field, Aug. 12, 1949, art. 3, 6 U.S.T. 3114, 75 U.N.T.S. 31; Geneva
Convention Relative to the Amelioration of the Condition of Wounded, Sick and Shipwrecked
Members of Armed Forces at Sea, Aug. 12, 1949, art. 3, 6 U.S.T. 3217, 75 U.N.T.S. 85; Geneva
Convention Relative to the Treatment of Prisoners of War, Aug. 12, 1949, art. 3, 6 U.S.T. 3316, 75
U.N.T.S. 135; Geneva Convention Relative to the Protection of Civilian Persons in Time of War,
Aug. 12, 1949, art. 3, 6 U.S.T. 3516, 75 U.N.T.S. 287.
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Reaffirmation of Static Recodification of Protean

Jus Ad Bellum Jus Ad Bellum

1. The use or threat of use of armed
force by one state against another state
is prohibited in all circumstances
unless:

a) taken in response to a prior armed
attack by another state until the Secu-
rity Council has taken the measures
necessary to maintain international
peace and security; or

b) authorized by the Security Council
as a means of addressing, under Chap-
ter VII of the Charter, a threat to the
peace, breach of the peace, or act of
aggression.

2. Measures taken in the exercise of
the right of self-defense shall be im-
mediately reported to the Security
Council.

3. All uses of armed force must be
necessary and proportionate in relation
to the threat that has arisen and must
be undertaken in accordance with ap-
plicable international humanitarian
law.

1. The use or threat of use of armed
force by one state against another state
is prohibited unless undertaken in ac-
cordance with paragraphs (2) - (5).

2. The Security Council may authorize
the use of armed force by a state as a
means of addressing, under Chapter
VII of the Charter, a threat to the
peace, breach of the peace, or act of
aggression.

3. A state may use or threaten to use
armed force against another state in
response to an actual or imminent
armed attack by that other state, in-
cluding an attack in the form of the
seizure of nationals, until the Security
Council has taken the measures neces-
sary to maintain international peace
and security.

4. A state may use or threaten to use
armed force against another state in
response to an actual or imminent
widespread deprivation of fundamen-
tal human rights, after notification to
and debate of the matter at the Secu-
rity Council, until the Security Council
has taken the measures necessary to
maintain international peace and secu-
rity. To the extent possible, such ac-
tion shall be taken through regional or
sub-regional organizations.

5. States may use or threaten to use
armed force against a non-state actor
located in another state in the circum-
stances set forth in (3), but only if the
other state has been provided a rea-
sonable opportunity to address the
matter directly, and has either refused
to do so or is incapable of doing so.
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Obviously, certain normative choices have been made in the proposed reaf-
firmation and proposed recodification, placing them at somewhat opposite ends
of a potential spectrum of options. Further, the proposals above largely remain
captured by the subject matter divisions in possible uses of force, rather than
utilizing some of the more abstract (and perhaps controversial) factors suggested
previously in this section. Nevertheless, these proposals may serve as a starting
point for achieving a consensus on the contemporary preferences of states or
non-state actors regarding thejus ad bellum.

C. The Means of a Reaffirmation or Recodification

The political feasibility of reaffirming or recodifying the jus ad bellum
would turn on addressing not just the substance of the law but the means for es-
tablishing that substance. The most formal means of change, amendment of the
Charter, is the least likely path to success, while the least formal change, through
statements of non-governmental actors, may attract insufficient state adherence
to be effective. Various possibilities exist that will no doubt be explored, to one
degree or another, in the years to come.

Through Amendment of Charter. Though the Charter can be amended, the
process for doing so is cumbersome, requiring a vote of two thirds of the mem-
bers of the General Assembly and then ratification by two thirds of the UN
members, including all the permanent members of the Security Council. 85 Suc-
cessful amendments have only occurred five times, all on issues relating to the
increase in the size of the UN membership, not as a means of altering the sub-
stantive rights and obligations set forth in the Charter. Hence, the procedural
hurdles of this process are quite significant and, absent tectonic shifts in geopoli-
tics, likely insurmountable.

Through UNGA Resolution. Technically, the General Assembly has no ex-
press power to issue a resolution binding upon all states as to the meaning of Ar-
ticles 2(4) and 51. Nevertheless, the travaux preparatoires of the Charter, and
the jurisprudence of the International Court, have recognized the competence of
organs of the United Nations, in the first instance, to interpret provisions of the
Charter relevant to their work. Though the Security Council is the principal UN
organ for addressing peace and security, it is not the exclusive authority, leaving
to the General Assembly an important and relevant role. 86 Further, since the
General Assembly has within it representation of all states, resolutions that it
adopts by consensus or by overwhelming majority that purport to recognize ex-
isting norms of international law can be highly authoritative evidence that such
law exists. With respect to thejus ad bellum, the General Assembly has previ-
ously played a role through its adoption of various resolutions, including its

85. U.N. Charter, supra note 4, art. 108.
86. See Certain Expenses of the United Nations, Advisory Opinion, 1962 I.C.J. 151 (July 20).
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resolutions on friendly relations 87 and, as previously noted, on aggression, and
remains available to do so today, as evidenced by the 2005 World Summit Out-
come document.

The problem with this venue is that the General Assembly has not proven
to be a particularly effective body for engaging in sophisticated brokering of
views between states over contentious issues. The political dynamics within the
Assembly tends to drive toward an outcome that either only reflects the largest
bloc of non-aligned states or that represents a consensus view concerning text
that has little meaning. Whether a global parliament 88 based on popular repre-
sentation, rather than on representation of states, would avoid such pitfalls is un-
clear, but if one were to emerge, it too could be a potential venue.

Through UNSC Resolution. This option may represent the most intriguing
possibility, given the increased activity of the Security Council in the post-Cold
War era, the power of the Security Council to issue decisions that bind all UN
members, and the Council's willingness to engage in legislative-type resolutions
on fundamental security issues, such as controls on terrorist financing and pro-
liferation of weapons of mass destruction. 89 At present there seems to be little
P-5 agreement on a recodification of the jus ad bellum, but there are emerging
areas of common interest (for example, the ability to strike at terrorist havens)
and it not beyond imagination that at some point a political alignment would oc-
cur to issue a resolution that "clarifies" the meaning of thejus ad bellum.

Through Major Power Agreement. If reaching agreement within the major
political institutions is difficult, another path would be for the major powers to
reach agreement on instances when they favor or at least will not oppose uses of
military force, as well as those circumstances where they will oppose the use of
force. The composition of this group might include the P-5 and other states, or
might be more oriented toward North American and West European states. Any
product from such a group by itself would be non-binding, but it would help il-
luminate the beliefs of those states that are most likely to deploy military force.
Other states could react to whatever declaration emerges from this process, pro-
viding a basis for identifying areas of agreement and disagreement.

Through Case Law. At least within international legal circles, there is an
acceptance that the decisions of the International Court of Justice and other
competent international courts carry considerable weight in identifying interna-
tional law, including changes that have occurred in the law. To the extent that
the jus ad bellum requires reaffirmation or recodification, which cannot be se-
cured through political organs of the United Nations, then perhaps international

87. Declaration on Principles of International Law Concerning Friendly Relations and Coop-
eration Among States in Accordance with the Charter of the United Nations, G.A. Res. 2625 (XXV)
(Oct. 24, 1970).

88. See, e.g., Richard Falk & Andrew Strauss, Toward Global Parliament, 80 FOREIGN AFF.
212 (Jan./Feb. 2001).

89. See S.C. Res. 1373, U.N. Doc. S/RES/1373 (Sept. 28, 2001); S.C. Res. 1540, U.N. Doc.
S/RES/I 540 (Apr. 28, 2004).
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courts are the place to look. Arguably reaffirmation is exactly what the Intema-
tional Court has done in its jurisprudence; its decision in the Oil Platforms case90

might best be understood as confirming the static jus ad bellum and eschewing
any explicit, significant new contribution to the notion of self-defense.9 1

One problem with reliance on case law, however, is that the cases are ex-
tremely sparse and often present anomalous factual scenarios that are not easily
or convincingly extrapolated to broader statements about the meaning of the jus
ad bellum. Indeed, given the importance of the subject, it is rather remarkable
that the International Court went for fifty years having only squarely addressed
the jus ad bellum in one case (the Nicaragua case). In the post-Cold War era,
there has been a somewhat greater willingness for cases to be brought to the
Court and for the Court to address, on the merits, matters related to the jus ad
bellum. Yet even so, cases such as the 1996 Advisory Opinion on the Legality of
Nuclear Weapons, 92 the 1998 Spain/Canada Fisheries Jurisdiction case 93 (which
provided the Court an opportunity to opine on what sort of coercion does not
squarely fall within Article 2(4) of the Charter), the 2003 Iranian Oil Platforms
judgment, 2004 Advisory Opinion on the Israeli Wall,94 and the 2005
Congo/Uganda Armed Activities case, 95 have left many questions unanswered
about the contours of the jus ad bellum. Perhaps to fill the gap, other tribunals
are joining in as well. In December 2005, the Eritrea Ethiopia Claims Commis-
sion found that Eritrea violated UN Charter Article 2(4) by invading and occu-
pying parts of Ethiopia or Ethiopian-administered territory in May 1998.96 In
September 2007, an arbitral panel convened under the Law of the Sea Conven-
tion found a violation of Article 2(4), this time in the form of a threat to use
force by a Surinamese patrol boat against an oil rig.97 Yet these tribunals too
have been fairly cautious and sometimes cursory in their treatment of the law.

Broadly speaking, courts and tribunals have done little to advance under-
standings about whether and how to adapt the jus ad bellum to contemporary
threats or crises, with the most notable example perhaps being the International
Court's cursory treatment of the issue of attacks by non-state actors in the Israeli
Wall advisory opinion. While a general advisory opinion might be sought from

90. Oil Platforms (Iran v. U.S.), 2003 I.C.J. 161 (Nov. 6).

91. See Natalia Ochoa-Ruiz & Esther Salamanca-Aguado, Exploring the Limits of Interna-
tional Law Relating to the Use of Force in Self-Defence, 16 EUR. J. INT'L L. 499 (2005).

92. Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1996 I.C.J. 226
(July 8).

93. Fisheries Jurisdiction (Spain v. Can.), 1998 I.C.J. 432 (Dec. 4).

94. See supra note 52.

95. See supra note 55.
96. Partial Award on the Jus ad Bellum, Ethiopia's Claims 1-8, dispositifpara. B(1) (Erit.-Eth.

Cl. Comm. Dec. 19, 2005), reprinted in 45 l.L.M. 430 (2006).
97. Award of the Arbitral Tribunal (Guyana v. Suriname), para. 445 (Sept. 17, 2007). The oil

rig had been authorized by Guyana to engage in exploratory drilling on a part of the continental shelf
in dispute between the two states.
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the International Court of Justice on the scope of contemporary jus ad bellum, it
seems likely that the Court would be extremely cautious in issuing such an opin-
ion, uncertain how its views might be received by states, and reluctant to pro-
vide more than the most general of views. Perhaps it is simply too much to
expect international courts to lead the way in this area.

Through "Principles" Adopted by Non-State Actors. Considerable interna-
tional legal scholarship in recent years has focused on the rise of the non-state
actor as a critical feature of the ways in which international law is created, inter-
preted, and even enforced.98 Epistemic communities operating across bounda-
ries are doing much to galvanize public opinion on key issues of transnational
law, which in turn influences the ways states conduct themselves.

As the work of the ICISS and the 2005 U.N. high-level panel show, there
are roles that can be played by non-governmental organizations or expert groups
in attempting to articulate and clarify the central norms of the jus ad bellum.
The work product of such initiatives is not regarded as binding upon states, and
hence may not be effective, but it can be the starting point for a process that
flowers into a formal arrangement, as may been seen in initiatives ranging from
the regulation of land mines to the establishment of the international criminal
court.

99

V.
CONCLUSION

While the jus ad bellum has a hardened normative core that is widely ac-
cepted by states, there appears to be considerably less consensus around the
margins of the norm, with its application changing considerably based on the
context in which the norm is being applied. In this sense, thejus ad bellum has
a much more protean nature than is commonly recognized by states and non-
state actors. The traditional approach of seeing uses of force as being law-
ful/unlawful based solely on whether they are taken in self-defense against a
prior armed attack, or with Security Council authorization, increasingly seems
unconvincing or, at a minimum, a poor predictor of the likely response of the
global community. That does not mean that the jus ad bellum has no part to
play on the margins; it retains an important role in conditioning global conduct
and reactions to that conduct, but that role may increasingly diminish in the
years to come.

Three options present themselves. States and non-state actors can continue
to operate under the current system, which tends to view the jus ad bellum as a
static law unchanged since 1945. Strong reasons support this option, including

98. See ALAN BOYLE & CHRISTINE CHINKIN, THE MAKING OF INTERNATIONAL LAW 41-97

(2007).

99. See JOSt E. ALVAREZ, INTERNATIONAL ORGANIZATIONS AS LAW-MAKERS 284 (2005)
("Certain structural aspects of 1Os, including provision for access to documents and for 'observer' or
other forms of non-voting status, have provided entry points for NGOs' growing participation in
various forms of inter-state diplomacy, including treaty-making.").

2009]

30

Berkeley Journal of International Law, Vol. 27, Iss. 1 [2009], Art. 2

http://scholarship.law.berkeley.edu/bjil/vol27/iss1/2



52 BERKELEY JOURNAL OF INTERNATIONAL LAW [Vol. 27:1

the claim that the current system is reasonably stable and could be significantly
destabilized by moving to a different position. Alternatively, if the existing sys-
tem is not stable or will become unstable over time, and if that instability is
partly due to a belief in some quarters that times have changed since adoption of
the original Charter paradigm, then states and non-state actors could seek to re-
affirm the static jus ad bellum, if that remains the consensus position. Finally, if
the status quo is untenable, and there is no consensus on the static view, then
states and non-state actors might do well to seek consensus on a recodification
of thejus ad bellum to reflect its protean nature.

A formal reaffirmation or recodification in the near-term may be politically
infeasible, but various factors may push the global community in that direction
in the years to come. Even short of developing a new global consensus, for the
jus ad bellum to retain a vibrant, authoritative role in inter-state relations, it
likely needs to find ways to accommodate new threats to the global order,
through more refined decisions of international courts, more sophisticated ap-
proaches to international treaties and UN resolutions, and sharper analysis in the
academy.
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I.
INTRODUCTION

Most theories of judicial independence place a great emphasis on selection
mechanisms for judges.' An appointment mechanism that appears to link the
selected judge too closely to the appointing body calls into question whether the
judge can be relied upon to deliver neutral, legitimate, high-quality decisions.
While there is near-universal consensus on this as a matter of theory, legal sys-
tems diverge greatly in the ways in which they appoint judges, as each tries to
balance independence with accountability through institutional design. The di-
versity of systems of judicial selection suggests a lack of consensus on the best
manner to guarantee independence.2

American states are exceptional in the range and variety of judicial ap-
pointment systems they employ, including various forms of election, appoint-
ment by political authorities, and the use of judicial commissions.3 The merits
of these various methods are hotly debated among scholars and state policymak-
ers, with each method having its advocates.4 However, it is safe to say the

1. There is a large body of literature on judicial independence and quality. See, e.g., Richard
A. Epstein, The Independence of Judges: The Uses and Limitations of Public Choice Theory, 1990
B.Y.U. L. REV. 827; Eli Salzberger & Paul Fenn, Judicial Independence: Some Evidence from the
English Court ofAppeal, 42 J.L. & ECON. 831 (1999); F. Andrew Hanssen, Is There a Politically
Optimal Level of Judicial Independence?, 94 AM. ECON. REV. 712 (2004); Irving R. Kaufman, The
Essence of Judicial Independence, 80 COLUM. L. REV. 671 (1980); Daniel M. Klerman & Paul G.
Mahoney, The Value of Judicial Independence: Evidence from Eighteenth Century England, 7 AM.
L. & ECON. REV. 1 (2005); William M. Landes & Richard A. Posner, The Independent Judiciary in
an Interest-Group Perspective, 18 J.L. & ECON. 875 (1975); J. Mark Ramseyer, The Puzzling
(In)dependence of Courts: A Comparative Approach, 23 J. LEGAL STUD. 721 (1994); J. Mark Ram-
seyer & Eric B. Rasmusen, Judicial Independence in a Civil Law Regime: The Evidence from Japan,
13 J.L. ECON. & ORG. 259 (1997); McNollgast, Conditions for Judicial Independence, 15 J.
CONTEMP. LEGAL ISSUES 105 (2006). For a more comparative perspective, see Josefina Calcafio de
Temeltas, Commentary, To Promote and Strengthen Judicial Independence and the Rule of Law in
the Hemisphere, 40 ST. LOUIS U. L. J. 997 (1996).

2. See generally APPOINTING JUDGES IN AN AGE OF JUDICIAL POWER: CRITICAL

PERSPECTIVES FROM AROUND THE WORLD (Kate Malleson & Peter H. Russell eds., 2006).

3. Kurt E. Scheuerman, Comment, Rethinking Judicial Elections, 72 OR. L. REV. 459 (1993)
(providing overview of selection mechanisms); American Judicature Society on Judicial Selection in
the States, http://www.judicialselection.us/judicial-selectionmaterials/index.cfm (last visited Oct.
23, 2008).

4. Malia Reddick, Merit Selection: A Review of the Social Scientific Literature, 106 DICK. L.
REV. 729 (2002) (providing summary of empirical evidence); Luke Bierman, Preserving Power in
Picking Judges: Merit Selection for the New York Court of Appeals, 60 ALB. L. REV. 339 (1996)
(advocating merit system for New York); Norman L. Greene, Perspectives on Judicial Selection
Reform: The Need to Develop a Model Appointive Selection Plan for Judges in Light of Experience,
68 ALB. L. REV. 597 (2005) (determining the merit system is superior); Steven Zeidman, Judicial
Politics: Making the Case for Merit Selection, 68 ALB. L. REV. 713 (2005); Lawrence H. Averill, Jr.,
Observations on the Wyoming Experience with Merit Selection of Judges: A Model for Arkansas, 17
U. ARK. LITTLE ROCK L. REV. 281 (1995) (Arkansas); Sara S. Greene, et. al., On the Validity and
Vitality ofArizona 's Judicial Merit Selection System: Past, Present, and Future, 34 FORDHAM URI.
L.J. 239 (2007) (Arizona); Victoria Cecil, Merit Selection and Retention: The Great Compromise?
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scholarly literature assumes that merit selection-involving nonpartisan judicial
commissions rather than elections or appointment by politicians-is the optimal
way to ensure independence. 5 We thus see the emergence of a new ortho-
doxy-merit selection is good and other methods are retrograde. Because there
are few common metrics to evaluate the comparative independence or quality of
American state judiciaries, the new scholarly consensus is largely theoretical,
built on anecdotal rather than systematic evidence. 6

We look at this question from a comparative perspective, using evidence
and experiences from other countries to inform this debate. Many foreign juris-
dictions have adopted institutions known as judicial councils in recent years.
These institutions, which closely resemble merit selection plans, are designed to
help enhance judicial independence and external accountability and to strike a
balance between the two. This paper describes these institutions and provides
an economic theory of their formation and features. In another paper, we exam-
ine evidence as to whether different designs of judicial council affect judicial
quality. 7 Although we found little relation between council adoption and qual-
ity, we believe that the eternal struggle for a balance between independence and
accountability ensures that judicial councils-and by analogy, selection schemes
in American states-will continue to be a locus of institutional reform.

In this paper, we use law and economics to develop a theory of judicial
councils and examine the experiences of several countries in light of our theory.
First, we discuss the emergence of judicial councils and their American counter-
parts, merit selection commissions. We then provide an economic theory of the

Not Necessarily, 39 CT. REV. 20 (2002) (Florida); Jason J. Czarnezki, A Callfor Change: Improving
Judicial Selection Methods, 89 MARQ. L. REV. 169 (2005) (Wisconsin); Lenore L. Prather, Judicial
Selection: What is Right for Mississippi?, 21 MiSS. C. L. REV. 199 (2002) (Mississippi).

5. Reddick, supra note 4; Jona Goldschmidt, Merit Selection: Current Status, Procedures,
and Issues, 49 U. MIAMI L. REV. 1 (1994) (providing extensive history of merit selection and argu-
ing for the merit plan); Joseph A. Colquitt, Rethinking Judicial Nominating Commissions: Independ-
ence, Accountability, and Public Support, 34 FORDHAM URB. L.J. 73 (2007); Mark A. Behrens &
Cary Silverman, The Case for Adopting Appointive Judicial Selection Systems for State Court
Judges, 11 CORNELL J. L. & PUB. POL'Y 273 (2002) (arguing for appointment over election); Nor-
man L. Greene, The Judicial Independence Through Fair Appointments Act, 34 FORDHAM URB. L.J.
13 (2007) (same); G. Alan Tarr, Designing an Appointive System: The Key Issues, 34 FORDHAM
URB. L.J. 291 (2007) (same); Jeffrey D. Jackson, Beyond Quality: First Principles in Judicial Selec-
tion and their Application to a Commission-Based Selection System, 34 FORDHAM URB. L.J. 125
(2007); Steven P. Croley, The Majoritarian Difficulty: Elective Judiciaries and the Rule of Law, 62
U. CHI. L. REV. 689 (1995) (weakening the rule of law through judicial elections).

6. But see Stephen J. Choi, G. Mitu Gulati & Eric A. Posner, Professionals or Politicians:
The Uncertain Empirical Case for an Elected Rather than Appointed Judiciary (John M. Olin L. &
Econ., Working Paper No. 357, 2d series, 2007) (finding that judges in partisan systems are more
productive in terms of number of opinions, but that appointed judges are cited more frequently); Eric
A. Posner, Does Political Bias in the Judiciary Matter?: Implications of Judicial Bias Studies for
Legal and Constitutional Reform, 75 U. CHI. L. REV. 853 (2008) (arguing that judicial political bias
is not necessarily harmful).

7. Nuno Garoupa & Tom Ginsburg, Guarding the Guardians: Judicial Councils and Judicial
Independence, 57 AM. J. COmp. L. 209 (2009).
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formation of judicial councils and identify some of the dimensions along which
they differ. Next, we discuss the national experience of several legal systems in
light of our theory, and we conclude with a discussion of the implications of the
analysis for state judicial selection.

II.

THE TENSION BETWEEN ACCOUNTABILITY AND INDEPENDENCE
8

A long and established literature argues that the ideal of judicial independ-
ence is a crucial quality of legal systems, and indeed inherent in the notion of
judging. 9 Naturally, the ideal is not always met, for it remains the case that in
every legal system judges are appointed and employed by the state. It would be
unusual indeed if judges did not have a role in implementing social policy,
broadly conceived. 10 Typically, then, in democracies, the degree of judicial in-
dependence actually granted reflects broad choices of the regime. It may make
sense, for example, to have relatively greater judicial independence in the eco-
nomic sphere so as to maintain credible commitments for investment. Alterna-
tively, liberal polities may wish to use judicial power to ensure a zone of
autonomy for individuals.

The delegation of power to judges implies some need for judicial account-
ability. While judicial independence has been widely studied," accountability

8. This section draws on Garoupa & Ginsburg, supra note 7.

9. See JUDICIAL INDEPENDENCE AT THE CROSSROADS: AN INTERDISCIPLINARY APPROACH

(Stephen B. Burbank & Barry Friedman eds., 2002). In the introduction, the editors emphasize that
independence and accountability are different sides of the same coin. Furthermore, the editors rec-
ognize that judicial independence does not have the same meaning through time.

10. See MARTIN SHAPIRO, COURTS: A COMPARATIVE AND POLITICAL ANALYSIS (1981).

11. See, e.g., Sanford Levinson, Identifying "Independence", 86 B.U. L. REV. 1297 (2006)
(providing different concepts of judicial independence and arguing that there might be too much in-
dependence); Stephen B. Burbank, The Architecture of Judicial Independence, 72 S. CAL, L. REV.
315 (1999) (explaining judicial independence in contemporary American history); Archibald Cox,
The Independence of the Judiciary: History and Purposes, 21 U. DAYTON L. REV. 565 (1996) (dis-
cussing historical reasons for judicial independence); John A. Ferejohn & Larry D. Kramer, Inde-
pendent Judges, Dependent Judiciary: Institutionalizing Judicial Restraint, 77 N.Y.U. L. Rev. 962
(2002) (arguing that independence and accountability aim at a well-functioning system of adjudica-
tion); John Ferejohn, Judicializing Politics, Politicizing Law, 65 LAW & CONTEMP. PROBS. 41
(2002); John Ferejohn, Independent Judges, Dependent Judiciary: Explaining Judicial Independ-
ence, 72 S. CAL. L. REV. 353 (1999) (discussing institutional protections for judges and the judiciary
and explaining interest theories of judicial independence); Gordon Bermant & Russell R. Wheeler,
Federal Judges and the Judicial Branch: Their Independence and Accountability, 46 MERCER L.
REV. 835 (1995) (identifying different levels of independence, including decisional independence,
personal independence, procedural independence, administrative independence; and different levels
of accountability, namely internal versus external accountability); Frances Kahn Zemans, The Ac-
countable Judge: Guardian of Judicial Independence, 72 S. CAL. L. REV. 625 (1999) (discussing
institutional versus decisional independence); William H. Rehnquist, Seen in a Glass Darkly: The
Future of the Federal Courts, 1993 Wis. L. REV. I (making the point that the shape of the court sys-
tem is too important to be left to the judiciary); Paul R. Brace & Melinda Gann Hall, The Interplay
of Preferences, Case Facts, Context, and Rules in the Politics of Judicial Choice, 59 J. POL. 1206
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has been the subject of much less inquiry. 12 Accountability requires that the ju-
diciary as a whole maintain some level of responsiveness to society, as well as a
high level of professionalism and quality on the part of its members. This sec-
tion discusses judicial councils as devices to ensure both independence and ac-
countability.

A. Judicial Councils in Civil Law and Common Law Systems

Judicial councils are bodies designed to take appointment and promotion of
judges away from the partisan political process, while ensuring some level of
accountability. Judicial councils fall somewhere in between the polar extremes
of letting judges appoint their own successors and maintain internal responsibil-
ity for judicial discipline, and the alternative of complete political control of ap-
pointments, discipline, and promotion. The first model of judicial self-selection
arguably errs too far on the side of independence, while pure political control
may make judges too accountable, in the sense that they will consider the pref-
erences of their political principals in the course of deciding specific cases. As
an intermediate body between politicians and judges, the judicial council pro-
vides a potential device to enhance both accountability and independence.
There are a wide variety of models of councils, in which the composition and
competences reflect the concern about the judiciary in a specific context.

One possible model is that pursued by France when the first High Council
of the Judiciary (Conseil Superieur de la Magistrature) was established in 1946,
in the aftermath of the Vichy regime and World War 11.13 This Council, which
has been maintained under Article 64 of the 1958 French Constitution, was in
charge of managing judicial personnel, but only a minority of members were
themselves magistrates elected directly by fellow judges. 14 In 1958, Italy be-
came the first country to create a judicial council (Consiglio Superiore della
Magistratura) designed to completely remove the entire judiciary from political
control, a model that served subsequently for other judiciaries.' 5 Spain and Por-
tugal have slightly different models, introduced after the fall of their dictator-

(1997). See also BURBANK & FRIEDMAN, supra note 9.

12. See, e.g., Francesco Contini & Richard Mohr, Reconciling Independence and Accountabil-
ity in Judicial Systems, 3 UTRECHT L. REV. 26 (2007) (Neth.); Wim Voermans, Judicial Transpar-
ency Furthering Public Accountability for New Judiciaries, 3 UTRECHT L. REV. 148 (2007) (Neth.);
Daniela Piana, From Judicial Independence to Judicial Accountabilities (unpublished manuscript, on
file with authors) (arguing that political insulation does not preclude accountability to other institu-
tions that could be social in nature).

13. Although we characterize France and Italy as establishing the modem judicial council, a
precursor for judicial councils is the use of formal nominations committees composed of various
governmental officials. See, e.g., Albanian Constitution art. 136, 147 (judicial nominations from a
special committee of judges and other governmental officials).

14. See Cheryl Thomas, Judicial Appointments in Continental Europe, Lord Chancellor's De-
partment, Research Series 6/97, 1997. Further discussion in section IV.C. infra.

15. See Thomas, supra note 14. For further discussion, see infra Section IV.D.
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ships in the mid 1970s, in which judges constitute a significant proportion of the
members.16 These councils have final decision-making in all cases of promo-
tion, tenure, and removal. Judicial salaries are also technically within their au-
thority but usually tempered by the department in charge of the budget (typically
the Ministry of Finance). The power of high-ranking magistrates has been dra-
matically reduced in most of these countries (as a consequence of the appoint-
ment of junior-ranking judges to the judicial council), and strong unions or
judicial associations have emerged. 7

The French-Italian model has been exported to Latin America and other
developing countries.' 8 Indeed, the World Bank and other multilateral donor
agencies have made judicial councils part of the standard package of institutions
associated with judicial reform and rule of law programming.' 9

The motivating concern for adoption of councils in the French-Italian tradi-
tion was ensuring independence of the judiciary after periods of undemocratic
rule. To entrench judicial independence, most of these countries enshrined the
judicial council in their constitution. Independence, however, is a complex and
multifaceted phenomenon. Even though judges may be independent from po-
litical control, they may become dependent on other forces, such as senior
judges in a judicial hierarchy, with just as much potential to distort individual
decision-making as more conventional political influence.20 In civil law coun-
tries, in particular, a large proportion of judges are recruited directly from law
school using some form of public examination, with no or limited requirements
of previous professional experience.2 This model emphasizes socialization

16. See Carlo Guamieri, Judicial Independence in Latin Countries of Western Europe, in

JUDICIAL INDEPENDENCE IN THE AGE OF DEMOCRACY: CR ITICAL PERSPECTIVES FROM AROUND THE

WORLD Il l (Peter H. Russell & David M. O'Brien eds., 2001).

17. A good summary can be found in THIERRY RENOUX, LES CONSEILS SUPERIEURS DE LA
MAGISTRATURE EN EUROPE 320 (2000). See Willem de Haan, Jos Silvis & Philip A. Thomas, Radi-
cal French Judges: Syndicat de la Magistrature, 16 J.L. & SOC'Y 477 (1989), for an explanation of
the role of the unionization of the judiciary in France. See also infra Sections IV.C., IV.D.

18. See e.g., Rebecca Bill ChAvez, The Appointment and Removal Process for Judges in Ar-
gentina: The Role of Judicial Councils and Impeachment Juries in Promoting Judicial Independ-

ence, 49 LATIN AM. POL. & SOC'Y 33 (2007) (Arg.).

19. See Linn Hammergren, Do Judicial Councils Further Judicial Reform? Lessons from Latin
America (Camegie Endowment Rule of Law Series, Working Paper No. 28, 2002). See also Pedro
C. MagalhAes, The Politics of Judicial Reform in Eastern Europe, 32 COMP. POL. 43 (1999) (dis-
cussing the judicial institutional design in Bulgaria, Hungary and Poland and how it relates to the
bargaining process between the different political actors); Peter H. Solomon, Jr., Putin's Judicial
Reform: Making Judges Accountable as well as Independent, 11 E. EUR. CONST. REV. 117 (2002)
(discussing the reforms to the Judicial Qualification Commission); Lauren Castaldi, Judicial Inde-
pendence Threatened in Venezuela: The Removal of Venezuelan Judges and the Complications of
Rule of Law Reform, 37 GEO. J. INT'L L. 477 (2005) (discussing the current situation in Venezuela).

20. See Owen M. Fiss, The Right Degree ofIndependence, in TRANSITION TO DEMOCRACY IN
LATIN AMERICA: THE ROLE OF THE JUDICIARY 55 (Irwin P. Stotzky ed., 1993) (focusing on inde-
pendence within the judicial hierarchy).

21. Nicholas L. Georgakopoulos, Discretion in the Career and Recognition Judiciary, 7 CHI.
L. SCH. ROUNDTABLE 205 (2000).
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within the ranks of the judicial profession and creates the potential for institu-
tional pressures on judges to decide individual cases in ways that are at odds
with their own consciences or reading of the law. Perhaps because of concerns
over this structural problem, external accountability emerged at some point as a
secondary goal of councils.

For example, some civil law countries, such as Germany, Austria, and the
Netherlands, have judicial councils with fewer competences than in the French-
Italian model.22 These councils are limited to playing a role in selection (rather
than promotion or discipline) of judges or are heavily influenced by regional and
federal governments. The political impact of these councils on the judiciary has
been less clear than in the four European countries utilizing the French-Italian
model.23

The councils in civil law jurisdictions vary in their relationship with the
Supreme Court. In some countries, such as Costa Rica and Austria, the judicial
council is a subordinate organ of the Supreme Court tasked with judicial man-
agement.24 In other countries, judicial councils are independent bodies with
constitutional status.25 Further, in some countries they govern the entire judici-
ary, while in others councils only govern lower courts.26

Recruitment of the judiciary in common law countries has traditionally
drawn from more senior lawyers, who have a wider range of previous experi-
ence and socialization than do judges in the civil law jurisdictions. 27 These ju-
diciaries are sometimes characterized as "recognition" judiciaries, because
judges are appointed in recognition of their professional accomplishments. 28

Therefore, external accountability has been a major motivating factor in shaping
the design of judicial appointment systems. Compared to civil law judges,
common law judges have relatively few opportunities for advancement, and
hence there is less capacity for political authorities to use the promise of higher
office to influence judicial decision-making. Accordingly, common law ap-
pointment processes have received serious attention, since judges are fairly im-
mune from pressures once appointed. In the UK, the Constitutional Reform Act
2005 created the Judicial Appointments Commission, which is responsible for

22. See infra Section IV.F on the Netherlands and recent reforms.

23. See Thomas, supra note 14.
24. See infra Section IV.B. See also Hammergren, supra note 19, at 10 (Costa Rica). On

Austria, see EXTERNAL RELATIONS, FEDERAL MINISTRY OF JUSTICE, THE AUSTRIAN JUDICIAL
SYSTEM (2006) (judges are appointed by the Federal Ministry of Justice by recommendation of the
president of a court of appeal).

25. Data on file from Comparative Constitutions Project.

26. Hammergren, supra note 19, at 13 (Colombia).

27. Georgakopoulos, supra note 21. Debate in common law countries tends to focus on the
merits of the appointees and diversity concerns. See, e.g., Kate Malleson, Selecting Judges in the
Era of Devolution and Human Rights, in BUILDING THE UK's NEW SUPREME COURT: NATIONAL
AND COMPARATIVE PERSPECTIVES 295 (Andrew Le Sueur ed., 2004).

28. See Georgakopoulos, supra note 21.
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appointments based solely on merit.29 There remains, however, a good deal of
debate regarding the compatibility of the merit principle with other functionalist
goals, such as affirmative action or promoting diversity of certain attributes
across the judiciary.30 The advantages of a Judicial Appointment Commission
have also been at the heart of the debate in New Zealand and in Australia, where
judicial appointments are still in the competence of the Attorney General. Cur-
rently, judicial appointment protocols have been developed with the aim of en-
hancing independence and external accountability (by including mandatory
consultation with several office holders).31

Within the common law world, the case of Singapore is also noteworthy.
There is a Legal Service Commission in Singapore, headed by a Registrar who
reports to the Chief Justice, but the Commission's role is limited to supervising
the placement of subordinate court judges and magistrates. 32  Although the
Chief Justice is directly involved in judicial appointments, by recommending
candidates for lower courts and consulting on appointments to the Supreme
Court, this hardly guarantees independence. The Chief Justice is well paid and
tends to help ensure not only high quality justice in ordinary cases but also sub-
servience in politically charged cases, which is the core characteristic of Singa-
pore's judiciary. 33

B. Balancing Independence and Accountability

This brief survey illustrates that it is clearly impossible to eliminate politi-
cal pressure on the judiciary. While adequate institutions might minimize the
problems of a politicized judiciary and enhance judicial independence, increas-
ing the powers and independence enjoyed by judges risks creating the opposite
problem of over-judicializing public policy, since judicial decisions have an im-

29. See infra Section IV.G.

30. For a discussion on the extent to which merit selection is consistent with affirmative action
in the judiciary, see Kate Malleson, Rethinking the Merit Principle in Judicial Selection, 33 J.L. &
Soc'Y 126, 127-140 (2006). See also Kathleen A. Bratton & Rorie L. Spill, Existing Diversity and
Judicial Selection: The Role of Appointment Method in Establishing Gender Diversity in State Su-
preme Courts, 83 SOC. SCI. Q. 504 (2002) (presenting empirical evidence that appointed systems of
judicial selection produce more diversity than election systems).

31. Empirical analysis is provided by Mita Bhattacharya & Russell Smyth, The Determinants
of Judicial Prestige and Influence: Some Empirical Evidence from the High Court ofAustralia, 30 J.
LEGAL STUD. 223 (2001) and Pushkar Maitra & Russell Smyth, Judicial Independence, Judicial
Promotion and the Enforcement of Legislative Wealth Transfers -An Empirical Study of the New
Zealand High Court, 17 EUR. J.L. & ECON. 209 (2004). See also John M. Williams, Judicial Inde-
pendence in Australia, in JUDICIAL INDEPENDENCE IN THE AGE OF DEMOCRACY, supra note
16, at 173 (making the point that while the structural guarantees are quite robust and few
attempts have made to remove judges, there are serious proposals for reforming).

32. See Kim Teck Kim Seah, The Origins and Present Constitutional Position of Singapore's
Legal Service Commission, 2 SING. ACAD. L.J. 1 (1990).

33. Gordon Silverstein, Singapore: The Exception that Proves Rules Matter, in RULE BY LAW:
THE POLITICS OF COURTS IN AUTHORITARIAN REGIMES 73 (Tom Ginsburg & Tamir Moustafa eds.,
2008).
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portant impact on politics and government. 34 It is our view that the periodic re-
forms of judicial appointments and management that we observe within and
across countries reflect a dialectic tension between the need to de-politicize the
judiciary and the trend toward judicializing politics. Independence is needed to
provide the benefits of judicial decision-making; once given independence,
judges are useful for resolving a wider range of more important disputes. As the
judiciary begins to take over functions from democratic processes, however, the
pressure for greater accountability mounts.

When judges have little influence over public policy and politics, concerns
over independence tend to dominate, and reformers may push for a move from a
politically dependent, weak judiciary to a strong, self-regulated judiciary. This
shift gives rise to a judiciary that has some control over its own affairs. Fre-
quently, though not inevitably, judges use this independence to increase their
influence over public policy, perhaps because of exogenous events. However,
once politics is judicialized in a significant way, pressures arise for greater po-
litical accountability. The judiciary remains strong but is subject to more over-
sight and control. Sometimes these pressures for more accountability can lead
to assaults on judicial independence, particularly if a small group of principals is
able to control the process of supervision. In such circumstances, a politically
accountable, strong judiciary may revert back to a politically dependent, weak
judiciary, as in a rising authoritarian regime. This dynamic framework provides
a tool for understanding the various institutional adjustments observed in differ-
ent countries.

Institutional configurations can be stable for long periods of time, and judi-
ciaries need not shift their location in the framework. What we believe, how-
ever, is that there is a potential cycling among different models of judicial
governance, and hence changes in the nature of the pressures that judiciaries
face in particular configurations. We expect that judicial councils, in particular,
will develop reforms to respond to different pressures for accountability and in-
dependence.

III.

THEORY

This section presents a theory ofjudicial councils drawn from the economic
concept of principals and agents. 35 Judicial councils are monitoring devices de-
signed to maintain the relationship between the principal, society, and its agents,

34. Stephen Burbank, Judicial Independence, Judicial Accountability and Interbranch Rela-
tions (U. Pa. L. Sch., Working Paper No. 102, 2006), available at

http://lsr.nellco.org/upenn/wps/papers/102 (arguing that judicial independence in the United States is
at a tipping point because of a characterization of judicial politics as ordinary politics).

35. On principal-agent models, see Eric Posner, Agency Models in Law and Economics, in
CHICAGO LECTURES ON LAW AND ECONOMICS 225 (Eric Posner ed., 2000).

2009]

9

Garoupa and Ginsburg: The Comparative Law and Economics of Judicial Councils

Published by Berkeley Law Scholarship Repository, 2009



62 BERKELEY JOURNAL OF INTERNATIONAL LAW

the judges. But the actual incentives faced by judges depend on the particulars
of the institutional setup, which varies across countries.

A. Judicial Councils as Intermediaries Between Principal and Agent

In this section, we develop a principal-agent model of judicial councils.
We treat judges as the agents and society as the principal, on whose behalf the
judges exercise power. The standard problem that arises in principal-agent
models is produced by information asymmetry: as the agent's expertise in-
creases, her potential effectiveness increases as well, but her accountability de-
creases. There is thus a risk that the agent will act in accordance with her own
preferences rather than those of the principal.

The judicial council is an intermediate body analogous to regulatory agen-
cies in the regulatory literature 36 and boards of directors in the corporate litera-
ture.37 Just as shareholders utilize a board as a system to provide representative
intermediate governance for corporations, the public may wish to set up (and
pay for) a judicial council to manage judicial agents. Like a board, the council
might have a representative appointment system, where different stakeholders
have agents who then negotiate governance in order to minimize possible rents
created by asymmetric information. The council thus serves as an intermediary-
trustee whose role is both to exercise expert oversight and to filter out political
influence. 38

Generally speaking, there are two types of stockholders within the princi-
pal: a majority (the general public), which is vastly uninformed and uninterested
in monitoring the judicial agents because the opportunity costs to information
acquisition are high, and a very well informed minority with leverage to influ-
ence agents (interest groups that would like favorable decisions by courts, as
well as lawyers). The principle of judicial independence aims to avoid possible
capture by the minority and also to align the interests of the judges with those of
the majority, the general public. But given the asymmetry of information be-
tween the vast majority on one hand and the minority, as well as the judges, on
the other hand, an intermediate body might be necessary to limit opportunism
and minimize agency costs. The judicial council serves as just such a body. Its
role is to limit agency costs and reduce the likelihood that an informed minority
will use the court system to its advantage vis-a-vis the vast majority of the popu-
lation.

Asymmetry of information and specialization may create a new problem,
however, namely the capture of the judicial council by the judiciary itself or by

36. JEAN-JACQUE LAFFONT & JEAN TIROLE, A THEORY OF INCENTIVES IN PROCUREMENT

AND REGULATION (1993).

37. STEPHEN M. BAINBRIDGE, CORPORATION LAW AND ECONOMICS (2002).
38. The intermediary is also, of course, an agent of the principal, whose job is to control an-

other agent. Notice that the intermediate body is paid by the principal, the taxpayers, as in the usual
economic model.
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an external body that wishes to manipulate the judiciary. This is the classic
question of "who guards the guardians? ' 39 Therefore, periodic reforms may be
required to correct deviations when a judiciary becomes either too accountable
or too independent. We imagine that judicial governance requires learning by
doing to some extent and that as new agency problems materialize, there may be
shifts among governance structures to try to rectify them.4 °

An important point to take into account in understanding council structure
is the interaction between preferences, incentives, and politicization. When ap-
pointed judges are subject to any form of political scrutiny, we should expect
some alignment between the preferences of the judicial power and the political
power (even if this alignment is lagged due to political cycles). In this case, we
observe ex ante politicization, in which judges are screened for political criteria.
Alternatively, we can have ex post politicization through pressure or corruption
after the judge is appointed. Our conjecture is that a judicial council aims at
controlling both, but councils may have different emphases depending on the
institutional problem they face. In stable systems such as the United States,
where ex post interference with judicial independence is rare and frowned upon,
the screening function may be more important. On the other hand, where norms
of judicial autonomy are less developed, the council may play a greater role in
preventing ex post politicization.

B. Judicial Incentives

To understand why councils might be effective, we first need to understand
the incentive structures of the judicial agents. Judges have preferences and a ca-
reer structure that generates certain types of incentives. With respect to prefer-
ences, we should assume that judges have the same set of preferences as
everybody else, as Judge Posner has argued.41 Obviously judges, like others,
care about their income. They may be more risk-averse and may care more

39. MARTIN SHAPIRO, WHO GUARDS THE GUARDIANS?: JUDICIAL CONTROL OF

ADMINISTRATION (1988) (administrative law).

40. F. Andrew Hanssen, Learning About Judicial Independence: Institutional Change in State
Courts, 33 J. LEGAL STUD. 431, 431-62 (2004).

41. Richard A. Posner, What Do Judges and Justices Maximize? (The Same Thing as Every-
body Else Does), 3 SUP. CT. ECON. REV. 1 (1993); Richard A. Posner, Judicial Behavior and Per-
formance: An Economic Approach, 32 FLA. ST. U. L. REV. 1259 (2005); Richard A. Posner, The
Role of the Judge in the Twenty-First Century, 86 B.U. L. REV. 1049 (2006). See also Frank H.
Easterbrook, What's So Special About Judges?, 61 U. COL. L. REV. 773 (1990); Mark Cohen, The
Motives for Judges: Empirical Evidence from Antitrust Suits, 12 INT'L REV. L. & ECON. 13 (1992);
Frederick Schauer, Incentives, Reputation, and the Inglorious Determinants of Judicial Behavior, 68
U. CIN. L. REV. 615 (2000); Gordon R. Foxall, What Judges Maximize: Toward an Economic Psy-
chology of the Judicial Utility Function, 25 LIVERPOOL L. REV. 177 (2004); Chris Guthrie, Jeffrey J.
Rachlinski and Andrew J. Wistrich, Blinking on the Bench: How Judges Decide Cases, 93 CORNELL
L. REV. 1 (2007). For a different perspective, see Laurence Baum, What Judges Want: Judges'
Goals and Judicial Behavior, 47 POL. RESEARCH Q. 749 (1994) and LAURENCE BAUM, JUDGES AND
THEIR AUDIENCES (2006).
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about non-monetary payoffs than the average individual, and hence they select
the stable, prestigious judicial career instead of the practice of law. Therefore,
we expect judges to be quite sensitive to changes in prestige or social influence
(judicial independence is very important here) and to shifts in risk (for example,
in promotion or evaluation of performance).

To understand why an intermediate body may be a useful mechanism for
controlling agents, we need to consider alternatives that might operate to restrain
judicial opportunism. These alternatives include the market and direct external
control by the principal. Standard market-oriented mechanisms do not work to
constrain judges because judges operate in a highly-subsidized monopoly (the
court system), without market discipline. While individuals can opt out of the
state-provided system and use alternative dispute resolution mechanisms, such
behavior is unlikely to have a significant effect on the welfare of the judiciary.
Another possible mechanism is direct control by principals. Generally, how-
ever, external enforcement of constraints on judges is weak because external ac-
tors typically have trouble verifying whether judges have actually followed the
law or not. Furthermore, external enforcement potentially reduces judicial inde-
pendence and therefore is constrained through structural insulation of the judici-
ary. For these reasons, we cannot rely on external or market-oriented
mechanisms to limit opportunism in the judicial system.

Judicial careers are structured differently in different parts of the world. In
civil law countries, judges tend to operate in bureaucratic hierarchies and spend
their entire career in the judiciary. Whoever controls advancement in this career
hierarchy is thus very important. For example, in Japan, the Secretariat of the
Supreme Court plays a very important role in assigning judges to different posts,
and thus has a good deal of influence on performance. 42  For "recognition"
judges, 43 such as those in common law systems or those appointed to constitu-
tional courts in civil law countries, prestige among the public or with other
branches of government is very important, but once selected into the judiciary,
these judges have relatively few opportunities for advancement. They may
therefore be less sensitive to external pressures and performance evaluations
from any source, including judicial councils." We expect that judicial councils

42. J. MARK RAMSEYER & ERIC B. RASMUSEN, MEASURING JUDICIAL INDEPENDENCE: THE
POLITICAL ECONOMY OF JUDGING IN JAPAN (2003) (documenting political manipulation of judicial
career structures in Japan). But see David M. O'Brien & Yasuo Ohkoshi, Stifling Judicial Independ-
ence from Within: The Japanese Judiciary, in JUDICIAL INDEPENDENCE IN THE AGE OF
DEMOCRACY, supra note 16, at 37 (making the point that Ramseyer and Rasmusen have mis-
understood the manipulation of the judiciary in Japan as political by the ruling party when it
is merely bureaucratic by the faceless General Secretariat of the court system).

43. See text supra at note 28.
44. Measuring the performance of judges has been the object of some work but is still quite

underdeveloped. Whereas quantitative (workload measures) and qualitative measures (reversal rates
in appeal courts) are by now largely developed, complexity is still a problem (even the use of cita-
tions is still the object of discussion). See Stephen J. Choi & G. Mitu Gulati, A Tournament of
Judges?, 92 CAL. L. REv. 299 (2004); Stephen J. Choi & G. Mitu Gulati, Choosing the Next Su-
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in common law countries will focus on appointments rather than promotions,
which are relatively rare.

C. Judicial Councils as Monitoring Devices

We believe that judicial councils should be viewed as devices to reduce
agency costs in the judiciary, although we do not assert that they are necessary
or sufficient bodies to accomplish this task. In this section, we describe the
membership and extent to which powers are shared with other branches of gov-
ernment and the Supreme Court.

The council is composed of three possible agents: (i) members of the ma-
jority (laymen); (ii) members of the minority (lawyers, politicians, and law pro-
fessors); and (iii) judges (who are analogous to inside directors in a
corporation). 45 It is important to note that in most situations, clearly distinguish-
ing between laymen and politicians is impossible, since they are all usually ap-
pointed by other branches of government.46 Judges on the Council are typically
appointed by the Supreme Court or by other courts, while lawyers are appointed
by the law society or bar association. The council is theoretically accountable to
the public, but different accountability rules will make the council more or less
likely to be captured by the judiciary (which might promote professional inter-
ests) and/or minority stockholders (who might promote lobbying or minority in-
terests).

We expect that the mechanism of appointment of judicial members in the
Council will matter for outcomes. In some cases, all members of the council are
appointed by the same body (for example, the Parliament); in other cases, differ-
ent bodies of government intervene in the appointment process. A more hetero-
geneous Council will result when different bodies are involved in the
appointment of the Council, either by a sequential process of nomination and
confirmation (members of the council must appeal to different constituencies) or
by a quota system where different bodies of government appoint a pre-defined
number of members.

The size, appointment, and type of composition of judicial councils are
therefore important. Even when the judges are not a numerical majority in the
council, however, they might have a dominant or preponderant role. To start

preme Court Justice: An Empirical Ranking of Judicial Performance, 78 S. CAL. L. REV. 23 (2004);
Florida State University Law Review Symposium Issue on Empirical Measures of Judicial Perform-
ance, 32 FLA. ST. U. L. REV. (2005).

45. If the judges are Supreme Court judges, the council may tend to focus on the power strug-
gle between government and Supreme Court and on maintaining a vertical hierarchy within the judi-
ciary. However, if they are lower court judges, we should expect a relatively smaller role for the
Supreme Court (which might be welcomed by the government). We have observed an increasing
role of judicial associations (unions), which are motivated by the need to coordinate the interests of
the junior judges to undermine the traditional vertical hierarchy.

46. In fact, laymen in many types of council are lawyers, law professors or legally educated
individuals, hardly the standard example of independent laymen.
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with, most members of a judicial council must rely on information provided by
the judiciary itself. In addition, a judicial council does not exert direct control
over the judiciary (which would hurt the independence of judiciary), but exer-
cises a configuration of powers that mix authority and accountability. This con-
figuration is usually complex and full of uncertainties that call for expertise by
judges. Furthermore, as between judicial and non-judicial members of the
council, asset specificity is asymmetric, meaning that judges may have particu-
larly strong incentives to represent judicial interests on the council. After their
service on the council, judges will return to their professional careers inside the
judiciary, whereas non-judges will go back to their careers outside of the judici-
ary, which may or may not have any relationship with judicial management is-
sues. Perhaps this is why we observe very little correlation between the number
of judges on the council and the level of independence.47

D. Institutional Setup

The role and importance of the judicial council depend very much on the
institutional setup in place. Depending on the preferences and empowerment of
the judiciary, the monitoring activity of the council can be more or less exten-
sive. Take performance measurement, for example. First, apart from the tech-
nicalities of devising an adequate metric to evaluate judicial performance,
judges might have different reactions to measuring performance, depending on
whether it is likely to affect their career structure and their risk attitudes, as well
as their social influence and role in the community. Second, performance meas-
ures could reduce the influence and power of senior judges by limiting their
ability and discretion to shape the judiciary for the next generation. They could
also create an imbalance of power among the different actors within the council.
Finally, the relevance of measuring performance might be understood to varying
degrees by the other branches of government and the population in general.
Therefore, transplanting particular roles of a judicial council, and ignoring local
determinants, might generate unexpected results. Furthermore, certain complex
functions, such as performance evaluation, might be subject to very different
understandings or interpretations depending on the institutional setup.

At the same time, demand for a judicial council is intrinsically linked to the
importance and functioning of the legal system as a whole. The salience of ju-
dicial quality will be related to the judges' own powers within a given legal sys-
tem. The more extensive the judges' powers, the more important it becomes to
address any potential conflict between the common good and judicial incentives.
The conjunction of judicial attributes, politics, and peer-pressure becomes more
important as the institutional setup is more prone to change as a result of judicial

47. Garoupa & Ginsburg, supra note 7. See also Stefan Voigt, The Economic Effects of Judi-
cial Accountability: Cross-Country Evidence, 25 EuR. J.L. ECON. 95 (2008) (arguing that judicial
accountability explains differences across per capita income but without specifying the nature of
judicial councils).
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review. 48 The less important the judiciary is in a given institutional setup, the
less need for achieving the appropriate balance between independence and ac-
countability. Thus, we predict that judicial councils will have greater compe-
tences but fewer judges when judges have a good deal of power (for example,
the power of judicial review of legislation). This is because there will be exter-
nal demand from the public and other constituencies for monitoring of the rela-
tively powerful judiciary. Where judges have less power, outside actors may be
more accepting of a council with a majority of judges, but seek to assign it fewer
competences.

IV.
CASE STUDIES

The above hypotheses suggest the need to focus on a more dynamic model
of council structure. Clearly the effects are not linear. Rather, there is a com-
plex relationship between council structure and political incentives of the vari-
ous actors at the time. This section describes the operation of judicial councils
in a number of different countries to determine whether our argument withstands
scrutiny.

A. United States

Judicial selection in the United States has gone through several waves.49 In
the early years of the nation, legislative appointment systems dominated. In the
mid- 19th century, however, partisan elections were introduced in many states, in
response to concerns of capture. In our framework, this shift reflected the rise of
the uninformed majority within the principal, as citizens responded to concerns
of capture by the minority. However, partisan elections led to their own set of
problems. Rather than truly arising from the people, judicial candidates came to
be controlled by party bosses.50

In many American states, concern over traditional methods of judicial se-

48. Among others, see INSTITUTIONAL GAMES AND THE U.S. SUPREME COURT (James R.
Rogers et al. eds., 2006); Timothy Besley & A. Payne, Judicial Accountability and Economic Policy
Outcomes: Evidence from Employment Discrimination Charges (Institute for Fiscal Studies, Work-
ing Paper W03/1 1, 2003); Barry Friedman, The Politics of Judicial Review, 84 TEX. L. REV. 256
(2005); Tracey E. George & Lee Epstein, On the Nature of Supreme Court Decision Making, 86 AM.
POL. SCI. REV. 323 (1992); Tom Ginsburg, Economic Analysis and the Design of Constitutional
Courts, THEORETICAL INQUIRIES IN LAW, 2002 at 3; Jonathan R. Macey, Promoting Public-
Regarding Legislation through Statutory Interpretation: An Interest Group Model, 86 COLUM. L.
REV. 223 (1986); Jonathan R. Macey, Competing Economic Views of the Constitution, 56 GEO.
WASH. L. REV. 50 (1987); Alexander Tabarrok & Eric Helland, Court Politics: The Political Econ-
omy of Tort Awards, 42 J.L. & ECON. 157 (1999).

49. Hanssen, supra note 40; Goldschmidt, supra note 5.

50. New York faces a similar problem today, leading a judge to bring a lawsuit to allow her to
run for a higher court without securing the blessing of party bosses. See Mark Hansen, Questioning
Conventional Behavior, 93 A.B.A. J. 21 (Apr. 2007).
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lection (either appointment by politicians or direct election by the public) led to
the adoption of "Merit Commissions" to remove partisan politics from judicial
appointments and base selection on merit. 5' These emerged as a model in the
early 2 0th century, reflecting the progressive movement's belief in technocratic
government. Merit Commissions can be seen as analogous to judicial councils,
though their scope of activity may be more limited. Since in common law sys-
tems, the judiciary is not a "career judiciary" in the civil law sense, there is less
interest in having independent commissions handle discipline, promotions, and
reassignments, and thus greater emphasis is placed on initial appointments. Yet
the basic institutional design-namely setting up non-partisan mixed bodies to
screen and select judicial candidates-is identical to the judicial commission.

Sometimes called the "Missouri Plan" (although some assert that it was
first adopted in California) or "Merit Plan," this system features a non-partisan
judicial selection commission composed of judges, lawyers, and political ap-
pointees.52 A famous 1906 speech by Roscoe Pound inspired this institution,
and it is consistent with early-twentieth-century beliefs in the value of technoc-
racy and administrative insulation from politics. 53  In some states, the Merit
Commission is exclusively responsible for nominating judges, while in other
states, it sends a set of candidates from which the Governor chooses appointees.
Merit Plan judges are typically subject to uncontested retention elections, which
judges rarely lose.54 While American states exhibit a variety of approaches, it is
clear that the merit plan has become the dominant model within the United
States. As Hanssen put it, "[t]here is today a strong consensus that, of all the
procedures, the merit plan best insulates the state judiciary from partisan politi-
cal pressure. 55 As of 1994, 23 states used Merit Plans for initial appointments
to the Supreme Court56 with most states adopting these institutions in the 1960s
and 1970s.

57

51. With respect to the federal judiciary, see Charles Gardner Geyh, Customary Independence,
in JUDICIAL INDEPENDENCE AT THE CROSSROADS, supra note 9, at 160 (discussing the historical
foundations of the norms against court packing, namely the Judiciary Act of 1789, the Midnight
Judges Act of 1801 and its repeal in 1802, and the Roosevelt Court-Packing Plan of 1937).

52. In Missouri, the Commission has seven members: the Chief Justice, three lawyers elected
by the bar from different appellate districts, and three laypersons appointed by the Governor. For an
analysis, see Hanssen, supra note 1.

53. Roscoe Pound, The Causes of Popular Dissatisfaction With the Administration of Justice,
20 J. AM. JUD. SOC'Y 178 (1937).

54. Peter D. Webster, Selection and Retention of Judges: Is There One Best Method?, 23 FLA.
ST. U. L. REV. 1 (1995); Reddick, supra note 4, at 10 (noting only 33 judges lost retention elections
in the entire United States between 1942 and 1978).

55. Hanssen, supra note 40, at 452.

56. Jona Goldschmidt, Merit Selection: Current Status, Procedures, and Issues, 49 U. MIAMI
L. REV. 1, 20 (1994).

57. Hanssen, supra note 40.
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A general assumption in the literature is that Merit Plan systems serve to
expand judicial independence. 58 For example, Hanssen tests the effect of parti-
san division on appointment and retention systems, assuming that Merit Plan
implementation correlates with independence. 59 He finds that, broadly speak-
ing, states using Merit Plans tend to have higher levels of political competition
(and hence more presumed demand for judicial independence) than those using
partisan elections. 60 Hanssen also finds that states switch to Merit Plans when
they have increased party competition and policy differences between parties.
This is consistent with literature that emphasizes the role of partisan competition
in incentivizing judicial independence. 6'

Nevertheless, we know of no study that has demonstrated an actual im-
provement in judicial independence or quality after the adoption of a Merit Plan,
and the actual impact on judicial quality is debatable. 62 In a comprehensive re-
view of the social-scientific literature, Reddick concludes that there is little sup-
port for "proponents' claims that merit selection insulates judicial selection from
political forces, makes judges accountable to the public, and identifies judges
who are substantially different from judges chosen through other systems.' 63

We view the merit plan as a device to mediate between independence and
accountability in accordance with our theory. As a common law country with
judges who tend to be appointed relatively late in life, the United States has little
need for independent bodies to engage in promotion of judges. Thus, the com-
missions play a relatively limited role, but one that focuses on the crucial locus
of partisan pressure, namely the appointment process. This illustrates the impor-
tance of understanding institutional variation in conditioning demand for the ju-
dicial council model.

58. See, e.g., Reddick, supra note 4 (reviewing literature).
59. Hanssen, supra note 1, at 721.

60. For at least one indicator, both these methods have less political competition on some indi-
cators than the residual category of "other" appointment methods (such as legislative or gubernato-
rial appointment). See id. at 720 ("In 95 percent of partisan election states the same party controlled
both houses of the legislature, versus in 87 percent of merit plan states and 81 percent of other
states.").

61. J. Mark Ramseyer, The Puzzling (In)Dependence of Courts, 23 J. LEG. STUD. 721 (1994).
See also Tom Ginsburg, JUDICIAL REVIEW IN NEW DEMOCRACIES (2003); Mathew Stephenson,
When the Devil Turns... : The Political Foundations of Independent Judicial Review 32 J. Leg. Stud.
59 (2003); Lee Epstein, Jack Knight & Olga Shvestova, Selecting Selection Systems, in JUDICIAL

INDEPENDENCE AT THE CROSSROADS, supra note 9, at 191 (arguing that selection systems are de-
termined by political uncertainty and risk; empirical evidence seems to confirm that as political un-
certainty has decreased, more accountability has expanded as the main goal of judicial selection).

62. Webster, supra note 54; Henry R. Glick, The Promise and Performance of the Missouri
Plan: Judicial Selection in the Fifty States, 32 U. MIAMI L. REV. 509 (1978). See also Choi, Gulati
& Posner, supra note 6; infra Section VI.A.

63. Reddick, supra note 4, at 744.
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B. Brazil

The Brazilian judiciary has been traditionally decentralized in a model
greatly influenced by the United States.64 Although decentralization has serious
administrative and financial advantages, it has also created serious drawbacks in
terms of effective disciplinary action and accountability of court administration
(including nepotism in court staff appointments). 65

Brazil's first judicial council was the National Council of the Magistracy
(Conselho Nacional da Magistratura, or CNM), which was created through con-
stitutional amendment in 197766 and established in 1979. This council had
seven judges chosen by the Federal Supreme Court out of its members. The
primary function of the council was purely disciplinary, and it had no budget or
administrative functions. The constitutional amendment was quite limited in
empowering the council. At the time, Brazil was under a military dictatorship,
and though it gave some formal powers to judges, the council was likely created
to assert greater control over the judiciary.67 The shift toward the CNM meant
that judges had some formal control over their affairs, but in law and in practice
this was quite limited. Rather, using the Supreme Court as a proxy, the military
was able to restrain lower court judges while preserving nominal judicial auton-
omy. 68 The CNM served as an intermediate body to facilitate control of agents
by the principal.

In 1985, the dictatorship fell. With the passage of the Brazilian Constitu-
tion of 1988, the CNM was eliminated, leaving judges self-governing and sub-
ject to virtually no oversight. Constitutional guarantees of independence went
into effect. In addition, the complexity of the 1988 Constitution delegated many
types of controversies to the judiciary, including the so-called "constitutionaliza-
tion" of private law through recognition of the social functions of property and
contracts. While judges had formally enjoyed the power of constitutional re-
view even under the former constitution, the actual exercise of the power was
highly constrained. The 1988 Constitution, by constitutionalizing many aspects
of public life and maintaining constitutional review, provided an opportunity
structure for a major increase in judicial power.69

Judges utilized these new opportunities to expand their influence. In time,
the combination of little oversight and expanded scope of activity led to increas-
ingly judicialized politics.7v  This naturally produced demands for greater ac-

64. See the discussion by Maria Angela Jardim de Santa Cruz Oliveira in Reforming the Bra-
zilian Supreme Federal Court: A Comparative Approach, 5 WASH. U. GLOBAL STUDIES L. REV. 99
(2006).

65. Id.

66. Emenda Constitucional N.7, art. 120 (Braz.).

67. See Oliveira, supra note 64.

68. Id.

69. Id.
70. Rog~rio B. Arantes, Constitutionalism, the Expansion of Justice and the Judicialization of
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countability. Many academics and even judges criticized the politicization of
the judiciary in Brazil. There was, however, great controversy over the type of
mechanism that should be used to ensure accountability. Some associated the
judicial council with the dictatorship; indeed, this was likely the reason for its
abolition in 1988. 71

A 2004 constitutional amendment introduced a new judicial council (Con-
selho Nacional de Justiqa) with a very different composition from its predeces-
sor: nine judges, two prosecutors, two lawyers, and two laymen appointed by the
legislature.72 The competences of the new council include not only disciplinary
action, as with the previous CNM, but also oversight of the budget and adminis-
trative matters (for example, providing statistics about the workload and produc-
tivity of the judiciary).73

The politics of the adoption are telling. It was initially proposed by a
member of the then-opposition in the year 2000. The proposal did not see the
light of day, however, until the election of Lula de Silva to the presidency in
2003. Incoming politicians may feel the need to impose greater discipline on the
judiciary, particularly if it is seen as being aligned with their opponents; more
generally, changes in power can lead to efforts to institutionalize judicial inde-
pendence so as to provide insurance for those who are likely to lose in future
rounds.7 4 One can interpret the creation of the Brazilian judicial council from
either perspective. The new left coalition may have believed that the uncon-
strained judiciary was more likely to support their political opponents and thus
used the council to discipline the judiciary. Alternatively, the coalition may
have wanted to institutionalize an accountable independent judiciary to make it
more viable for the long term, since a system of alternating parties seemed to be
developing.

The Brazilian story illustrates that there is no necessary connection be-
tween judicial councils and judicial independence. Though formally designed to
provide the appearance of independence, the 1977 version of the judicial council
did little to constrain potential military interference with the courts. Indeed, ju-
dicial independence was in one sense greatest between 1988 and 2004, when
judges enjoyed a vastly expanded domain of governance but had little oversight.
The recent reforms are a promise of a strong but politically accountable judici-
ary. It remains to be seen, of course, whether this materializes.

Politics in Brazil, in THE JUDICIALIZATION OF POLITICS IN LATIN AMERICA 231 (Rachel Sieder et al.
eds., 2005).

71. See Oliveira, supra note 64.

72. Emenda Constitucional N. 45, art. 103B (Braz.).

73. Id.

74. GINSBURG, supra note 61; Ramseyer, supra note 1.
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C. Israel

In Israel, judges are appointed by a mixed council established under the
Basic Law on the Judiciary, passed in 1984. 7

1 Under that system, new justices
are chosen by a nine-member panel, which includes two government ministers,
two members of the Knesset, two Bar Association representatives, and three sit-
ting justices, including the court president.76 The judges, although a minority,
dominate the process in practice, and a new justice has never been chosen over
the objection of sitting justices. 77  This is the paradigm of a self-regulating,
strong judiciary, even though judges are not the majority on the Council. Pro-
fessor Ran Hirschl convincingly argues that the creation of the entrenched judi-
ciary, like other steps taken in the 1990s to constitutionalize certain policies,
reflected the desire of a powerful but declining "hegemonic" group to ensure
that their policies would survive their electoral losses. 78 The inclusion in this set
of reforms of a judicial council to enhance independence fits our overall story of
councils as tools for increased judicial autonomy.

As our framework suggests, the power of the judiciary has led to calls for
greater accountability. Judicial activism by the Supreme Court under recently
retired President Aharon Barak has prompted fierce debate over whether the sys-
tem needs revision. 9 Observers have noted increasing judicialization since the
late 1980s. 80 In 2000, Israel created a committee to revisit the system of ap-
pointing judges, but it proposed only modest changes, such as making the nomi-
nations more transparent. 81 Many believe that the Israeli Supreme Court has
been too activist, and if this trend continues, we anticipate renewed calls for
structural reforms to rein in the judiciary. 82 Making the council a stronger body,

75. Basic Law: Judicature §§ 1-24. This replaced the Judges Act (1953) as the primary statute
governing judicial appointments.

76. Id. at § 4.

77. Levinson, supra note 11, at 1306; Eli M. Salzberger, Judicial Appointments and Promo-
tions in Israel: Constitution, Law and Politics, in APPOINTING JUDGES IN AN AGE OF JUDICIAL
POWER, supra note 2, at 241, 248. Salzberger believes that the crucial factor is the majority of ju-
rists on the committee and the majority of judges among the jurists.

78. RAN HIRSCHL, TOWARDS JURISTOCRACY: THE ORIGINS AND CONSEQUENCES OF THE

NEW CONSTITUTION (2004).

79. Salzberger, supra note 77 at 242, 249. Salzberger characterizes Barak as shifting the court
from a formalist conception of law to a more values-based jurisprudence.

80. Shimon Shetreet, The Critical Challenge of Judicial Independence in Israel, in JUDICIAL
INDEPENDENCE IN THE AGE OF DEMOCRACY, supra note 16, at 233 (pointing to changes in the rules
of justiciability and standing, judges leading commissions of inquiry into corruption, administration,
police acts, oil drilling operations, and the judicial and legal consequences of security considera-
tions).

81. Salzberger, supra note 77, at 252-53.

82. Binyamin Blum, Note: Doctrines Without Borders: The "New" Israeli Exclusionary Rule
and the Dangers of Legal Transplantation, 60 STANFORD L. REV. 2131, 2164 (2008); Amos N.
Guiora & Erin M. Page, Going Toe to Toe: President Barak's and Chief Justice Rehnquist's Theo-
ries ofJudicial Activism, 29 HASTINGS INT'L & COMp. L. REV. 51 (2005).
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with more autonomy from the judiciary, would be a first step.

D. France

The French approach to the organization of judicial councils has been iden-
tified by many as a role model. 83  The French judicial council, Conseil Su-
perieur de la Magistrature (CSM), was created after World War II in 1946,
when the Fourth Republic Constitution established a council headed by the
President of the Republic with the Minister of Justice as its vice-president.8 4

The creation of the Fifth Republic reinforced the power of the President.8 5 The
Constitution, adopted by referendum, led to some reforms in the judicial council,
namely in terms of the composition of its members. The President of the Repub-
lic and Minister of Justice remained the president and vice-president of the
council, respectively, and nine members were to be appointed by the Presi-
dent.86 Until the 1990s, the powers of the council were basically limited to the
nomination of high level magistrates, and the council was influenced by the
President of the Republic and by senior judges. The senior judges played a very
significant role in determining the careers of junior judges. By the early 1990s,
the judicial council was facing serious criticism for being dominated by the in-
terests of the executive and for excluding junior judges. 87

The Constitutional Reform (Loi Constitutionelle) in 1993 and Constitu-
tional Amendment (Loi Organique) in 1994 brought changes in terms of mem-
bership, method of appointment, powers, and operating procedures of the
council. Among the principle changes were the election of magistrate members
of the council; the creation of two "formations" or committees, one with juris-
diction over the judges (sijge)88 and the other over public prosecutors (parquet);
the appointment of four members common to both formations by the "high au-
thorities" of the State;8 9 the election of the other 12 members (six on each for-

83. See Dories Marie Provine & Antoine Garapon, The Selection of Judges in France: Search-
ingfor a New Legitimacy, in APPOINTING JUDGES IN AN AGE OF JUDICIAL POWER, supra note 77, at
176. See also J. Bell, Principles and Methods of Judicial Selection in France, 61 S. CAL. L. REV.
1757 (1988).

84. Six members were elected by the National Assembly, four magistrates chosen by their
peers and two members appointed from the judiciary by the President of the Republic.

85. This is the current republican constitution, which replaced a parliamentary government by
a semi-presidential system. In the Fifth Republic, most of the traditional powers of the Minister of
Justice were reinstated.

86. These members could be appointed directly by the President of the Republic (two qualified
prominent figures), or by nomination of the officers of the Cour de Cassation, the French Supreme
Court for civil and criminal cases (six members) and the General Assembly of the Conseil d'[tat,
the French Supreme Court for administrative justice (a Conseiller appointed by the Conseil d'ttat).

87. See Doris Marie Provine, Courts in the Political Process in France, in COURTS, LAW AND
POLITICS IN COMPARATIVE PERSPECTIVE 177, 203 (Herbert Jacob et al. eds., 1996).

88. The French Constitution grants the judges a status that guarantees their independence and
security of tenure.

89. These are the President of the Republic, the Presidents of the two Parliamentary Chambers
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mation) by the judiciary; and the allocation of new competences related to the
nomination of Presidents of the Tribunaux de Grande Instance. Although the
French Constitution refers to the existence of a judicial council and its composi-
tion, this body is covered mainly by ordinary legislation. 9"

The reforms in the 1990s were clearly driven by political events that have
empowered the judiciary. Generally, the Fifth Republic had maintained the tra-
ditional principles of the French judiciary, namely the subordination of the judi-
ciary to the executive and the legislature (the judiciary was not considered a
power but a mere authority) and individual and collective judicial self-restraint
(characterized by docile compliance with the doctrines of state supremacy and
political sovereignty). However, there were some cases of conflict in the late
1960s and 1970s. 91 The consolidation of judicial review by the Constitutional
Council in the mid-1970s had a major and enduring impact. The sharp increase
in litigation (even administrative), helped by the criminalization of many activi-
ties (extending the scope of application of the European Convention of Human
Rights), increased the influence of the French judiciary.92

Several political scandals gave the judiciary an important influence over
politics. France, lacking a history of well-known famous judges, was now faced
with a new kind of celebrity. 93 Judges who were motivated and willing to inves-
tigate corruption scandals and to confront political pressures became heroes of
sorts.94 It is clear, nevertheless, that many of these affairs were pursued by indi-
vidual judges, while the French judiciary as a whole remains very self-
restrained. 95

It is possible that the cohabitations96 in France have weakened the execu-

(the Senate and the National Assembly) and the General Assembly of the Conseil d'Etat.

90. According to the French Constitution, there must be ordinary legislation regulating the
functioning of the Council. See Law No. 94-100 of Feb. 5, 1994, Journal Officiel de Ia Rfpublique
Franqaise [J.O.] [Official Gazette of France], Feb. 8, 1994, p. 2146; CC Decision No. 93-337 DC,
Jan. 27, 1994, J.O. 1776; Decree No. 94-199 of Mar. 9, 1994, J.O., Mar. 10, 1994, p. 3779.

91. See Vincent Wright, The Fifth Republic: From the Droit de 1'ttat to the lttat de droit?, W.
EUR. POL., Oct. 1999, at 92 (reporting several famous scandals that generated serious clashes be-
tween the French government and the judiciary, including the Ben Barka affair, the murder of the
Prince of Broglie in 1977, the suicide of the Labor Minister in 1979, and the famous Canard En-
chain affair).

92. ALEC STONE, THE BIRTH OF JUDICIAL POLITICS IN FRANCE: THE CONSTITUTIONAL

COUNCIL IN COMPARATIVE PERSPECTIVE (1992) (explaining that the process of empowerment of the
French judiciary started in the early 1970s).

93. See Provine, supra note 87, at 204.

94. Id. (comparing famous American and French judges).

95. See Provine & Garapon, supra note 83, at 205.

96. France was ruled by right-wing administrations for more than 20 years. Franqois Mitter-
rand became the first elected Socialist President of France in 1981, but after the loss of his party's
majority in the French National Assembly in 1986, he had to live in cohabitation with the conserva-
tive government of Jacques Chirac. In the legislative elections of 1993, due to economic recession,
consecutive scandals, and divisions on the left, Edouard Balladur became Prime-Minister. This gave
rise to the second cohabitation of Mitterrand's presidency. Jacques Chirac became President in 1995
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tive, as the powers of the Minister of Justice have been reduced in relation to the
judiciary and the Council's powers have increased. 97 French politicians, how-
ever, retain a good deal of influence over the judiciary, especially compared to
their counterparts in Spain and Italy. 98 On several occasions, different Ministers
of Justice have come into conflict with the judiciary "when they have tried to
hush up 'affairs' linked to their respective parties." 99 As the political system
became more competitive in the 1980s and early 1990s, pressure built for judi-
cial reforms that assured more independence. Nevertheless, the involvement of
high profile politicians in scandals and the increasing prominence of judges and
judicial review have initiated a debate about the lack of external accountability
of the judiciary. According to Val6ry Turcey, a member of the CSM, the in-
creasingly prominent role of the judiciary in French society was reflected in
large debates about the role of the CSM in particular. 00 The long French his-
torical tradition of hostility to an independent and powerful judicial branch no
doubt played a role in keeping France from shifting to full judicialization of
public policies, and hence led to increased control over judicial behavior.' 0'

E. Italy

Although it had been approved after World War I and envisaged in the
Italian Constitution of 1948,102 the Consiglio Superiore della Magistratura
(CSM) was not officially created until 1958 and fully operational until 1959. 103

The Constitution defines the existence, composition, and tasks of the CSM, but
it also states that rules governing the judiciary and the judges are laid out by or-
dinary law. 0 4 According to the Italian Constitution, the Council is in charge of

and replaced Balladur with Alain Jupp6. The third cohabitation started in 1997, when the President
dissolved the Assembly and Lionel Jospin became Prime-Minister, constraining Chirac's political
influence.

97. Thomas, supra note 14.

98. See Vronique Pujas & Martin Rhodes, Party Finance and Political Scandals in Italy,
Spain and France, W. EUR. POL., July 1999, at 41 (explaining political corruption in Italy, Spain and
France and the role of the judiciary; in the French case, looking at the accumulated and distributed
kickbacks during the Gaullism and the Socialist governments).

99. See id. at 59.

100. Val6ry Turcey, Le Conseil Superieur de la Magistrature Franqais: Bilan et Perspectives,
75 REVISTA DEL PODER JUDICIAL 539 (2004).

101. The French antipathy for a powerful and activist judiciary is discussed by Burt Neubome,
Judicial Review and Separation of Powers in France and the United States, 67 N.Y.U. L. REv. 363
(1982); Michael H. Davis, The Law/Politics Distinction, the French Conseil Constitutionnel and the
U.S. Supreme Court, 34 AM. J. COMP. L. 45 (1986); STONE, supra note 92.

102. The Italian Constitution came into force in January 1948.

103. Law No. 195 of Mar. 24, 1958, Gazz. Uff., Mar. 27, 1958. See generally Mary L. Volcan-
sek, Judicial Selection in Italy: A Civil Service Model with Partisan Results, in APPOINTING JUDGES
IN AN AGE OF JUDICIAL POWER, supra note 77, at 159.

104. Law No. 195 of Mar. 24, 1958, reformed by Law No. 44 of Mar. 28, 2002, Gazz. Uff.,
Mar. 29, 2002, sets the composition and functioning of the CSM.
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the employment, assignment, transfer, promotion and disciplining of judges. 105

The Constitution pays special attention to the autonomy and independence of the
judiciary, in reaction to executive dominance during the fascist period. The Ital-
ian judicial system is notable for its near-absolute independence, in which the
CSM controls virtually all aspects of judicial appointment and the conditions of
the judicial career. 0 6 The balance of power within the CSM is clearly in the
hands of the judiciary, and as we explain below, because the internal hierarchy
of the judiciary has largely been undermined, all decisions on the status of mag-
istrates are made by the CSM.

The Italian story is one in which judges gradually dismantled the classical
hierarchical structure of the civil law judiciary. Beginning in the 1960s, judges
formed unions, demanding better conditions and freedom from constraints im-
posed by higher levels of the judiciary. This gradually led to a removal of hier-
archical controls. Although in theory the CSM was set up to ensure a certain
level of consistency within the judiciary, the quality of judges varied widely.
Apparently, the CSM's professional evaluations of the judges were of little sig-
nificance because they were always positive, and promotions almost never de-
pended on vacancies. 10 7  The dismantling of the traditional hierarchy was
reinforced by several reforms that took place between 1963 and 1979.1°8 Be-
tween 1979 and 1992, the role of the CSM was consolidated, with the unions
assuming an increasingly important role.'0 9 Judicial investigations into several
scandals involving businessmen, politicians, and bureaucrats marked the period
from 1992 to 1997, raising questions about the accountability of judicial pow-
ers. 110

Public debates began to grow, centered on the appointment of judges and
the organization of the judiciary, with the aim of preventing runaway judges
from conducting over-zealous prosecutions. As a result, the composition of the
Council was altered in 2002. The total number of members was reduced to 24

105. Since administrative jurisdiction is assigned to bodies separated from the ordinary courts,
there is also a council for administrative judges, the Consiglio di Presidenza della Magistratura
Amministrativa.

106. See Thomas, supra note 14; Levinson, supra note 11 (stating that the Italian system exhib-
its a maximalist notion of judicial independence).

107. Guamieri, supra note 16, at 116-17.

108. Id.

109. Id. If we refer to the role of the judicial associations, there are four that are crucial in elec-
tions to the CSM. Since 1990, no judicial representatives to the CSM have been elected without the
backing of one of the following groups (from left to right on the political spectrum): Magistratura
democratica; Movimento per la giustizia; Unita per la Constitutzione; Magistratura indipendente.
There is also another association, Articolo 3-1 Ghibellini, but it has less influence. These five asso-
ciations comprise the Associazione Nazionale Magistrati (ANM).

110. Patrizia Pederzoli, The Reform of the Judiciary, in ITALIAN POLITICS: Quo VADIS? 153
(Carlo Guarnieri & James L. Newell eds., 2005); David Nelken, The Judges and Political Cor-
ruption in Italy, in THE CORRUPTION OF POLITICS AND THE POLITICS OF CORRUPTION 95-
112 (Michael Levi & David Nelken eds., 1996).
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from 33. In addition to 16 ordinary judges and prosecutors chosen from various
levels in the hierarchy, eight university law professors and lawyers with a mini-
mum of 15 years experience in the legal profession were appointed by the Italian
Parliament. "

The Italian case is similar to the French case, although the Italian Council is
more dependent on the executive, with narrower competences, and reflects rela-
tively slower decline of the influence of judicial hierarchy. Both fit well into
our dynamic model, which first predicts excessive politicization as a result of
granting extensive independence to the judicial power and next predicts that se-
rious accountability issues will be raised once judicialization of party politics
becomes notable (in both Italy and France, due mostly to political scandals).
New judges with media attention (Garzon in Spain, Jean-Pierre in France, and
Di Pietro in Italy) have pushed judicialization of politics as never seen before in
these countries."12 Thus, in the immediate future, the problem will be the extent
to which the judicial agenda is sustainable once it does not coincide with the
media agenda. "13

F. The Netherlands

The Netherlands' model has differed from that of France and Italy. The
government has recently introduced important reforms to ensure more transpar-
ency and accountability, but these did not result from high profile political scan-
dals. Historically, the Dutch judiciary has been very restrained; judicial review
doctrines in the Netherlands were similar to the British principle of Parliamen-
tary sovereignty. The 1956 constitutional reform paved the way for more judi-
cial activism. The purpose of this reform was to accommodate the
developments in European Economic Community law at the time, and the con-
sequences were far-reaching. As a result, the main source of judicial activism
has been the enforcement of the European Convention on Human Rights. 114

The selection of judges in the Netherlands combines the appointment sys-
tem typical of common and civil law: half of the judges are young university
graduates and the other half experienced members of the legal profession." 5

The Ministry of Justice shares the power of selecting the members of the judicial
selection boards with both the judiciary and the legislature. 116

111. Guarnieri, supra note 16, at 116-117.

112. See id. at 126.

113. Seeid.atlO.

114. See TIM KOOPMANS, COURTS AND POLITICAL INSTITUTIONS: A COMPARATIVE VIEW 76-
84 (2003) (describing the growth in power of the Dutch judiciary).

115. Thomas, supra note 14.

116. Also note that the existence of the Dutch Association of the Judiciary, Nederlandse
Vereniging voor Rechtspraak. It defines itself as "the independent trade association and union of
judges and public prosecutors." The NVvR advises the Ministry of Justice and participates in inter-
national organizations, and at the end of 2004, it had 3244 members.
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The judicial system in the Netherlands was substantially reformed in Janu-
ary 2002. A significant change was the creation of the Council for the Judiciary
(Raad voor de Rechtspraak),ll7 a committee primarily responsible for organiz-
ing and financing the Dutch Judiciary. However, these roles of the Council are
limited by the Dutch Supreme Court (Hoge Raad) and the Administrative Juris-
diction Division of the Council of State (Afdeling Bestuursrechtspraak Raad van
State). And while the Council has only five members, it maintains an office to
assist it in its activities that employs around 135 people. 118 The acts of the
Council are not subject to any control. The Council was granted certain admin-
istrative powers previously in the hands of the Ministry of Justice, in an effort to
reinforce the independence of judiciary authority with respect to the legislature,
the Parliament, and the Government. "19

The Dutch case is a good example of a judicial system in which no serious
concerns about excessive politicization have arisen, and yet, certain reforms
have sought to introduce more accountability and better allocation of resources.

G. The United Kingdom

In the United Kingdom, the Act of Settlement 17 0 1 120 confirmed the inde-
pendence of the judiciary, and since then, strong norms of judicial immunity
have made the removal of judges quite difficult. However, appointments re-
mained in the hands of the Lord Chancellor. 12

i The traditional view was that the
Lord Chancellor represented the judiciary in the government and the govern-
ment in the judiciary, and hence was a unique office well placed to represent the
view of each side. 122 Gradually, though, the Lord Chancellor's position became
an exclusively political office. The emphasis in judicial selection was increas-
ingly on professional experience; few judges appointed to English higher courts
had any political experience. 123 Although the independence of the English judi-

117. The creation of the Council for the Judiciary followed the Leemhuis Commission's advice
to the Minister of Justice in the 1998 report Updating the Administration of Justice.

118. Three members come from the judiciary and two from senior positions at a government
department.

119. See MINISTRY OF THE INTERIOR AND KINGDOM RELATIONS, THE STATE OF OUR

DEMOCRACY (2006).

120. Act of Settlement, 12 & 13 W. & M. 3, c. 2. (1700) (Eng.).

121. For example, Robert Stevens in his book mentions several important episodes of political
interference with the judiciary (including the right of the Crown not to reappoint judges on the
change of a monarch) but notes the declining role of the judiciary until the 1960s. He argues that the
development of high formalism that protected the English judiciary from possible political interfer-
ence made the judiciary increasingly irrelevant. See ROBERT STEVENS, THE ENGLISH JUDGES:
THEIR ROLE IN THE CHANGING CONSTITUTION 1-29 (2005).

122. See Johan Steyn, The Case for a Supreme Court, 118 LAW Q. REV. 382 (2002) (finding
unconvincing the argument in favor of maintaining this office simply because, in practice, the Lord
Chancellor delegates judicial business to the Law Lords).

123. See Herbert M. Kritzer, Courts, Justice and Politics in England, in COURTS, LAW AND
POLITICS IN COMPARATIVE PERSPECTIVE, supra note 87, at 81, 90-91. Less than 13% had parlia-
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ciary was not perceived to be significantly affected by this arrangement, some
Lord Chancellors have been seriously criticized in the press for having policies
that were too politically oriented. 124 At the same time, infrequently but in im-
portant legislative discussions, the senior judiciary sitting at the House of Lords
participated in lawmaking, and so the roles of legislator and judge were com-
bined. '25

The English Judiciary was never perceived to be a separate branch of gov-
ernment in the American sense. 12 6  Furthermore, a system dependent on the
Lord Chancellor created a unified and hierarchical judiciary. Such structure did
not promote diversity of opinions, since someone who did not conform to the
views of the establishment was not likely to be chosen by the Lord Chancel-
lor. 127

The English judiciary's increasing importance reflected changes in the po-
litical environment after the 1960s, including the expansion of the welfare state,
the Labor governments,' 28 the creation of the Industrial Relations Court by Ed-

mentary experience in the 80s; between 1832 and 1906, it was 58%.

124. STEVENS, supra note 121, at 30-61, 100-194, discusses the relationship of particular Lord
Chancellors to politicization, arguing that Lord Kilmuir (1954-1962) represented the first important
shift (he was a man of the traditionalist right of the Tories who opposed the abolishment of the death
penalty); that Lord Gardiner (Lord Chancellor with Wilson's Labor governments from 1964 to 1970)
served as the greatest reformist by advancing the Labor's agenda; and that Lord Hailsham (Lord
Chancellor with Edward Heath from 1970 to 1974 and with Mrs. Thatcher's government from 1979
to 1987) marked the second important shift in politicization (in part through his controversial ap-
pointments to the bench), followed actively by Lord Mackay (Lord Chancellor with Mrs. Thatcher's
government from 1987 to 1992 and with Major's government until 1997), Lord Irvine (Lord Chan-
cellor with Blair's government from 1997 to 2003), and Lord Falconer (Lord Chancellor with Blair's
government from 2003 to 2007). Stevens' accounting leaves the impression of an increasing politi-
cization of the role of Lord Chancellor. A similar thesis is presented by Steyn, supra note 122, who
argues that the vast increase in the nature and extent of the Lord Chancellor's executive responsibili-
ties has increasingly politicized the office.

125. For example, senior judiciary members voted against the Irish Treaty (1922), criminal sen-
tencing reforms (in the 1940s and 1950s), divorce law reforms (in the 1970s), trade union and labor
relations bill (1975), police and criminal evidence bill (1984), courts and legal services bill (1989),
human rights bill (1995), legislation concerning hunting (2001) and constitutional reform (2004).
Occasionally, a Law Lord has introduced a bill (for example, in 1987, Lord Templeman introduced a
bill on land registration). The convention that active and retired Law Lords are not supposed to dis-
cuss political matters is controversial.

126. See J.A.G. GRIFFITH, THE POLITICS OF THE JUDICIARY 281-343 (5th ed. 1997) (arguing
that the myth of neutrality has undermined the building-up of a strong judiciary). Griffith defends a
political role of the judiciary in areas such as law and order or social issues. See also STEVENS, su-
pra note 121, at 76-99; ROBERT J. MARTINEAU, APPELLATE JUSTICES IN ENGLAND AND THE UNITED

STATES: A COMPARATIVE ANALYSIS (1990).

127. See Andrew Le Sueur, The Conception of the UK's New Supreme Court, in BUILDING THE
UK's NEW SUPREME COURT, supra note 27, at 3 (observing lack of sufficient transparency in such a
system); Kate Malleson, Selecting Judges in the Era of Devolution and Human Rights, in BUILDING
THE UK's NEW SUPREME COURT, supra note 27, at 295 (noting that a career judiciary in the UK
could attract less reputation but more transparency).

128. See GRIFFITH, supra note 126, at 65-102.
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ward Heath, and the arrival of Mrs. Thatcher and her legal reforms. 129 Public
law was profoundly transformed after the 1960s. Europe also played an impor-
tant role. European integration in 1973 and the development of EU law have
progressively empowered the English judiciary to review legislation in the light
of EU directives or regulations, sometimes against the will of the government
(in particular, Mrs. Thatcher's government from 1979 to 1992). That has very
much contributed to a bolder judiciary confronted with the enlargement of the
scope of judicial review.130 Seniorjudges challenged the doctrine of Parliamen-
tary sovereignty. 131 Furthermore, the new role of the judiciary in the face of the
domestic and international challenges of the late 1970s and 1980s raised con-
cerns about the extent to which the English judiciary was up to the tasks ex-
pected of it. 132 This reflected gradually increasing demands for accountability
of a self-regulating, independent judiciary.

Sentencing policy is a particularly sensitive issue, which has come under
scrutiny in the aftermath of the Human Rights Act 1998. ' The Pinochet case
in 1999 raised serious questions about the wisdom of having the most senior ju-
diciary sitting in the House of Lords. 3 4 Finally, the case of McGonnell v. UK135

in the European Court of Human Rights, regarding the Bailiff of the island of
Guernsey, gave impetus to movements to reform the judicial structure. In that
case, the Court decided that a judge who also plays an administrative role vio-
lates Article 6 of the European Convention of Human Rights (although in fact,
in England and Wales, the Lord Chancellor has traditionally avoided sitting on
cases where there might be a conflict of interest). 136

129. Id.
130. See Lord Woolf, Judicial Review -The Tensions between the Executive and the Judiciary,

114 LAW Q. REV. 579 (1998) (recognizing that slowly, executive-friendly judicial review has been
replaced by a more intense review with higher standards of scrutiny and willingness to intervene,
albeit in the absence of other constitutional safeguards). Lord Woolf was a Master of the Rolls, the
senior civil judge in the Court of Appeal of England and Wales, from 1996 to 2000.

131. See J.A.G. Griffith, The Common Law and the Political Constitution, 117 LAW. Q. REV.
42 (2001) (making the argument that there are two sovereignties, those of Parliament and of the
courts).

132. See a personal account by Lord Denning, a Law Lord and Master of the Rolls from 1962
to 1982, in LORD DENNING: THE DISCIPLINE OF LAW (1975). A controversial judge, Lord Denning
defended that the principles of common law as laid down by the judges were not suited for the late
20'h century. His most relevant personal contributions were on contract laws and negligence stan-
dards. For example, his defense of the rule of law doctrine in fundamental breach in 1978 (then
Master of the Rolls) was overturned by Lord Wilberforce (then a Law Lord) in favor of the rule of
construction doctrine.

133. See STEVENS, supra note 121.
134. The contradictory decisions taken by different panels of three Law Lords were not easily

understood by the public. For a detailed account, see STEVENS, supra note 121, at 100-118. See
also Robert Stevens, Judicial Independence in England: A Loss of Innocence, in JUDICIAL
INDEPENDENCE IN THE AGE OF DEMOCRACY, supra note 16, at 155.

135. McGonnell v. United Kingdom, 30 Eur. Ct. H.R. 289 (2000).

136. Id.
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More generally, judges' extrajudicial activities, including leading commis-
sions and inquiries and producing reports, have been the source of controversy.
In many important cases, the appointed judges encountered politically sensitive
issues. Judicially-led commissions included those on the Profumo affair in
1963,137 industrial relations in Northern Ireland in the 1970s, 138 the Nolan com-
mittee on standards in public life in the aftermath of sleaze scandals (1994-
1995), the Scott inquiry on exports of military equipment to Iran and Iraq (1995-
1996), and the Hutton inquiry on the death of an employee of the Ministry of
Defense and the weapons of mass destruction in Iraq (2003-2004). 139

In 2003, Prime Minister Tony Blair's Government announced its intention
to alter the system for appointing judges in England and Wales. 140 Two goals
justified the reform: improving judicial independence and enhancing account-
ability and public confidence in judicial offices. 14 1 In fact, Lord Falconer, Sec-
retary of State for Constitutional Affairs, declared that it was no longer
acceptable for the executive branch to control judicial appointments. Accord-
ingly, he revealed the intention to establish an independent Judicial Appoint-
ments Commission (JAC) responsible for recommending candidates for judicial
appointments on a more transparent basis and based solely on merit. 142

The Constitutional Reform Act 2005 143 introduced several substantive
changes in the English and Welsh judiciaries, including a statutory duty on gov-
ernment members to not influence judicial decisions. Two reforms were espe-
cially far-reaching. First, the Act abolished the position of Lord Chancellor, the
most senior judge in England and Wales, and transferred his judicial functions to
the President of the Courts of England and Wales (formerly known as Lord
Chief Justice of England and Wales). 14 4  Second, it created a new Supreme
Court, consisting of 12 judges independent of and removed from the House of
Lords, with their own independent appointment system. 145

137. Headed by Lord Denning. Griffith, supra note 131. Profumo was a Minister of Defense
who shared a lover with a Russian military aide. This created a well-known scandal in the UK. See
Wikipedia, http://en.wikipedia.org/wiki/Profumo.affair (last visited Oct. 23, 2008).

138. Headed by Lord Wilberforce and Lord Widgery respectively. Griffith, supra note 131.

139. See GRIFFITH, supra note 126, at 14-29.

140. In the case of Scotland, judicial appointments were under review since September 1999
and an independent Judicial Appointments Board was established in June 2002.

141. See Diana Woodhouse, The Constitutional Reform Act 2005: Defending Judicial Inde-
pendence the English Way, 5 INT'I J. CONST. L. 153 (2007).

142. See id.

143. See id.

144. The President of the Courts of England and Wales sits in the Court of Appeal, the High
Court and the Crown Court, among others, is responsible for expressing the views of the judiciary
and for welfare, training and guidance of the English judiciary. He is not the President of the Su-
preme Court.

145. The new Supreme Court is to be launched in 2009 with the current twelve Law Lords (the
Lords of Appeal in Ordinary). There will be a Supreme Court ad hoc selection committee presided
by the President of the Supreme Court for future appointments. The remaining Lords of Appeal who
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Alongside the Judicial Appointments Commission (JAC), 146 the Constitu-
tional Reform Act 2005 established two new bodies: the Judicial Appointments
and Conduct Ombudsman (JACO)147 and the Directorate of Judicial Offices for
England and Wales (DJO). The JAC is composed of 15 commissioners drawn
from the judiciary, the legal profession (one barrister and one solicitor), the lay
magistracy, and the lay public. The Chairman of the Commission is required to
be a lay member.

It seems to us the most important issue in the discussion in the United
Kingdom has been enhancing accountability. As predicted by our model, the
growth of judicial review and the perception that judicial interference has sig-
nificantly increased has raised concerns about accountability. 4 8 One important
concern is the lack of minorities and women in the bench, which suggests a
sense of gender and racial bias in the appointments mechanism. 149 Also, there
has been a general feeling that a small clique from Oxford and Cambridge
dominates the appointments. 150  Furthermore, there have been indications of
personal and corporate bias in judicial profiles.' 5'

Our model predicts that reforms aimed at improving accountability might
sacrifice independence. Not surprisingly, in the UK, the extent to which current
reforms actually improve judicial independence seems to be a matter of de-
bate. 152 In fact, it is unclear how the current reforms will conform with the tra-
ditional notion of the English judiciary as a separate branch of government. 153

are members of the House of Lords and eligible to hear and decide judicial business under the Ap-
pellate Jurisdiction Act 1876 will not be moved to the Supreme Court (in January 2007 there were
thirteen of them including three former Lord Chancellors).

146. The JAC started selecting judges in April 2006. KATE MALLESON, THE LEGAL SYSTEM
245-46 (2005), argues that the JAC is effectively dominated by the judiciary. The fact that the coun-
cil is chaired by a non-lawyer does not seem to counter a strong judicial membership. The tradi-
tional role of the Lord Chancellor in judicial appointments was the object of a study by Anthony
Bradney, The Judicial Activity of the Lord Chancellor 1946-1987: A Pellet, 16 J.L. & SOc'Y 360
(1989).

147. The JACO is responsible for investigating and making recommendations concerning com-
plaints about the judicial appointments process and the handling of judicial conduct complaints and
discipline. It is completely independent of the government and of the judiciary.

148. See, e.g., Robert Stevens, A Loss of Innocence? Judicial Independence and the Separation
of Powers, 19 OXFORD J. LEG. STUD. 365 (1999); Matthew Flinders, Mechanisms of Judicial Ac-
countability in British Central Government, 54 PARLIAMENTARY AFF. 54 (2001).

149, There is only one woman as Lord of Appeal in Ordinary (Baroness Hale).

150. For an empirical analysis, see Jordi Blanes & Clare Leaver, An Economic Analysis of Judi-
cial Diversity Part I.- Judicial Promotions (Oxford Univ. Working Paper, April 2006), available at
http://www.economics.ox.ac.uk/members/clare.leaver/Judicial-promotions.pdf. See also GRIFFITH,

supra note 126, at 18-21; Kritzer, supra note 129, at 92.

151. See GRIFFITH, supra note 126, at 63-259.

152. Concerns about the extent to which the present reform enhances judicial independence
have been echoed by Sue Prince, The Law and Politics: Upsetting the Judicial Apple-Cart, 57
PARLIAMENTARY AFF. 288 (2004).

153. See Robert Stevens, The Independence of the Judiciary: The Case of England, 72 S. CAL.
L. REV. 597 (1999) (making the point that the office of the Lord Chancellor makes it impossible to
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V.
CONCLUSION

Judicial councils are an important new phenomenon that have spread all
over the world and become a global best practice, yet we know little about them
and their consequences. The conventional wisdom is that they enhance judicial
independence, but we are skeptical of this claim. From an economic perspec-
tive, councils are designed to resolve principal-agent problems. As an interme-
diate body between the principal (the public) and an agent (judges), the judicial
council aims to reduce agency costs due to the possible capture by a minority
that may distort the judicial process for its own purposes. From this point of
view, a judicial council is an expert monitor designed to ensure accountability
rather than independence.

We recognize that the diversity in council structures across countries re-
flects local conditions. We have canvassed institutional designs in both com-
mon-law judicial appointment commissions, including the Merit Plans in the
United States and the Canadian and British experiences, and civil-law high judi-
cial councils, including the French-Italian model. We have argued that the dif-
ferent designs aim at achieving the appropriate balance between independence
and accountability in the face of two recurrent phenomena, the politicization of
the judiciary and the judicialization of politics that are reflected in different de-
grees around the world.

These findings have important implications for the ongoing debate on judi-
cial appointments in the United States. Rather than assume that merit commis-
sions, the American counterpart to judicial councils, always enhance
independence, scholars should conduct more thorough empirical research to un-
derstand the precise determinants of independence. Our case studies suggest
that these determinants are highly context-specific, and not susceptible to one-
size-fits-all solutions.

have a concept of separate branches of government, but no political party will give judges the right
to simply strike legislation).
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Curse or Cure? China, Africa,
and The Effects of Unconditioned Wealth

Patrick J. Keenan*

I.
INTRODUCTION

How are the human rights practices of governments affected by their
wealth or poverty? Much of the answer to that question has to do with how
governments obtain that wealth. In the past five years, there has been a surge of
interest in the plight of poor countries. From Vanity Fair magazine's special
issue on Africa, to the Live 8 concerts designed to pressure rich countries to
increase aid flows to poor countries, Western consumers of popular culture have
had no shortage of opportunities to offer their assistance to those living in
poverty in other countries. Policymakers have offered a laundry list of
remedies, all based on a common premise-that the economies of many poor
countries, particularly those in Africa, have stagnated while those in other parts
of the world have enjoyed impressive growth.' In the debate about how best to

* Visiting Professor of Law, University of Chicago Law School; Associate Professor of Law,

University of Illinois College of Law; J.D. Yale Law School; B.A. Tufts University. I am grateful to
participants in faculty workshops at Chicago-Kent College of Law, Georgetown Law Center, Indiana
University Law School, the University of Chicago Law School, and the University of Illinois
College of Law for their comments and questions. I am also grateful to the following for helpful
comments and conversations: Amitai Aviram, Nancy Combs, Margareth Etienne, Lee Fennell, Tom
Ginsburg, Dan Hamilton, Clarissa Long, Richard McAdams, Christiana Ochoa, Jim Pfander, Cass
Sunstein, Tom Ulen, Carlos Vazquez, and Noah Zatz.

1. For example, in 1981, 42% of people living in sub-Saharan African existed on less than $1
per day. A dozen years later in 1993, the figure was 45%, and by 2004, the figure was 41%. WORLD
BANK, WORLD DEVELOPMENT INDICATORS 3 (2004). By way of comparison, consider the percen-

tages of people living on less than $1 per day in other regions:

Region 1981 1984 1987 1990 1993 1996 1999 2002 2004
East Asia & Pacific 58 39 28 30 25 16 15 12 9
Europe & Central Asia I 1 0 0 4 4 3 1 1
Latin America & Caribbean 10 13 12 10 8 9 1O 9 9
Middle East & North Africa 5 4 3 2 2 2 2 2 1
South Asia 52 45 45 43 37 36 35 34 31
Sub-Saharan Africa 42 46 47 47 45 48 46 43 41
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help poor countries, one side argues that the most effective way is for wealthier
states to provide more and more foreign aid.2 On the other side are those who
maintain that foreign aid is the problem, not the solution, and argue that market
forces are the most likely engine of development and improvements for the
human condition. 3

Both sides of this debate share the assumption that infusions of wealth from
the outside in one form or another will improve the lives of people in poor
countries. But is this true? Economists have long noted an association between
economies dominated by sales of natural resources, such as oil or diamonds, and
a range of ills, including weak economic development, corruption, and
violations of human rights. 4 Similarly, most infusions of foreign aid have had
little positive effect on recipient states. 5 Missing from most policy debates
about the optimal ways for wealthy countries to assist poor countries is a
coherent theory of conditions on investment and aid. How is the behavior of
states affected by the manner in which they receive financial support?

China's recent interest in Africa provides a sort of natural experiment in
which to consider the relationship between wealth, the conditions associated
with wealth, and state behavior. The unparalleled pace of China's growth and
its changing role on the global stage has had tremendous consequences in almost
all areas of life around the world. In just the past five years, China has increased
its activities in Africa at a staggering rate. In the first three quarters of 2007
alone, trade between China and Africa was just over $50 billion, a 42% increase
in just one year. 6 Upwards of 750,000 Chinese people have recently lived or
worked in Africa. 7 Chinese companies have reportedly received half of the new
public works contracts in Africa in recent years. 8 The economic and strategic

2. See, e.g., JEFFREY D. SACHS, THE END OF POVERTY: ECONOMIC POSSIBILITIES FOR OUR

TIME 226 (2006) [hereinafter SACHS, THE END OF POVERTY] (arguing for increases in foreign aid
budgets as a way to alleviate poverty in developing countries); COMMISSION FOR AFRICA, OUR

COMMON INTEREST: REPORT OF THE COMMISSION FOR AFRICA (2005) [hereinafter OUR COMMON

INTEREST] (report commissioned by former Prime Minister Tony Blair that advocated substantial
increases in foreign assistance).

3. See, e.g., WILLIAM EASTERLY, THE ELUSIVE QUEST FOR GROWTH: ECONOMISTS'

ADVENTURES AND MISADVENTURES IN THE TROPICS (2001) [hereinafter EASTERLY, THE ELUSIVE
QUEST FOR GROWTH] (arguing that attempts to plan economic development have been
unsuccessful).

4. See discussion infra Parts III.B & IV.

5. See discussion infra Part III.C.
6. William Wallis, Drawing Contours of a New World Order, FIN. TIMES SPECIAL REPORT,

Jan. 24, 2008, at I (reporting that trade between China and Africa was $50.6 billion for the first nine
months of 2007).

7. Africa-China: Influx of Workers, 44 AFR. RES. BULL. 17510 (2007) (reporting that the
official news media in China reports that "there were at least 750,000 Chinese working or living for
extended periods" in Africa).

8. Wallis, supra note 6, (reporting that, "[b]y some estimates, Chinese contractors are
winning 50 percent of all new public works projects in Africa, edging out competitors with higher
overheads").
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consequences of China's increased focus on Africa have been the subject of
much debate in the U.S. and around the world,9 but much less attention has been
paid to the likely social consequences of China's increased interest in Africa.

Nevertheless, the rise of China has brought some attention to the social
consequences of unconditioned wealth. With its willingness to spend foreign
currency reserves in ways often spumed by the West-such as buying oil from
the pariah regime in Sudan, supporting Robert Mugabe in Zimbabwe, building
roads in Gabon, or developing mines in Zambia-China's activities raise serious
questions about how human rights will be enforced in an era when states can
obtain what they need-financing, arms, markets for their goods-without
subjecting themselves to the conditions that Western governments attach to
engagement and aid. In contrast to most Western governments and investors,
China explicitly disclaims any desire to change the internal policies or practices
of its trading partners and the recipients of its aid or investments. 10 Its
investments amount to what I will call unconditioned wealth, which creates the
risk that the investments will cause harm rather than improve the lives of people
living in Africa. This may, at first blush, seem obvious or tautological: wealth
without conditions related to human rights will lead to human rights abuses.
Conversely, it might seem offensive: why should we assume that governments
that receive an infusion of wealth would abuse their citizens? But the reality is
not so simple. Many argue that tremendous infusions of wealth-any type of
wealth-will inevitably trickle down to the very poor and make their lives
better. Using China's recent investments in Africa, a helpful context in which to
reconsider theories relating to wealth and conditions, I show why this is not true.
Wealth does not inevitably lead to improvements in social welfare, and it does
not inevitably cause governments to abuse citizens.

The focus of my inquiry is the relationship between the ways that poor
countries acquire wealth and the human rights effects of that wealth. For my
purposes, the relevant effects are the government practices and social conditions
that have the most impact on the lives of local people in developing countries.
Two of these effects merit special mention: poverty and oppression. For most
poor people, their primary goal is to stop being poor. No responsible definition
of human rights should ignore this reality. Poverty affects almost every aspect
of the lives of poor people. Relative to their wealthier peers, poor people are

9. See generally HARRY BROADMAN ET AL., AFRICA'S SILK ROAD: CHINA AND INDIA'S NEW
ECONOMIC FRONTIER (2007); Tony Capaccio, Securing African Oil a Major Role for New
Command, BLOOMBERG.COM, May 18, 2007, available at http://www.bloomberg.com/apps/news?
pid=20601070&sid=aXR8.KVEa8DE&refer-home; Abraham McLaughlin, A Rising China
Counters US Clout in Africa, CHRISTIAN SCI. MONITOR, March 30, 2006; Craig Timberg, In Africa,
China Trade Brings Growth, Unease, WASH. POST, June 13, 2006, at A 14.

10. See China Internet Information Center, China's Africa Policy, Dec. 10, 2003, http://www.
china.org.cn/english/features/China-Africa/82055.htm (describing China's policy of refraining from
attempting to influence the internal policies of its trading partners and aid recipients).
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more likely to become ill and more likely to suffer because of their illnesses.II
Furthermore, poverty, when mediated by cultural norms and practices, can
render women in particular vulnerable to a host of threats. 12 For these reasons,
when I examine the effects of wealth, one important consideration is whether
that wealth is likely to alleviate poverty, particularly for the poorest people in
the recipient country. But the alleviation of poverty is not the only effect that
merits consideration. Another important factor is whether oppression is
reduced: can wealth improve the ability of people to control their own lives?
What this means depends greatly on the situation on the ground in each state,
but there are some conditions that are likely important in almost every state. For
example, freedom from governmental abuse is vital to the ability of most people
to realize their goals. 13

My focus on the relationship between the sources of a state's wealth and
the economic and social prospects of local people is particularly plausible given
the justifications advanced on all sides of the development debates. Proponents
of freer trade and market-based approaches to development justify their
approaches in part by arguing that they will enhance social welfare, improve
living conditions of poor people, and otherwise allow poor people to live freer,
more secure lives. 14 Yet, those who advocate increases in foreign aid make the
same claims: more aid will lead to less poverty and more opportunities for poor
people.15 China, in its Africa policy, touts the potential for its investments to
reduce poverty as one of its goals. 16 Increasingly, even corporations justify their
activities in poor countries by highlighting their positive social impact. 17 There

11. World Bank, Human Development Sector, Africa Region, Improving Health Outcomes for
the Poor in Uganda 4 (Africa Region Human Development Working Paper Series, 2005)
(summarizing public health data and concluding that the "poor and vulnerable groups bear a
disproportionately heavy burden of disease").

12. See Julia C. Kim & Charlotte H. Watts, Gaining a Foothold: Tackling Poverty, Gender
Inequality, and HIV in Africa, 331 BRIT. MED. J. 769, 770-71 (2005) (describing the connections
between poverty, the low social power of women under traditional norms, and their vulnerability to
HIV and AIDS).

13. See generally AMARTYA SEN, DEVELOPMENT AS FREEDOM (1999).

14. See, e.g., Stanley Fischer, Globalization and its Challenges, 93 AM. ECON. REV. 1, 2
(2003) (arguing that "the surest route to poverty reduction is economic growth," and that "evidence
strongly supports the conclusion that growth requires a policy framework that prominently includes
an orientation toward integration into the global economy").

15. See, e.g., SACHS, supra note 2, at 266-87 (advocating increases in foreign assistance as a
way to end poverty in poor countries).

16. See China's Africa Policy, supra note 10.

17. A good example of this approach comes from the Corporate Council for Africa's mission
statement. The CCA, which helps U.S. firms develop business in Africa, argues that:

CCA members believe that Africa's future success depends upon the ability of its
entrepreneurs and business people to create and retain wealth through private
enterprise. American corporations and private individuals can contribute most
effectively by building partnership and reaching out to the African private sector in the
areas that America knows best: private enterprise, investment capital, technology
transfer and management.
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is, of course, reason to be skeptical of these justifications, and I do not argue that
social considerations are the sole or even the primary motivation for corporate
activity, foreign aid, or Chinese investment. Instead, I make the more limited
claim that it is perfectly plausible to consider human rights impacts when
assessing the effect of wealth on recipient states and their people.

In this Article, I make two principal claims: first, that the vast majority of
wealth comes with conditions, and those conditions determine whether it
improves social welfare; and, second, that China's recent investments in Africa
are unconditioned wealth and are likely to decrease social welfare.

With regard to my first claim, I argue that the conditions associated with
wealth determine whether wealth has a positive or negative effect on the
recipient. Some conditions are explicit and aimed at ensuring that the
recipient's behavior is (or becomes) consistent with the donor's strategic
interests, but these conditions may have little to do with human rights. Much of
the aid that flowed from the U.S. during the Cold War was of this type. When
the U.S. provided support to Mobutu Sese Seko in the former Zaire, the
principal objective of the U.S. was to ensure that Zaire-with its vast, if
undeveloped, supplies of strategically-important minerals and uranium--did not
shift its allegiances to the Soviet Union. During the Cold War, the U.S. and the
Soviet Union used aid-humanitarian and military-to compete for the
resources and loyalty of African states. With the collapse of the Soviet Union,
the money dried up. No longer did the U.S. need to use foreign aid and
investment to reward strategic allies. 18 Instead, aid from the U.S. and from
Western institutions such as the International Monetary Fund and the World
Bank came with conditions attached, many of which sharply reduced social
services and thereby weakened leaders in developing countries who used state
handouts to ensure their political careers.' 9  Aid was not free money:
increasingly, it was a reward, conferred only on those states that complied with a
growing list of conditions.

About CCA, https://www.africacncl.org/AboutCCA/index.asp.

18. See, e.g., James Meemik, et al., Testing Models of U.S. Foreign Policy: Foreign Aid
During and After the Cold War, 60 J. POL. 63, 64 (1998) (concluding, based on empirical analysis of
U.S. foreign aid allocations, that "security-driven goals have become less critical and ideological
goals more important with the passing of the Cold War. ... [T]he United States is increasingly
rewarding democratic states with foreign aid while reducing assistance to strategically important
nations").

19. The reasons for this shift are complex, but two appear to be particularly important. First,
ensuring that a state remains an ally of the U.S. became relatively less important after the Soviet
Union collapsed. See id. at 64. Second, non-govemmental organizations and other interest groups
became more powerful and organized, and these organizations began to exert greater influence over
foreign aid allocations and other foreign policy decisions. See, e.g., Kimberly Ann Elliott & Gary
Clyde Hufbauer, Same Song, Same Refrain? Economic Sanctions in the 1990s, 89 AM. ECON. ASS'N
PAPERS AND PROCEEDINGS 403, 405 (1999) (arguing that without "the constraints of the Cold War,
the United Nations has been energized to respond to a variety of perceived threats to international
peace and security. Narrow constituency groups also find that they have relatively greater influence
in the absence of a clear consensus on what constitutes the national interest").

[Vol. 27:1

5

Kennan: Curse or Cure - China, Africa, and the Effects of Unconditional W

Published by Berkeley Law Scholarship Repository, 2009



CURSE OR CURE?

Other conditions on wealth are what I call market conditions, and in this
category I include the kind of business climate a government fosters and the
kind of social and human rights environment a government enforces. For
example, when the largest bank in the world recently invested $2.4 billion in
South Africa's leading bank, 20 the investment created a powerful set of
conditions for the recipient bank, and the host country, to safeguard the
investment by refraining from behavior that would undermine its value. Added
to the pressure exerted by investor decisions are the pressures exerted by the
actions of consumers and interest groups. In the past decade, the concern for
human rights came more fully into focus as an issue that can influence not only
state practice, but also the actions of corporations. Western corporations are
sensitive to accusations that their foreign suppliers or subsidiaries engage in
unfair labor practices or damage the environment. This is especially true for
those corporations that sell their products to the public in the West and whose
brands are therefore dependent on the good will of ordinary consumers. 2' To be
sure, human rights concerns do not predominate, but they are increasingly
important as corporations decide where to invest in the developing world.

The second claim I make is that China's recent investments in Africa
amount to unconditioned wealth, which raises a real risk that their effect on local
populations will, in the end, be negative. This is a stronger claim than the
argument that unconditioned wealth will not have positive effects. I show that
unconditioned wealth, whether it comes in the form of unencumbered
investment from China or from the discovery of a valuable natural resource, can
create or exacerbate incentives that increase the prospect of human rights
abuses. Unconditioned wealth can lead governments to consolidate access to the
resource; centralize decision making regarding the distribution of rents;
consume the resource too quickly; and fail to respond to the concerns of citizens,
choosing instead to purchase support by, for example, expanding public sector
employment.2 2 Of course, not all of the incentive-based problems with China's
investments in Africa are because of unconditioned wealth. Some of the
problems are due to the uneasy merging of political and commercial concerns.

20. William MacNamara, StanBank and ICBC Tie-Up Yield, FIN. TIMES, Nov. 24, 2007, at 8
(noting that Standard Bank would receive $2.4 billion from issuing new shares to the Industrial and
Commercial Bank of China, giving ICBC a 20% stake in the South African bank).

21. There is now a cottage industry of interest groups that monitor and attempt to influence the
behavior of Western corporations. See, e.g., Jill Gabrielle Klein, et al., Why We Boycott: Consumer
Motivations for Boycott Participation, 68 J. MARKETING 92, 93-95 (2004) (surveying research
findings suggesting reasons for consumer boycotts). For an extended treatment of this issue, see
NAOMI KLEIN, No LOGO 311-420 (2002) (describing activists' campaigns designed to affect the
behavior of firms). Indeed, many Western corporations have concluded that it is in their interest to
cultivate a reputation for social responsibility. See Paul A. Argenti & Bob Druckenmiller,
Reputation and Corporate Brand, 6 CORP. REPUTATION REV. 368, 372-73 (2004) (presenting results
of qualitative empirical research suggesting that corporate managers seek to create socially
responsible identities for their brands).

22. See discussion infra Part IV.
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Beijing designs its investments to serve several purposes: for example, it needs
oil for both commercial and strategic reasons. It is therefore willing to invest in
projects that are unlikely to generate a financial return because it is satisfied
with a strategic return. Governments receiving such investments face pressure
only to deliver what Beijing seeks-access to resources. Importantly, the
government receiving the investment does not face the various (and strong)
pressures that would come if loans were market loans. I show that, once
relieved of such market pressure, host governments are freed of the discipline
that the market exerts; the results can be ill-advised investments, abuse of local
populations, or a variety of other socially-negative outcomes.

This Article proceeds in four parts. In Part II, I describe China's increasing
activity in Africa and its implications. In this part, I first trace the recent history
of China's investments in Africa, and I then present more detailed studies of
China's interaction with four states-Angola, Sudan, Zambia and Zimbabwe.
Although it is too soon to draw definitive conclusions about the social
consequences of China's investments, the early results are decidedly mixed. By
providing financial support to regimes that would otherwise be isolated because
of their behavior, China's investments have the potential to undermine respect
for human rights. In Part III, I survey and critique the conventional accounts of
the effects of wealth on state behavior, which come from macroeconomics and
political economy.

Parts IV and V are the heart of the Article. The most useful analysis of the
association between wealth and regime behavior comes from the "resource
curse" literature, the goal of which is to explain the association between
resource-rich economies and apparent lags in economic and social development.
My focus is different, but the literature provides important evidence nonetheless.
I explore the ways that inputs of capital or other support for states can affect the
behavior of those states. Put another way, I aim to identify what it is about
wealth-including income from natural resources, unconditioned financial
support from other states, or aid from multilateral agencies-that appears to be
linked to economic and social ills, and assess whether it is possible to generalize
from these factors to other kinds of income. To address this question, I first lay
out the empirical evidence demonstrating the relationship between resource-
dominated economies and social ills. Then I consider what the empirical
evidence shows about the causal pathways that link human rights and a
government's access to funds. I argue that governments that receive streams of
funds without the right mix of attached conditions have strong incentives to
behave in abusive or undemocratic ways, with few checks on such behavior.

In Part V, I argue that there are mechanisms available to mitigate the
potential harms of unconditioned wealth, including China's investments in
Africa. When political power is the primary avenue to wealth, politicians have a
strong incentive to maintain power in any way they can. As with resource
wealth and much foreign aid, this can mean that African states put wealth to
politically productive uses, but not socially productive uses. China's
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investments are explicitly unconditioned: Chinese investors do not tell those
receiving the investments or aid how to use the wealth. This means that those
who control the wealth need not answer for its use. There is nothing to counter
the incentives that may exist to put the wealth to unproductive uses, in contrast
to market conditions, under which many actors have a strong financial incentive
to monitor the uses to which wealth is put. I conclude by proposing several
specific mechanisms by which it might be possible to strengthen both market
forces and political accountability in order to reduce the likelihood that China's
investments in Africa will create the kinds of social problems that other
investments on the continent have created. My policy proposals fall into two
broad categories. In the first, I identify changes in the law that might affect the
incentives of market participants to closely monitor China's investments in
Africa. In the second, I suggest ways that policymakers might exploit some
common behavioral biases to increase the value that citizens attach to
unconditioned wealth.

II.
WEALTH AND REGIMES: THE CASE OF CHINA IN AFRICA

In November 2006, heads of state and foreign ministers from 48 African
countries gathered in China for a two-day summit on trade and investment.23 At
the end of the summit, Chinese President Hu Jintao promised that his country
would double aid to Africa by 2009 and would make available at least $5 billion
in loans and credits. 24 The China-Africa summit was only one of a series of
steps that China has taken to increase its investments and influence in Africa.
Trade between China and countries in Africa increased from $10 billion in 2000
to approximately $55 billion in 2006.25 By the start of 2006, Chinese companies
had opened 750 businesses in Africa worth at least $1 billion. 26 Although
Beijing's investments have mostly been in service of its search for raw materials
to fuel its booming economy, it has also invested in telecommunications,
infrastructure projects like roads and bridges, and is even building a new
conference hall for the Africa Union.27

In this Part, I provide an overview of the scope and structure of China's
investments in Africa. China's interest in Africa is not new, and its stated

23. Trade to Top China-Africa Summit, BBC NEws, Nov. 3, 2006, http://news.bbc.co.uk/2/
hi/asia-pacific/6112360.stm.

24. Richard McGregor, Summit Ends with Pledges on Aid and Swipe at Critics, FIN. TIMES,
Nov. 6, 2006, at 9.

25. David White, A Spectacular Resurgence: The China Factor, FIN. TIMES, Nov. 21, 2006, at
2 (reporting trade in 2000 was approximately $10 billion); Richard McGregor & Andrew Yeh,
China's path through Africa not all Smooth, FIN. TIMES, Jan. 31, 2007, at 7 (reporting trade in 2006
was $55.5 billion).

26. Scouting for Resources and Profit, AFR. ANALYSIS, Jan. 27, 2006 at 4.

27. See White, supra note 25, at 2.
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approach to investment has been consistent over time. But the magnitude of
Chinese investment in Africa is new, and the speed with which it has become a
major investor and strategic player is little short of stunning. Because China's
engagement with Africa has increased so rapidly that it has, until recently,
largely escaped notice, it is useful to sketch out just what China has done in
Africa. After the overview, I examine four short case studies, of Angola, Sudan,
Zambia, and Zimbabwe, to illuminate the ways that China's investments and
policies have changed the incentives and constraints facing potential violators of
human rights.

A. China's Strategic Interest in Africa

China's recent record of economic growth has been undeniably spectacular.
Between 1975 and 2004, China's gross domestic product grew at an annual rate
of 8.4 percent. 28 Its growth rate is even higher since 1990.29 China now has the
sixth largest economy in the world and has added 100 million workers to the
world labor market. 30 Much of China's economic growth has come from
exports, which are responsible for China's enormous trade surplus and
substantial reserves of foreign currency. 31 Paralleling China's economic growth,
the growth in China's oil imports, particularly from Africa, has been dramatic.
In recent years, these imports "have been increasing at an annual compounded
rate of 30 percent. ' 32 There is little reason to believe that China's demand for
oil will decrease any time soon. In 1985, China was the largest oil exporter in
East Asia; 33 today, China is the second-largest importer of oil in the world. 34

The most common explanation for China's increasing interest in Africa is
that China is desperate to secure a steady supply of the raw materials needed to
sustain its remarkable economic growth. Although other important factors are at
work, China's hunt for natural resources, oil chief among them, is one of the
primary factors driving its political and economic strategy, particularly in the

28. Kevin Watkins, U.N. DEV. PROGRAM, Human Development Report 2006 332 (2006).
Available at http://hdr.undp.org/en/reports/global/hdr2006/.

29. Id.

30. See Ali Zafar, The Growing Relationship Between China and Sub-Saharan Africa:
Macroeconomic, Trade, Investment, and Aid Links, 22 WORLD BANK RES. OBSERVER 103, 104
(2007).

31. See Geoff Dyer & Sandeep Tucker, In Search of Illumination: Beijing's "Go Out " Call is
Giving Enterprises the Knowhow They Need, FIN. TIMES, Dec. 4, 2007, at 13 (noting that overseas
investment from China "nearly doubled" in 2007, due in part to China's $1.5 trillion foreign
currency reserves).

32. BROADMAN, supra note 9, at 82. Oil made up 62 percent of Africa's total exports to China
in 2004. Id. at 81.

33. David Zweig & Bi Jianhai, China's Global Hunt for Energy, 84 FOREIGN AFF. 25, 25
(2005) ("Twenty years ago, China was East Asia's largest oil exporter. Now it is the world's
second-largest oil importer; last year, it alone accounted for 31 percent of global growth in oil
demand.").

34. Id.
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developing world. Beginning in earnest near the time it shifted from a net
exporter to a net importer of oil around 1993, 35 China has pursued a bold and
sophisticated policy of reaching out to countries in Africa in ways that advance
Beijing's interests and are attractive to many African governments. Although
there is disagreement about when China's relationship with Africa began, 36 there
is substantial evidence that trade between the two regions was fairly regular by
the 10th century. 31 Modem China began to establish relations with African
states in 1956,38 and today has relations with 48 out of 53 African states. 39

Although the bases of Beijing's approach to Africa have shifted over the years,
today the relationship is friendly and driven by mutual economic and strategic
needs.

Beijing's primary incentive to engage with Africa is its need for oil and
other natural resources, but there are important secondary considerations. For
example, Beijing faces a problem that many African states have never faced: it
has too much money, and it needs a place to invest this surplus. China's
economic boom has produced trade surpluses on a scale not seen before, and
Beijing is beginning to move aggressively to harness this liquidity in the service
of some of its strategic objectives. Africa presents a fertile, if risky,
environment for investment because there is relatively little competition from
the West. Another motivation for China's interest in Africa is its desire to
increase its strategic profile. Particularly since the wave of criticism it faced
after the Tiananmen Square massacre, China has sought to broaden its circle of
allies and trading partners beyond the traditional Western powers.

Several other factors have also contributed to China's increased interest in
enhancing its presence in Africa. China is a relative late-comer to the strategic
competition for petroleum products. By the time that China's economic growth
had made the search for oil into one of China's principal strategic interests, the
U.S., the U.K, and France had secured so many long-term oil exploration and

35. See Chris Alden, China in Africa, 47 SURVIVAL 147, 148 (2005) (noting that China

became a net importer of petroleum in 1993).

36. See Gao Jinyan, China and Africa: The Development of Relations over Many Centuries, 83
AFR. AFF. 241, 241 (1984) (noting that historians "have tried to establish when China started to have
contact with Africa," but "so far opinions differ").

37. See JOHN READER, AFRICA: A BIOGRAPHY OF THE CONTINENT 328-29 (1997) (noting that

"Arab reports and Chinese trade figures indicate that large quantities of African products were
reaching China by the tenth and eleventh centuries-almost certainly via India"). Apart from
overland trade, there is evidence that Chinese ships reached the shores of what is today Kenya,
Somalia and Tanzania in the 15th century and established relations with local leaders in
"Mogadishu, Malindi, Mombasa, Zanzibar, Dares Salaam and Kilwa." Id. at 329.

38. See Jinyan, supra note 36, at 248 (noting that "Egypt became the first African country to
establish diplomatic relations with China in 1956").

39. Daniel Large, Beyond "Dragon in the Bush:" The Study of China-Africa Relations, 107
AFR. AFF. 45, 46 n.4 (2008) (questioning China's relationship with Burkina Faso, Gambia, Malawi,
Sdo Tom6, and Swaziland because of these states' recognition of Taiwan).
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exploitation deals that there was little room left for China. 40 This forced China
to search for oil in places that companies from other states would not go (or
from which they had withdrawn or worked under strict conditions), such as
Sudan and Angola.41 There is another related strategic factor. By the time
China entered into the search for oil in earnest, the U.S. and its allies held
effective control over most of the shipping lanes by which China would
transport oil from source countries to the Chinese mainland. 42 Without having
either control of shipping lanes or access to oil in locations which facilitated the
use of alternative shipping routes, China could have found itself short of oil in
the highly unlikely event the U.S. or its allies decided to close the shipping lanes
under their control.

Another important factor in China's recent surge in investment in Africa is
that Chinese firms have been able to pursue deals for resources with much
higher degrees of risk than have Western firms. The Chinese government
provides insurance to Chinese firms so long as those firms act in ways that are
consistent with China's national interests. 43 In contrast, most Western firms
must purchase insurance products in the market. 44 This means that Chinese
firms engaged in the search for resources (the overwhelming majority of which
cooperate with the Chinese government) can, at the same level of cost, pursue
riskier projects than similar Western firms.

B. African Receptivity to China

Just as the reasons for China's interest in Africa are complex, so too are the
reasons that so many African leaders are receptive to Beijing's entreaties. First,

40. See Hong Zhao, China's Oil Venture in Africa, 24 E. ASIA 399, 402 (2007) (arguing that
China has developed oil resources in Africa because it "perceives the current oil production order
and partnerships as entrenched ... U.S., Japanese and European companies have already forged
relationships with key producing countries," leaving little room for Beijing).

41. See Ian Taylor, China's Oil Diplomacy in Africa, 82 INT'L AFF. 937, 950 (2006) (noting
that "during the late 1980s and early 1990s, western oil companies were forced to scale down
operations in Sudan because of human rights violations and the civil war, China stepped in to
displace them").

42. See Dennis Blair & Kenneth Lieberthal, Smooth Sailing: The World's Shipping Lanes are
Safe, FOREIGN AFFAIRS, May 2007, at 7 (arguing that only the United States has the capacity to close
the shipping lanes used to transport oil); David Lei, China's New Multi-Faceted Maritime Strategy,
52 ORBIS 139, 143-44 (2008) (describing debates within China's military establishment regarding
the protection of shipping lanes).

43. See BROADMAN, supra note 9, at 272 (describing support provided by the government of
China for Chinese investments in Africa).

44. To be sure, Western governments provide some support for companies doing business in
the developing world. In contrast to Chinese support, however, Western agencies impose social and
environmental conditions on their support, which increases the cost. For a more comprehensive
analysis of the varied effects of govemment-sponsored support for development, see Eisuke Suzuki,
Bi-lateral Policy Orientation in the Multilateral Development Policy: A Challenge for the China
Exim Bank and its Accountability, 6 CHINESE J. INT'L L. 127, 130-32 (2007) (describing differences
in conditions associated with Chinese and Western support for overseas investment).
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China can provide much-needed funds for development (or simply to avoid
deepening impoverishment). This is important because many African states are
in need of investment and aid, and, (promises to the contrary notwithstanding)
because many Western countries are providing relatively less aid or providing
aid in ways that are less appealing to recipient countries. Second, China's
approach to providing aid or investment is a congenial one to many African
leaders. China generally requires only that the recipient country refuse to
recognize Taiwan. 45 Beyond this, China's approach is, to many African leaders,
refreshing: it is pure capitalism, without attempts to enact social or political
changes through the pursuit of wealth.

The evidence of African poverty and growth rates leaves little room for

doubt about the need for substantial financial assistance and improved terms of
trade. What these statistics do not explain is why Chinese assistance would be
preferred over assistance from other sources. The reasons are many, centering
on China's policy of separating business from almost all other concems. China
has long claimed to disclaim any attempt to influence the domestic affairs of its
trading partners, and its current approach toward Africa is consistent with this.
In its recent African policy paper, China promises to be guided by "[s]incerity,
equality and mutual benefit, solidarity and common development" in its
relations with states in Africa. 46 At the level of theory, African states interpret
the fact that China privileges sovereignty over considerations such as human
rights or development as Beijing's recognition that African states are truly free
and independent. 47 For years, African leaders have chafed at the broadening
range of conditions attached to aid or loans. During the Cold War, the
conditions were relatively simple: states received support so long as they aligned
themselves with the donor country. 48 As the Cold War ended and in the years
since, the conditions attached to loans, grants, and trade agreements have
become more burdensome to recipient states. No longer is it enough to remain
loyal to the donor. Conditions now typically reach much further into the
country's affairs; dictating, for example, how much a state could spend on social
services or education. Not surprisingly, as conditions became more intrusive,
recipient states became eager to identify other sources of financial support. 49

45. See Large, supra note 39 (noting that China engages with those states that do not recognize
Taiwan).

46. See China's Africa Policy, supra note 10.

47. See Taylor, supra note 41, at 939-41 (arguing that many African leaders resent Western
criticism of their regimes and welcome China's view that sovereignty and economic development
should trump political or civil rights).

48. See, e.g., STEVEN RADELET, CHALLENGING FOREIGN AID 4 (Center for Global
Development 2003) (arguing that aid during the Cold War was motivated by security concerns: "No
one seriously believed that Zaire's Mobutu Sese Seko was using American largesse to vaccinate
children and train teachers."); JOHN D. MONTGOMERY, THE POLITICS OF FOREIGN AID 40-43 (1963)
(describing Burma's movement from U.S. ally (and aid recipient) to Communist ally (and aid
recipient) and back).

49. See Steven R. Ratner, Corporations and Human Rights: A Theory of Legal Responsibility,
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China's approach, though often encapsulated in the shorthand "non-
interference," is actually broader. 50 One important aspect is that China has
proven willing to fund large-scale projects such as conference centers, soccer
stadiums, and the like, that are only loosely connected to economic
development. Such projects are a tangible demonstration of respect that can
pave the way for other projects and can differentiate China from Western
governments. 51 Another aspect of China's approach is what some call "prestige
diplomacy:" granting formal state visits to the leaders of recipient countries or
paying high-level visits to such countries. 52

Of course, African states are eager to partner with China for reasons other
than its non-interference policy. For many African leaders, China's approach
means that it is simply easier to work with China than it is with the West. The
attitude of Sierra Leone's ambassador to China is typical:

We like Chinese investment because we have one meeting, we discuss what they
want to do, and then they just do it.... There are no benchmarks and
preconditions, no environmental impact assessment. If a G8 country had offered
to rebuild the stadium, we'd still be having meetings about it. 53

It should come as no surprise that states eager to develop would embrace
such an approach. Put another way, it is perfectly rational for a state to select
the partner that imposes the lowest costs; other things equal, a less burdensome
procurement process is more appealing than a more burdensome one.

Another important consideration is that deals concluded with China provide
more opportunities for leaders to enrich themselves than do deals with the West.
This plays out in two distinct ways. First, China does not require recipient
countries to implement the kinds of anti-corruption measures that many Western
governments and institutions require. These measures can be specific to the
project, such as those requiring Chad to account for its oil revenues, 54 or

111 YALE L. J. 443, 458 (2001) (arguing that after the end of the Cold War, "many developing-world
states could no longer count ... on economic aid from one side of the iron curtain or the other[;] ...
[a]s a result, the lure of foreign investment became even greater").

50. Whether China's policies actually amounted to non-interference is a separate question.
For example, when Zhou En-lai visited Africa in 1963 and 1964, he repeatedly stated that "Africa is
ripe for revolution." MARTIN MEREDITH, THE FATE OF AFRICA 148 (2005). From the perspective of
many in China, this meant that China was committed to helping Africans in their struggle for self-
determination. See, e.g., Jinyan, supra note 36, at 249 (arguing that Chinese policy reflected the
belief that "China has the obligation to help the African people to achieve and defend their national
independence"). In contrast, many Africans, at least in the early days of modem China's
engagement in Africa, feared that China intended to engage in "feat[s] of subversion" in Africa.
MEREDITH, supra this note, at 148.

51. See Taylor, supra note 41, at 948-49 (arguing that China's unconditioned financial
assistance encourages the creation of "white elephant" projects instead of productive investments).

52. Bates Gill & James Reilly, The Tenuous Hold of China Inc. in Africa, 30 WASH. Q. 37, 38
(2007).

53. Lindsey Hilsum, The Chinese are Coming, NEW STATESMAN, July 4, 2005, at 18 (quoting
Sahr Johnny).

54. See, e.g., Jeremy H. Keenan, Chad-Cameroon Oil Pipeline: World Bank & ExxonMobil in
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general, such as those required by the E.U. for its African and Caribbean trading
partners. 55 For China, the project is paramount; what the recipients of its trade
or aid do with the money is not the primary concern. 56 This means that projects
are relatively easier to pursue with China than would be the case if the recipient
did business only with Western institutions. Second, China does not appear to
monitor whether individual leaders have inappropriately enriched themselves
with funds from a Chinese project. 57 China's approach not only provides
potentially corrupt leaders more opportunities to enrich themselves, it also does
not hold accountable those leaders who do so. The result is that elites can enrich
themselves directly or protect their positions of power by doling out the
proceeds of improper deals without fear of outside scrutiny. 58

C. Short Studies: Angola, Sudan, Zambia & Zimbabwe

A variety of principles and objectives, including non-interference, the
pursuit of resources, and a preference for economic development over other
objectives have shaped China's overall strategy in Africa. But China's approach
has not been monolithic. The particulars of its policy have varied along with its
trading partners. In this Part, I illustrate China's strategy through four short
studies of China's most prominent trading partners. In addition, I draw two
important clusters of lessons. First, I identify some of the ways that China's
presence has changed the incentives that governments face in the developing
world. In addition, I identify the ways that China's practices are likely to
become increasingly common as more states find themselves competing for
resources and more investors find ways to involve themselves in riskier and
more potentially-rewarding projects. Three of the examples, Angola, Sudan,

"Last Chance Saloon" 104 REV. AFR. POL. EcON. 395, 396-97 (2007) (describing framework for
accounting for and investing Chad's oil revenue).

55. See, e.g., Philip Alston & J.H.H. Weiler, An "Ever Closer Union" in Need of a Human
Rights Policy, 9 EUR. J. INT'L L. 658, 688-89 (1998) (describing the various human rights conditions
attached to the economic cooperation agreement between the European Union and states in Africa,
the Caribbean, and the Pacific).

56. The attitude expressed by a Kenyan minister is typical: "The Chinese do not peg their
economic activity or aid to political condition.... You never hear the Chinese saying that they will
not finish a project because the government has not done enough to tackle corruption. If they are
going to build a road, then it will be built." Rob Crilly, Chinese Seek Resources, Profits in Africa,
USA TODAY, June 22, 2005, at 4B. See also Denis M. Tull, China's Engagement in Africa: Scope,
Significance and Consequences, 44 J. MOD. AFR. STUD. 459, 466-67 (2006) (arguing that China's
"dogma of national sovereignty" makes it an attractive alternative to Western lenders or business
partners).

57. See, e.g., China Woos African Trade: In Beijing This Weekend, China is Seeking Tighter
Ties with Regimes Reviled in the West, CHRISTIAN SC. MONITOR, Nov. 3, 2006, at 1 (describing
China's efforts to secure economic ties with Angola and Nigeria, among others, by promising not to
inquire into their internal affairs).

58. See, e.g., Tull, supra note 56, at 467 (arguing that China's approach strengthens "the great
many African governments presiding over hybrid regimes for whom the distribution of patronage
remains an exigency of political survival").
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and Zimbabwe, show the ways that Chinese support has emboldened rogue
regimes and undermined local attempts to hold their governments accountable.
The Zambia example shows the ways that Chinese investment can affect the
investment decisions made by corporations from other states. In addition, the
Zambia example shows how investment from China can undermine local
working conditions.

1. Angola

After almost three decades of civil war, Angola has been relatively peaceful
since 2002. During that time, the competition for Angola's oil has become
increasingly intense. The country is now the largest supplier of oil to China,
and, in four years, Angola is expected to produce as much oil annually as
Kuwait. 59 Angola's economy is almost entirely dependent on oil revenues. For
example, in 2005, the oil sector "accounted for more than 52 percent of GDP, 78
percent of government revenues and 93 percent of exports." 60 In 2006, Angola
earned more than $30 billion from oil exports, 6 1 yet more than two-thirds of the
population lived on less than $2 per day. 62 And Angola's reputation for
corruption and inefficiency is almost unparalleled. Multilateral organizations
like the Organization for Economic Cooperation and Development, non-
governmental organizations like Transparency International, and state
governments agree that Angola is one of the most corrupt business environments
in the world.63 China's involvement in Angola must be understood against this
complex backdrop of resources, war, corruption, and poverty. China clearly is
not to blame for Angola's economic problems. But China's recent involvement
has not made life appreciably better for average Angolans, and it has changed
the set of incentives facing Angola's leaders as they decide how to spend their
country's vast oil wealth.

From 1997 through 2002, more than $4.2 billion, mostly oil revenues,
disappeared from Angola's public accounts. 64 In response, the IMF increased its

59. See Jad Mouawad, Nowadays, Angola is Oil's Topic A, N.Y. TIMES, Mar. 20, 2007
(estimating that by 2011, Angola will produce 2.6 million barrels per day, the same as Kuwait).

60. ORGANIZATION FOR ECONOMIC COOPERATION AND DEVELOPMENT, AFRICAN

DEVELOPMENT BANK, ANGOLA 108 (2007), http://www.oecd.org/dataoecd/3/49/40568599.pdf.

61. Mouawad, supra note 59.
62. WORLD BANK, ANGOLA COUNTRY ECONOMIC MEMORANDUM: OIL, BROAD-BASED

GROWTH, AND EQUITY IV (World Bank Report No. 35362-AO, Oct. 2, 2006) (reporting that 70% of
Angolans live on less than $2 per day).

63. See TRANSPARENCY INTERNATIONAL, GLOBAL CORRUPTION REPORT 330 (2007)
(indicating that Angola is one of the most corrupt countries in the world based on assessment of the
level of corruption in 163 countries).

64. HUMAN RIGHTS WATCH, SOME TRANSPARENCY, NO ACCOUNTABILITY: THE USE OF OIL

REVENUE IN ANGOLA AND ITS IMPACT ON HUMAN RIGHTS 36, table 8 (2004). The Human Rights
Watch report was based on data uncovered by the IMF during its 2002 and 2003 consultations with
Angola. Id. at 36 n.76.
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demands for more transparency and better management of public resources. 65 In
2004, China came forward with an aid package that approximated the IMF
package, but which permitted Angola to avoid the transparency and
accountability conditions that would have accompanied IMF funds. China
agreed to provide Angola with a $2 billion line of credit, backed by oil
revenues. 66 In addition, Angola's state oil company arranged for a similar line
of credit with a lender with links to China, thereby avoiding the transparency
requirements that Western banks would have imposed. 67 Although there is
some evidence that Angola is slowly beginning to modify its fiscal policies, 68 it

is clear that Angola's leaders have not abandoned their use of the oil revenues as
private funds. 69

This short example highlights the role that seemingly obscure financial
issues can have in influencing the promotion and protection of human rights. In
Angola, seven out of ten people live on less than $2 per day. 70 This has not
changed appreciably, even with the influx of oil money.71 To be clear, my
argument is not merely a criticism of democratically-made decisions as to the
best way to distribute government resources. Angola shows-more clearly than
almost anywhere in the world-the connection between extreme poverty and
human rights. Poor people in Angola lack access to clean water, adequate
sanitation, and reliable supplies of food.72 The government continues to subject
people who criticize the government to arbitrary arrest and harassment. 73

Meanwhile, the government has spent the majority of redevelopment funds on
the repair of the railroad that runs from the port city of Benguela to the main

65. INTERNATIONAL MONETARY FUND, ANGOLA: 2004 ARTICLE IV CONSULTATIONS 17 (IMF

Country Report No. 05/228 July 2005) (calling for improved oil revenue management, among other
reforms).

66. See John Reed, Angolan Oil Loan Likely To Raise Transparency Issues, FIN. TIMES, Oct.
11, 2005, at 13 ("China has proved willing to lend to Angola where the IMF has hesitated. Last year
China's Eximbank approved a Dollars 2bn loan to rebuild infrastructure devastated or neglected
during the country's long civil war").

67. Id. at 13.
68. See IMF, ANGOLA: 2006 ARTICLE IV CONSULTATIONS: PRELIMINARY CONCLUSIONS OF

THE IMF MISSION, 15-16 (Mar. 29, 2006) (noting some improvements in financial management,
along with continuing problems with transparency).

69. See Angola: Acting Tough, ENERGY COMPASS at I (Mar. 15, 2007) (noting that the
Angolan government is attempting to dictate more favorable terms with its lenders due to increases
in oil revenues).

70. WORLD BANK, supra note 62.
71. Id. at 112 (describing Angola's oil economy as an "enclave" from which resources do not

reach most poor people).
72. For example, according to the United Nations Development Program, life expectancy in

Angola is just over 41 years, half of all Angolans lack access to clean water, and almost one third of
children under the age of five are underweight. See United National Development Program, Angola:
The Human Development Index - Going Beyond Income, http://hdrstats.undp.org/countries/country-
factsheets/cty.fsAGO.hIml.

73. See, e.g., HUMAN RIGHTS WATCH, WORLD REPORT 76-81 (2008) (describing ongoing
political violence, press restrictions, violence against women, and other issues in Angola).
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mining area almost 800 miles away. 74 These spending decisions are not the
product of democratic choice. Indeed, since it began to receive substantial oil
revenues, the government has repeatedly postponed elections. 75 In the end,
China's willingness to fund the Angolan government without the kinds of
transparency or accountability conditions that other international lenders would
require is in China's strategic interest because China is able to ensure access to
oil for which it is desperate. The cost, however, is borne by the people of
Angola. China's assistance permitted the Angolan government to forego IMF
assistance, which may have contributed to the development of useful
governance norms and created an incentive for the Angolan government to
change its behavior.

2. Sudan

Of all its activities in Africa, China's relationship with Sudan has received
the most scrutiny. As with Angola, the current situation in Sudan has its roots in
the country's complicated history. Nonetheless, China's actions in Sudan are
instructive. Recently, Sudan has gained notoriety for the ongoing genocide in
the western province of Darfur, but there have actually been two distinct
conflicts there. For much of the past two decades, the Arab government of
Sudan engaged in a war with black inhabitants of South Sudan, far from the
Darfur region. 76 China played a role in this war by selling arms to the Sudanese
government, but its role increased dramatically in the 1990s. In 1996, the
Chinese national oil company bought into a consortium of oil companies to
exploit oil fields in South Sudan. 77 When oil revenues began to increase
substantially in 1999, the Sudanese government stepped up its purchases of
weapons and took a more aggressive stance against the Southern rebels. Despite

74. See China's Resource Politics Wins Friends in Africa, ENERGY ECON. at 31, July 2006
(noting that the work on the railway from Benguela to Angola's border with the Democratic
Republic of Congo is financed by a $2 billion loan from China's Eximbank).

75. For example, in its annual report on human rights, Human Rights Watch concluded as
follows regarding Angola:

[Its] increasing international role, along with major investment and trade opportunities
mainly from the oil, diamond, and reconstruction sectors, has helped to insulate
Angola from criticism on good governance and human rights. The World Bank and
other donors have attempted to make lending to Angola conditional on transparency
and good governance, but the government has been able to avoid these conditions by
obtaining large unconditional loans from China.

HUMAN RIGHTS WATCH, supra note 73, at 81.

76. See JOHN GHAZVINIAN, UNTAPPED: THE SCRAMBLE FOR AFRICA'S OIL 280-81 (2007)
(reporting that from "1956 to 1972, and again from 1984 to 2005, the southern states of Sudan were
the scene of one of Africa's most brutal and intractable civil wars, as the mostly black animist and
Christianized South fought against various Arab-and-Muslim-dominated governments in
Khartoum.").

77. See Peter S. Goodman, China Invests Heavily In Sudan's Oil Industry: Beiing Supplies
Arms Used on Villagers, WASH. POST, Dec. 23, 2004, at Al (noting that China bought into the
Sudanese oil consortium in 1996).
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the potential for immense profits, Talisman, a Canadian oil company, sold its
right to exploit oil reserves in South Sudan because of human rights concerns
(and pressure from non-governmental organizations). 78 Since then, China has
only increased its involvement in Sudan. It has continued to sell arms to the
Sudanese government, some of which have been used to drive indigenous black
southerners from their land to clear a path for oil pipelines and new oil fields. 79

Separately, China bought into a second consortium to exploit oil fields in
Darfur. 80 As Western corporations have moved away from Sudan, China has
moved closer.

China's approach in Sudan again shows the link between human rights and
finance. China's support has allowed Sudan to avoid the sanctions that would
typically accompany the kind of human rights abuses that have occurred in
Darfur and elsewhere in the country. States that engage in similar behavior have
found themselves with few allies and little access to funds, particularly for
weapons. 81  China's involvement has insulated Sudan from these effects.
Second, one reason that China has been attracted to Sudan is that it faces less
competition there than it would in other regions. Because most Western oil
companies will not work in Sudan due to reputational concerns, Chinese firms
face a much less competitive environment. 82 In addition, to the extent that
working in a conflict area imposes increased costs on its corporations, China can
offset these costs through its arms sales to the Sudanese government, which the
government uses to continue the conflict. China therefore has no economic
incentive to end the genocide-it has Sudan's oil fields to itself, and it earns
money by selling arms to the Sudanese government. Taken together, these
factors have changed the set of options confronting the government of Sudan
and reduced any incentive to stop abusing its people.

78. See Talisman's Slow Motion Pull-Out, AFR. ENERGY INTELLIGENCE, March 13, 2002
(describing Talisman's efforts to find a buyer for its stake in the Sudanese oil fields); Talisman
Could Face Trial, AFR. ENERGY INTELLIGENCE, Apr. 2, 2003 (describing efforts by Sudanese and
Western non-governmental organizations to hold Talisman legally accountable for the violence in
Southern Sudan).

79. See Karl Vick, Oil Money is Fueling Sudan's War: New Arms Used to Drive Southerners
from Land, WASH. POST, June 11, 2001, at Al (reporting that oil revenue has been used by the
government of Sudan to purchase weapons used to displace the local population in South Sudan).

80. See Goodman, supra note 77, at A] (reporting that China "owns most of a[n oil] field in
southern Darfur").

81. See generally, Nikolay Marinov, Do Economic Sanctions Destabilize Country Leaders?,
49 AM. J. POL. SCI. 564 (2005) (describing history and dynamics of economic sanctions against
recalcitrant regimes).

82. See Goodman, supra note 77, at A l (quoting a Chinese government analyst who stated that
because "China confronts foreign competition," its "companies must go places for oil where
American [and] European companies are not present. Sudan represents this strategy put into
practice").
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3. Zambia

Any discussion of Chinese investment in Africa must consider the
potentially positive economic effects of investment, including the creation of
jobs, the spread of technology, and the long-term ways that competition can
benefit local businesses by sparking innovation and increasing efficiency.
Zambia's experience with investments from China illustrates the complicated
nature of this point. When the Chinese economy began to boom in the 1990s, it
looked abroad for investment opportunities. Zambia was a natural and receptive
target, owing in large part to China's role in the creation of a railroad linking
Zambia's copper mines to a port in Tanzania. In the early 1970s, Chinese
engineers constructed the Tazara Railway, which ran from Zambia's copper belt
to the Indian Ocean port of Dar-es-Salaam and allowed Zambia to export copper
without traveling through the war in what was then Rhodesia. 83 And today,
China's investments in Zambia have contributed to substantial growth in several
economic sectors. 84

Compared with Sudan, China's involvement in Zambia is much less well-
known in the West, but it illustrates the complicated nature of China's
investments in Africa. As China's economy grew in the 1990s, its need for
copper grew substantially, and it invested in several moribund Zambian copper
mines, including one in Chambishi, in Zambia's so-called copper belt. 85 At the
time, Zambians were eager for the business and the promised investments in
infrastructure. Local enthusiasm began to wane as it became clear that the
Chinese investors intended to fill the best jobs with Chinese workers. Then, in
2005, an explosion at the mine killed 46 Zambian workers, many of whom were
initially not identified because the mine operators did not keep records of local
workers. 86 Little more than a year later, six Zambian workers at a Chinese-
owned mine were shot after a demonstration protesting the alleged non-payment
of wages. 87 These incidents prompted protests in Zambia and became an issue
in the 2006 presidential election in which the challenger argued that, if elected,

83. See generally Jamie Monson, Defending the People's Railway in the Era of Liberalization:
Tazara in Southern Tanzania, 76 AFRICA 113 (2006) (describing the history of the Tazara Railway).

84. See Janet Li, Making Progress: Zambia's Improving Condition, 28 HARV. INT'L REV. 6
(2006) (describing the effect of foreign investment on Zambia's economy).

85. See Jonathan Clayton, African Protests Show China that Investment Comes With Heavy
Price, THE TIMES (London), Feb. 3, 2007, at 46 (describing China's investments in the copper
sector). China's investments in Zambia were not limited to copper mines. In the past decade it has
invested heavily in the creation of facilities to manufacture textiles for export and commercial farms.
See Zambia Turns to China, AFR. ANALYSIS, Nov. 14, 2003, at 15.

86. See Michael Wines, Zambia: Anger After 50 Die in Chinese Plant, N.Y. TIMES, Apr. 22,
2005, at A8 (describing explosion in a facility in the mining complex that manufactured munitions
for use in mines and noting that many of the deaths "were casual workers with no records").

87. See John Reed, China's African Embrace Evokes Memories of the Old Imperialism, FIN.
TIMES, Sept. 28, 2006, at 17 (describing the April 2005 explosion that killed 46 workers and the July
2006 incident in which six workers were shot).
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he would restructure Zambia's relationship with China. 88 Chinese officials
stated that they would withhold further investments until after the election,
which the China-friendly incumbent won.89  After the election, China's
president announced that China would forgive approximately $211 million of
Zambia's debt to China. 90

Zambia's experience illustrates an important issue. When China began to
invest in Zambia, it signaled to other investors that Zambia's mining sector was
a potentially lucrative investment. To be sure, Zambia's economic health has
long depended on copper mining, 91 but China's interest helped spark renewed
interest in several dying mines. For example, an Indian group bought one major
mine, and Australian investors bought into another. 92 The important point is
that as Western firms are forced to compete with Chinese firms with a higher
tolerance for risk, Western firms must increase their tolerance for risk or face a
loss of market share or access to natural resources. Such competition can bring
economic benefits to the host country, but these benefits come at a social cost
for the people in the host country in the form of dangerous labor conditions,
environmental degradation, and the like.

4. Zimbabwe

China's relationship with Zimbabwe's president, Robert Mugabe, began
even before Zimbabwe gained independence. In the war for independence,
China backed Mugabe's faction over a rival group in a black-opposition power
struggle. 93 After Zimbabwe's independence, China remained a loyal ally. That
relationship grew in the past decade as Zimbabwe faced sanctions from the West
for a variety of human rights abuses. The most prominent abuse was an eviction
campaign in 2005. Called "Operation Restore Order" by the government, the
program displaced as many as 700,000 citizens as the government razed homes
and businesses. 94  In light of this and many other problems, Western

88. See Michael Wines, Strong Challenge to Zambia's President, N.Y. TIMES, Sept. 29, 2006.

89. Id. (describing statements by China's ambassador to Zambia that investors might withhold
funds if the challenger won the election); see also Clayton, supra note 85, at 46 (noting that the
incumbent won the election amid allegations of electoral fraud).

90. See China Forgives $200m Zambia Debt, AFRICAN Bus., Jan. 2007, at 8.

91. See Neil Ford, Zambia: Riding the Copper Rollercoaster, AFRICAN Bus., Mar. 2007, at 56
(noting that the "Zambian economy has traditionally moved in tandem with fluctuations in the
international price of copper").

92. See Rebecca Bream & Michael Peel, Bars to a Copper Bonanza, FIN. TIMES, Dec. 22,
2006, at 10 (describing Vedanta's 2004 investment in Konkola, a Zambian mining group); see also
Ford, supra note 91, at 56 (describing investments by Australian and Canadian firms in Zambia's
mining sector).

93. See Mugabe Gets Shelter, FIN. TIMES, Feb. 23, 2006, at 15 (noting that the Soviet Union
backed one faction while China backed Mugabe's faction).

94. See John Reed & Mark Turner, Zimbabwe's Urban Clearance Policy "Catastrophic:"
UN, FIN. TIMES, Jul. 23, 2005, at 7 (describing the government's program to eliminate slums and
evict squatters).
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governments imposed sanctions on Zimbabwe and the IMF suspended its
operations there.

Without this support, and facing inflation of upwards of 1000 percent,
Zimbabwe turned to China for assistance as part of its "Look East" policy. 95

The new strategy entailed encouraging investment from China, including
granting Chinese firms substantial stakes in formerly state-owned firmS.96 Many
of the agreements are barter deals: China lends money or invests in a firm in
exchange for natural resources. 97  Faced with a Western arms embargo,
Zimbabwe purchased military aircraft from China. 98 The Look East policy even
extends to education. Zimbabwe's public universities are working with Chinese
officials to begin developing new required courses in Chinese history and
language. 99 China's support of Zimbabwe offers perhaps the starkest example
of the social consequences of unconditioned financial support. Without China,
there is almost no way that Zimbabwe's president could have remained in
power.

III.

CONVENTIONAL ACCOUNTS OF STATE BEHAVIOR AND UNCONDITIONED WEALTH

Are states sensitive to the source of their wealth? Does it matter whether a
state receives the bulk of its income from taxes on goods produced domestically,
or from oil revenues, or in the form of aid from other countries? It is true, of
course, that most states in the developing world derive revenue from these and
many other sources. And it is likely a fool's errand to attempt to specify any
single factor as the sole or primary reason that any government behaves at it
does. Despite these limitations, there is evidence that the source of a regime's
wealth might well affect human rights practices in the country. These issues
have taken on increasing importance with China's recent investments in Africa
because they are largely devoid of the conditions that historically have
accompanied foreign investment or assistance. In this Part, I start by assessing

95. See Alec Russell, Beijing Quietly Cools Harare Ties, FIN. TIMES, June 6, 2007, at 9
(noting that "Beijing has refused to condemn [Mugabe's] repressive policies and has provided loans
to help prop up the crumbling economy" since the inauguration of the Look East policy in 2003); see
generally Jeremy Youde, Why Look East? Zimbabwean Foreign Policy and China, 53 AFRICA Now
3 (2007) (describing the roots of Zimbabwe's new strategy).

96. See In Brief: Zimbabwe, NEW AFR., July 2006, at 27 (describing a deal in which China
provided "1,000 Chinese buses in return for a 75% share in Zimbabwe's urban transport sector").

97. See Tony Hawkins, Scepticism Pervades China 's Trade Finance Deals with Zimbabwe,
FIN. TIMES, June 28, 2006, at 13 (describing Chinese loans and investments in exchanges for
promises to supply chrome).

98. See World Briefing Africa: Mugabe Buys More Chinese Jets, N.Y. TIMES, Aug. 24, 2006,
at A8 (reporting that Zimbabwe bought a total of 12 military jets from China in 2005 and 2006).

99. See Wachira Kigotho, Zimbabwe Orders University Students to Study Chinese, CHRON.
HIGHER EDUC., Feb. 10, 2006, at A36 (describing plans to develop new courses in Chinese language
and culture).
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the effect of resource wealth on regime behavior. There is a well-developed
economic literature suggesting that rapid influxes of wealth from natural
resources can have a profound effect on the domestic economy of a state.
Moreover, according to a political economic approach, there is increasing
evidence that resource wealth can contribute to a weakening of democratic
institutions, an increase in official corruption, and a deterioration in human
rights practices. I then consider the effects of foreign aid, which largely parallel
those of resource wealth. In the end, this survey of the literature is important to
my argument because it helps frame the likely effects of China's investments in
Africa.

A. The Macroeconomic Approach: The "Dutch Disease"

Economists have long noted that rapid infusions of wealth from foreign
sources such as remittances from colonies or earnings from exports can disrupt
the domestic economy.' 00 Known variously as "the Dutch disease"'101 or the
resource curse, the basic economic analysis looks at the effect that a rapid
expansion in the export of natural resources has on a domestic economy. A
natural resources boom can affect a domestic economy through two closely-
linked causal pathways. First, in a typical domestic economy, one reason that
goods manufactured for export are valuable is that they generate foreign
exchange, which can be used to import goods from other countries. But if, for
example, natural gas is discovered and begins to generate significant amounts of
foreign exchange, there is no longer a need to manufacture other goods for
export because the domestic demand for foreign currency has already been
satisfied.102 One consequence of this is to make products produced solely for
the domestic market relatively more expensive and to suppress the profitability
of goods (other than natural resources) produced for export. 103 Put slightly
differently, it is the effect of increased earnings from the sale of natural
resources on demand that matters. 104 Assume that the demand for some goods

100. See, e.g., JAIME Ros, DEVELOPMENT THEORY AND THE ECONOMICS OF GROWTH 212-13,
392 n.l (2000) (noting that the first example of what came to be known as the Dutch disease came
from "the transformation of Spain into an importer of manufactures from, ironically, the Netherlands
following the large inflows of gold and silver from its colonies in the New World").

101. The label "Dutch disease" appears to have appeared for the first time in the Economist
magazine in 1977, in an article that sought to explain the contrast between the "external health and
internal ailments" of Holland's economy. The Dutch Disease, ECONOMIST, Nov. 26, 1977, at 82.

102. See PAUL COLLIER, THE BOTTOM BILLION: WHY THE POOREST COUNTRIES ARE FAILING

AND WHAT CAN BE DONE ABOUT IT 39-40 (2007) (describing the macroeconomic rationale for the
Dutch disease).

103. See, e.g., Mohsen Fardmanesh, Dutch Disease Economics and the Oil Syndrome: An
Empirical Study, 19 WORLD DEV. 711 (1991) (Arguing that an increase in "the relative price of non-
traded goods increases the relative profitability of the non-traded goods sector and contracts the
(non-resource) traded goods sector").

104. See, e.g., Michael Bruno & Jeffrey Sachs, Energy and Resource Allocation: A Dynamic
Model of the "Dutch Disease, " 49 REV. ECON. STUD. 845, 846 (1982).
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can be satisfied by importing them, but that other goods can only be produced
domestically. In this case, the relative price of domestically-produced goods
will rise, and draw capital and labor "into the non-traded goods sector and away
from tradeables."' 105 Thus, in a developed economy, the result of a natural
resources boom on a domestic economy can be to raise the price of local goods
and services and reduce the value of non-resource exports. 106

In a developing economy, the results can be similar, but, owing to
structural differences between developed and developing economies, the causal
pathways are somewhat different. A resource boom has at least two important
effects. First, because of changes in the relative rates of return in different
economic sectors, a boom can cause resources to shift from one sector of the
economy to another-"the resource movement effect." 10 7 The second effect is
the "spending effect," which occurs when increasing incomes lead to greater
spending on some goods and services (primarily those associated with the
booming industry), thereby increasing their price and causing the real exchange
rate to rise. 108 Because the relative size of each effect is determined by other
features of the economy, it is here that developing economies can differ from
developed economies. The most important factor is whether the sector
responsible for the boom-typically the exploitation of a resource such as oil or
gas--depends mostly on resources that can be drawn from other sectors of the
economy. 09 If, as is often the case, "the oil sector in a developing country is an
enclave with respect to the rest of the economy (since it uses mainly imported
materials and labor)," there is unlikely to be a significant shift of resources
within the domestic economy. 110 On the other hand, the spending effect can be
significant as goods with increased demand drive up the prices of one category
of goods more than another. "'l

B. The Political Economy Approach: The Resource Curse

The Dutch disease literature seeks to explain the relationship between
resource endowments and economic outcomes. This macroeconomic model,
though useful for explaining a number of cases, is limited because it does not
account for those states with substantial natural resources that are growing. Put
another way, why do some states with natural resources show remarkable

105. Id.

106. Id.

107. W. Max Corden & J. Peter Neary, Booming Sector and De-Industrialization in a Small
Open Economy, 92 ECON. J. 825, 827 (1982).

108. Id.

109. Id.
110. Nancy C. Benjamin et al., The 'Dutch 'Disease in a Developing Country: Oil Reserves in

Cameroon, 30 J. DEV. ECON. 71, 72 (1989).

111. Id. at 73.
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growth while others seem to suffer despite their riches? 1 2 It is true, of course,
that economic models are not laws of nature; that a model explains one situation
does not mean it will explain every apparently similar situation. Even so, this
model does not fully account for the robust empirical evidence showing that a
reliance on natural resource exports, particularly oil, is associated with lower-
quality governance, greater corruption, and a higher likelihood of civil war.
First, as to governance, the strongest association is between a greater incidence
of authoritarian governance and oil wealth. Even when controlling for a range
of other factors that might influence governance, "oil does hurt democracy.""' 3

What is more, "oil does greater damage to democracy in poor states than in rich
ones," even if exports are relatively small.114 Next, as to corruption, there is
evidence that natural resource wealth creates strong incentives for economic
actors to bribe those who control access to the resources."i 5  Finally, the
evidence of the association between resource wealth and civil conflict is
compelling and appears robust across a number of contexts. 116

112. See Halvor Mehlum et al., Cursed by Resources or Institutions?, 29 WORLD ECON. 1117
(2006) ("Imagine that a valuable natural resources is suddenly discovered in both Afghanistan and
Switzerland. What would be the economic consequences in each of the two countries be? Would
the new wealth turn out to be a curse or a blessing?").

113. Michael L. Ross, Does Oil Hinder Democracy, 53 WORLD POL. 325, 356 (2001)
(presenting evidence that wealth from other resources hinders democracy is not as strong as the
evidence regarding oil, but the association still exists).

114. Id.

115. See Elissaios Papyrakis & Reyer Gerlagh, The Resource Curse Hypothesis and Its
Transmission Channels, 32 J. COMP. ECON. 181, 188 (2004) (citing econometric analyses suggesting
that "natural resources provide rents," "promote rent-seeking competition" and "induce economic
agents to bribe the administration in order to gain access" to the rents). For illustrations of the
phenomenon, see generally Nicholas Shaxson, Oil, Corruption and the Resource Curse, 83 INT'L
AFF. 1123, 1124 (2007). Shaxson's examples demonstrate his larger claim, which is that "all the
sub-Saharan African oil-producing countries, except Gabon and Cameroon, show below-average
performance" on several leading measures of government performance and quality of governance.
Id. at 1124.

116. There have been a number of theoretical and empirical assessments of the connection
between resource wealth and civil conflict. See generally Paul S. Orogun, Plunder, Predation, and
Profiteering: The Political Economy of Armed Conflict and Economic Violence in Modern Africa, 2
PERSP. ON GLOBAL DEV. & TECH. 283 (2003) (examining the links between natural resources and
conflict in Liberia); Silje Aslaksen & Ragnar Torvik, A Theory of Civil Conflict and Democracy in
Rentier States, 108 SCANDINAVIAN J. ECON. 571 (2006) (employing econometric model to assess the
connection between resource abundance, political competition, and civil violence); Paivi Lujala et
al., Fighting Over Oil: Introducing a New Dataset, 24 CONFLICT MGMT. & PEACE STUD. 239 (2007)
(using new data regarding the abundance of resources, the location of resources within states, and
the length and type of conflict to assess connection between resource wealth and civil conflict).
These studies are generally consistent with each other, and show a connection between resource
abundance and civil conflict. Perhaps the most reliable results come from a recent study by Michael
Ross, who attempts to account for the flaws in earlier econometric studies. Based on his own
analysis, Ross reaches two primary conclusions:

First, the likelihood of civil wars in countries that produce oil, gas, and diamonds rose
sharply from the early 1970s to the late 1990s. So did the number of conflicts in
which insurgents raised funds by selling contraband resources. Second, exogenous
measures of oil, gas, and diamond wealth are correlated with the onset of civil war,
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C. Foreign Aid: Different Source, Similar Effects

In addition to revenue from the sale of natural resources, an important
source of revenue for many poor countries is foreign assistance. Wealthy
countries provide vast amounts of money per year to poor countries in the form
of grants and loans. In the past, much of this assistance was provided as loans
that were, in theory, required to be repaid. More recently, foreign aid has come
in the form of grants, with no obligation of repayment. The conventional
approaches to aid had two broad justifications. First, aid is viewed as an
instrument of foreign policy, designed to influence recipient states to behave in
ways that benefit the donor state. "17 On this account, aid can be either a carrot
or a stick. Poor states know that if they wish to receive (or continue to receive)
aid, they must behave in particular ways. Or, if states fail to behave, the donor
state might withdraw aid (or provide it to the recipient's strategic rival). The
second conventional account of aid is that it is provided because of some moral
obligation-wealthy states provide aid because they can and because poor states
need it to reduce the suffering or increase the social welfare of their people. 18

The two most common measures of the effectiveness of aid are whether the
aid contributed to economic growth or enhanced democracy. '" Most aid flows
from wealthy democracies like the U.S., Europe, and Japan to poor non-
democratic states. For donors, whether this aid was a wise use of funds was
thought to depend, at least in part, on whether recipient states became more
democratic and more market-oriented. The other most common test of the
effectiveness of aid is whether the recipient state experienced economic
growth. 120 The evidence suggests that aid, at least as conventionally defined and
delivered, has been largely ineffective on both scores. 121

and these correlations are robust along several dimensions.

Michael Ross, A Closer Look at Oil, Diamonds, and Civil War, 9 ANN. REV. POL. Sci. 265, 267
(2006).

117. See, e.g., NICHOLAS EBERSTADT, FOREIGN AID AND AMERICAN PURPOSE 135 (1988)
(arguing that the purposes of American foreign aid are "to augment American political power
throughout the world" and to "support the postwar liberal international economic order that the
United States helped create and is committed to preserving," thus "this is not only a strategic goal
but an objective dictated by U.S. moral and humanitarian concerns.").

118. See generally JOHN DEGNBOL-MARTINUSSEN & POUL ENGBERG-PEDERSEN, AID:
UNDERSTANDING INTERNATIONAL DEVELOPMENT COOPERATION 10-12 (2003) (surveying a variety
of moral and humanitarian arguments used to justify the provision of foreign aid by wealthy donor
states).

119. See, e.g., ROBERT CASSEN & ASSOCIATES, DOES AID WORK? 7-10 (1988) (measuring the
effectiveness of aid by asking whether "aid contribute[s] macroeconomically or otherwise to
growth," and related questions).

120. See, e.g., Craig Burnside & David Dollar, Aid, Policies and Growth, 90 AM. ECON. REV.
847, 864 (2000) (stating that the "primary question" when evaluating development assistance is "the
effect of aid on growth").

121. The literature on the relationship between development assistance shows the complicated
nature of the question, and I do not purport to resolve it here. But even scholars who sharply
disagree about many issues relating to the effectiveness of aid seem to agree that aid has generally
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There is little consensus about why aid has been so ineffective at achieving
donors' stated goals. Consider three hypotheses. One theory is that aid creates a
type of moral hazard for recipients.12 2  There are many versions of this
argument, but most suggest that recipients of aid use it not to open their
economies or invest in their own people, but to entrench their own power
through legitimate or illegitimate means.123 On this theory, aid is ineffective
because donors are unable to control the uses to which recipients put aid, which
allows recipients with a desire to stay in power to do so.124 Another element of
this theory is that aid can undermine the recipient government's incentive to
pursue policies that might improve social welfare but might simultaneously
create political risk for incumbents. Aggressive tax collection and high tax rates
are an example of such a policy. 125

A second explanation for the apparent ineffectiveness of aid is that aid too
often comes with unhelpful requirements for its use. This theory holds that aid
amounts to a form of centralized planning that can cause recipient states'
bureaucracies to swell and can cause recipient economies to develop in ways
that are responsive to the ill-conceived ideas of donors rather than the expressed

not been successful. Compare id. at 848 (concluding that "on average aid has had little impact on
growth, although a robust finding was that aid has had amore positive impact on growth in good
policy environments"), and William Easterly et al., Aid, Policies, and Growth: Comment, 94 AM.
ECON. REV. 774, 779 (2004) (criticizing Burnside & Dollar and finding virtually no positive effect
from aid). One careful recent assessment of the impact of aid on economic growth concluded that,
although many types of aid do not contribute to growth, short-term aid is associated with growth.
See Michael Clemens et al., Counting Chickens When They Hatch: The Short Term Effect of Aid on
Growth 40 (Ctr. for Global Dev. Working Paper, 2004). In that study, the authors divided aid into
three categories, determined by where the aid was targeted and how it was used: emergency aid,
long-term aid, and short-term aid. The authors found that short-term aid is correlated with economic
growth. Id. at 3.

122. See, e.g., Karen L. Remmer, Does Foreign Aid Promote the Expansion of Government?,
48 AM. J. POL. Sci. 77, 82-83 (2004) (finding, based on empirical study, that a recipient state's
"dependence [on foreign aid] is ... translated predictably into increased government spending over
the long run").

123. See, e.g., Stephen Knack, Aid Dependence and the Quality of Governance: Cross-Country
Empirical Tests, 68 S. ECON. J. 310 (2001) (presenting data showing that "higher aid levels erode the
quality of governance, as measured by indices of bureaucratic quality, corruption, and the rule of
law").

124. See, e.g., Philip R. Lane & Aaron Tomell, Power, Growth, and the Voracity Effect, I J.
ECON. GROWTH 213 (1996) (arguing that aid and other sources of income can increase official
corruption as politicians compete for control of rents); Alberto Alesina & Beatrice Weder, Do
Corrupt Governments Receive Less Foreign Aid?, 92 AM. ECON. REV. 1126, 1127 (2002) (finding
empirical support for the "voracity effect" by showing that "an increase in aid increases
corruption").

125. There is some empirical support for this hypothesis. A recent study of the relationship
between receipt of aid, expansion of the size of government, and local revenue generation such as
taxation found that increases in aid are associated with increases in the size of the government.
Remmer, supra note 122, at 82-83. In addition, the study found that aid "dependence is negatively
linked with the growth of state revenues" generated locally. Id. at 87. This suggests that states that
receive substantial amounts of foreign aid are less likely to attempt to generate revenue from local
sources.
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preferences of local consumers or other legitimate market forces. 126 In contrast
to the moral hazard theory, this account suggests that the problem is that the
policy preferences of donors are followed too closely, thereby distorting the
natural or appropriate development of the local economy.

Finally, some argue that aid has been ineffective at increasing social
welfare because improving social welfare is not the true objective of the donor
or recipient government. 127 This approach assumes that states provide aid only
to enhance their strategic positions and that recipient states are motivated mainly
by a desire to retain power. In this scenario, neither the donor nor the recipient
is actually committed to the purported aims of aid.

IV.
THE EFFECTS OF UNCONDITIONED WEALTH

In this Part, I analyze the ways that unconditioned wealth can contribute to
negative social outcomes. These issues are essential to my principal arguments:
that Chinese investment in Africa amounts to unconditioned wealth, and that
these investments may reduce rather than enhance social welfare. Wealth,
particularly unconditioned wealth, creates strong incentives that affect the way
political actors govern, manage state enterprises, and allocate resources. My
analysis will necessarily focus heavily on the role of state institutions because, at
their core, institutions are the mechanisms by which political incentives are
channeled. At this level of generality, it should come as no surprise that states
with strong institutions tend to handle resource wealth more effectively than
states with weak institutions. 128 The difficult task is to identify the causal
pathways through which these incentives affect state behavior. 129  After
exploring causation, I build on this analysis to consider which conditions, if any,
might be attached to unconditioned wealth to mitigate its possible negative
effects.

126. The most forceful version of this argument comes in William Easterly's recent book The
White Man 's Burden. Easterly argues that the conventional Western approach to foreign assistance
relies heavily on "planners," who impose conditions on aid recipients that stymie growth and
undermine the recipients' incentives to develop their own economies. See WILLIAM EASTERLY,
WHITE MAN'S BURDEN: WHY THE WEST'S EFFORTS TO AID THE REST HAVE DONE SO MUCH ILL
AND SO LITTLE GOOD 4, 6-30 (2006).

127. See WORLD BANK, ASSESSING AID: WHAT WORKS, WHAT DOESN'T, AND WHY 16 (1998)
(arguing that one of the reasons for the generally poor record for foreign assistance programs is that
the "actual allocation of aid has often been influenced by the strategic interests of donors" which has
meant that "much bilateral aid has gone to countries with poor management").

128. See, e.g., Mehlum, et al., supra note 112, at 1119 (surveying the resource curse literature).

129. At the outset, I should acknowledge that I do not attempt to determine whether resource
wealth damages or strengthens institutions. I confine myself to considering the well-established
association between weak institutions, weak economic and democratic outcomes, and resource
abundance.
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A. Governance Effects

One economic explanation for the resource curse is that resource wealth
has the effect of reallocating domestic production in inefficient ways. On this
account, the resource sector pulls capital and labor away from other sectors that
might, over the long term, be more likely to improve social welfare or might
improve social welfare for more people. Similarly, resource wealth can
undermine the incentives that might produce responsive political institutions or
efficient policies. Put another way, when domestic institutions do not create
sufficient barriers to "discretionary redistribution" of resource rents and political
power, the result can be a "redistributive struggle" in which "a greater share of
resources ends up in nontaxable inefficient activities" than would be optimal. 130

My focus here is not on the policies adopted to manage the wealth but on the
ways that leaders and aspiring leaders attempt to gain and retain power.

When natural resources are described as a curse, one prominent reason is
the effect that resource wealth seems to have on the way politicians act. There is
no way to know how politicians respond to incentives. Consider first the most
general issue: whether states that derive most of their income from oil revenues
score worse on various measures of democracy. The available evidence
suggests that resource revenues are associated with weaker democracies. 131

More specifically, resource wealth does not appear to destroy well-functioning
democracies. 132 Instead, it appears to strengthen autocratic regimes and delay or
prevent transitions to democracy that might otherwise be expected. 133

Unconditioned wealth shapes the incentives politicians face in three areas.
First, if political power is the primary means to obtain access to wealth,
politicians have a strong incentive to retain power for as long as possible.
Consequently, unconditioned wealth creates an incentive to centralize control of
access to the source of the wealth. Second, unconditioned wealth can lead
politicians to cease to rely on taxes or other sources of revenue available only if

130. Aaron Tomell & Phillip R. Lane, The Voracity Effect, 89 AM. ECON. REv. 22, 23 (1999).
Tomell and Lane argue that where political and legal institutions are weak, unconditioned wealth
can produce "a more-than-proportional increase in redistribution" of wealth from resource rents. Id.
at 42.

131. See Ross, supra note 113, at 346 (arguing that the regression results "suggest ... that a
state's reliance on either oil or mineral exports tends to make it less democratic"). In the study,
reliance on oil or mineral wealth was a measure of the export value of the commodity as a
percentage of gross domestic product. Id. at 358. The extent to which a regime was democratic was
measured using several indicators, mostly relying on data gathered by non-governmental
organizations. Id.

132. See Jay Ulfelder, Natural-Resource Wealth and the Survival of Autocracy, 40 COMP. POL.
STUD. 995, 996 (2007) (concluding, based on the empirical evidence, "that ... resource wealth has
played a significant role in helping to sustain authoritarian rule in numerous countries that have
never attempted democracy and in delaying a return to democracy in some countries that have").

133. Id. at 1012 ("Other things being equal, autocracies that derive more of their national
income from oil, natural gas, and other mineral resources are substantially less likely to transition to
democracy.").
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the politician is at least moderately sensitive to the wishes of citizens. Finally,
when political power and wealth are so closely linked, and when politicians can
distribute resource revenue however they wish, there is a strong trend to increase
the number of government jobs beyond an optimal level.

In many poor countries, the path to wealth almost invariably leads through
political office. This is particularly true in resource-rich states in which the
government controls access to the revenue generated by resource extraction.
When this is the case, those in power have an incentive to maintain tight control
over access to resources, and incumbency can emerge as a substantial
advantage. 134  Broadly speaking, the evidence supports this intuition. For
example, other things equal, states that derive a substantial portion of their
revenue from oil wealth tend to have regimes that are longer-lived,35 and less
democratic than would otherwise be expected. 136

It is, of course, difficult to determine exactly why this is so. Consider the
example of Nigeria. There, the state-owned oil company is a partner in every
project relating to the country's abundant oil and natural gas, which ensures that
government ministers have a constant source of revenue. 137 Such an ownership
structure is perfectly rational from the perspective of a politician concerned with
staying in power, but it can undermine political accountability for two primary
reasons. First, only incumbent politicians (and their allies) have access to
resource rents. This means that the advantages of incumbency-present in
virtually every democracy-are multiplied significantly, which gives
incumbents a strong incentive to stay in power. 138 Second, potential challengers
to incumbents see the same landscape as do incumbents. This could have the
effect of driving honest leaders from politics or attracting leaders whose only
interest is money.

Another explanation for the negative political effects of resource wealth
again begins with the assumption that in states rich with resources, those in
power will spend prodigiously to remain in power. If this is true, do resource-
rich governments spend resource wealth to purchase stability, and if so, what are
the effects of this spending? In Africa, states "with large natural resource

134. See generally Silje Aslaksen & Ragnar Torvik, A Theory of Civil Conflict and Democracy
in Rentier States, 108 SCANDINAVIAN J. ECON. 571, 584 (2006) (presenting empirical results
showing that greater "resource wealth increases the expected payoff from both elections and
conflict").

135. See Benjamin Smith, Oil Wealth and Regime Survival in the Developing World, 1960-
1999, 48 AM. J. POL. Sci. 232, 238 (2004) (finding that "[o]il dependence is a positive predictor of
durability, but at the same time is negatively related to democracy, another positive predictor").

136. See Nathan Jensen & Leonard Wantchekon, Resource Wealth and Political Regimes in
Africa, 37 COMP. POL. STUD. 816, 827 (2007) (presenting "empirical tests show[ing] a negative
correlation between the existence of natural resources and the level of democracy in Africa").

137. See Nigeria: Oil Sector Reforms, 44 AFR. RES. BULL. 17579, 17580-81 (2007) (describing
the relationship between the Nigerian National Petroleum Corporation and foreign oil companies).

138. See, e.g., id. at 17580 (reporting that the national oil company had failed to account for
approximately $5.18 billion in revenue).
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endowments have higher levels of government consumption than resource-poor
countries."1 39 Governments can spend this wealth in several ways. One way for
incumbent politicians to maintain support is to increase the number of public-
sector jobs. This strategy, while useful to those who receive the new jobs and
the politicians who may be more likely to be reelected, comes at the cost of
"transferring labor from the relatively high productivity private sector to the low
productivity public sector."' 4 0 Another strategy is to put in place economic
policies to win favor with consumers, by ensuring low prices for consumer
goods, and loyal producers, by ensuring low prices for inputs.

Zambia's experience with resource wealth, albeit extreme, is a useful
illustration of both problems. ' 4' To maintain its hold on power, Zambia's ruling
party hired thousands of urban workers to fill government and party positions. 142

The government also instituted price controls to benefit urban voters, 143 and
manipulated financing and licensing requirements to benefit loyal businesses. 144

The government paid for these policies using revenue from the state-controlled
mining company. 4

1

B. Management Effects

States that receive a substantial portion of their income from selling natural
resources (or from any other single source) must act as managers for those
resources. The need for political actors to be reliable stewards of wealth is not,
of course, unique to resource-dependent states. Unconditioned wealth, however,
presents particularly difficult management challenges and creates incentives that
can lead even the best managers to make bad decisions. In this section, I assess
the incentives that confront states in their roles as managers of wealth. It is
important to note that although this part considers some of the economic effects

139. Jensen & Wantchekon, supra note 136, at 828.
140. James A. Robinson, et al., Political Foundations of the Resource Curse, 79 J. DEV. ECON.

447, 459 (2006).

141. My discussion of Zambia draws on the thorough analysis in Robert H. Bates and Paul
Collier's The Politics and Economics of Policy Reform in Zambia, 4 J. AFR. ECON, 115 (1995).
Bates and Collier analyzed the process of policy reform in Zambia against the backdrop of a history
of resource wealth, mainly from copper. They summarized their findings as follows: "The
incentives created by the system of Presidential elections induced a systemic bias in favour of the
formation of state industries, the conferral of consumer subsidies, and the control of prices." Id. at
141.

142. Id. at 117 (noting that the ruling party "filled over 40,000 local offices" in the capital
alone).

143. Id. at 123-24 (describing policy of the ruling party to implement price controls in urban
markets).

144. Id. at 124 (to win the support of loyal firms, the government provided them with
"abundant allotments of foreign exchange, priority in the licensing of imports, and sufficient
amounts of capital").

145. Id. (noting that the primary source of finance for the government was the state holding
company that included mining, energy, transport, and banking interests).
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of resource wealth, it is not an analysis of the economic theories underlying the
resource curse. Instead, my goal is to focus on politicians as managers of
unconditioned wealth to consider the complicated ways that political and
economic incentives combine to produce negative social outcomes.

Politicians as managers face three related challenges. In all instances, two
assumptions hold: first, that resources are managed (directly or indirectly) by
politicians whose hold on power is unsure; and second, that resource wealth
represents their sole or principal reliable source of wealth. Under these
conditions, politician managers face a powerful incentive to exploit the
resources much more quickly than would otherwise be optimal. If an incumbent
politician knows that his political survival depends on his ability to create and
fill public sector jobs, for example, his immediate need for revenue may well
outweigh arguments supporting a slower extraction schedule. Second,
politicians may make poor investment decisions with the wealth generated by
resource income. For example, a politician may decide to build a soccer
stadium instead of investing in schools. 146 Or a politician may build a factory at
a location that will bring political benefits but is not economically optimal. 147

Finally, politician managers have an incentive to avoid developing other sources
of revenue that may be more sustainable over the long term but are politically
unpopular. Low taxes, or poor tax collection, are prominent examples of this.

The experience of Equatorial Guinea illustrates the point. Before 1990, the
country was desperately poor; its only real export was cocoa, and prices had
fallen dramatically in the previous decade. 148 But after the discovery of oil and
natural gas, the economy grew at an annual rate of more than 41% for five years
in a row.149 The problem for Equatorial Guinea is that its only real source of
wealth is petroleum products. If today's politicians pump oil out of the ground
as quickly as they can and use the revenue in unproductive ways, then there is a
risk that the country will quickly fall into poverty once again. For many states
that rely on resources as a primary source of income, allocating resources

146. See Elsa V. Artadi & Xavier Sala-i-Martin, The Economic Tragedy of the XXth Century:
Growth in Africa, (NBER Working Paper Series No. 9865, July 2003). Artadi & Sala-i-Martin
survey data showing that the ratio of public to private investment in Africa has contributed to
Africa's poor growth record. Their work, and the research they cite, shows that investment by
governments is often inefficient, and not a major contributor to economic growth, because
investment decisions are driven by political concerns. Private sector investment-what they
describe as "rate-of-return-driven investment"-is more likely to contribute to economic growth
because those making the investments are less susceptible to political influences. See id.

147. See, e.g., James A. Robinson & Ragnar Torvik, White Elephants, 89 J. PUB. ECON. 197,
198 (2005) (describing decisions by the government of Zambia to place manufacturing plants in
locations that would ensure support from voters even though the locations were not served by
reliable transportation networks and alternative locations were available).

148. See'Jedrzej George Frynas, The Oil Boom in Equatorial Guinea, 103 AFR. AFF. 527, 528
(2004) (describing the collapse of the cocoa-based economy).

149. See id. at 527 (reporting that the gross domestic product of Equatorial Guinea "is said to
have grown by a staggering average of 41.6 percent per year between 1997 and 2001, the highest in
the world").
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between current and future generations is a principal concern. Determining the
optimal pace of resource extraction is difficult for any manager, but it is doubly
difficult for managers who may lose their grip on power at any time. 150 Another
concern is that politician-managers may select resource extraction methods that
provide generous revenues in the short term but generate significant long-term
environmental problems. Put another way, because politicians in unstable states
have high discount rates, they may make decisions that generate negative
externalities over the long term.

V.
MITIGATING THE EFFECTS OF UNCONDITIONED WEALTH

Given the many problems associated with unconditioned wealth, it should
come as no surprise that there is no single prescription that will eliminate all the
problems. In this Part, I advance two sets of proposals. The first series of
proposals suggest changes in the law that might enhance the ability of market
participants to influence the behavior of states, such as China, that invest in poor
countries. The second series of proposals are aimed at government officials and
state actors that receive investments from abroad. These proposals draw on
insights from behavioral economics to show how changes in the law might
change how citizens understand and respond to foreign aid or investment.

A. Addressing Governance Problems by Harnessing Market Discipline

One of the conditions on most investments is what is generally referred to
as market discipline. At its most basic, market discipline refers to the various
mechanisms available to owners of capital to exert influence over the people
who manage that capital. 1 ' It describes the tools available to "providers of
capital" to "induce managers to watch over their investments with sufficient
anxious vigilance."' 152  It is the relative absence of this constraint that
characterizes many of the most troublesome sources of wealth, including
Chinese investments in Africa. For example, most resource development
projects in Africa are joint ventures involving the host country government and
one or more foreign corporations. In Nigeria, for example, the government

150. See generally John Rowse, Using the Wrong Discount Rate to Allocate an Exhaustible
Resource, 72 AM. J. AGRIC. ECON. 121 (1990) (modeling the effect on social welfare of using a sub-
optimal discount rate to extract a resource).

151. See, e.g., Kostas Tsatsaronis, Comments on the Theory of Market Discipline, in MARKET
DISCIPLINE ACROSS COUNTRIES AND INDUSTRIES 79, 79 (Claudio Borio, et al. eds., 2004) (arguing
that market discipline "can be viewed generally as the influence that 'outsiders' (that is, stakeholders
with no executive decision-making power) exert on 'insiders' (that is, the decision-makers in an
economic unit) that encourages value-enhancing behavior by the latter").

152. Robert R. Bliss, Market Discipline: Players, Processes, and Purposes, in MARKET
DISCIPLINE ACROSS COUNTRIES AND INDUSTRIES, 37, 38 79 (Claudio Borio, et al. eds., 2004).
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typically owns 60% of the venture and the foreign corporation owns 40%.153 In
theory, the partners share responsibility for funding the project. In practice, the
government rarely produces its share of capital and the foreign corporation
raises the funds necessary for the project. '

54 In recent years, the Nigerian
government has begun to rely on production-sharing contracts, under which the
foreign corporation bears all of the costs of developing a project. 155 If the
project is successful-if oil is actually discovered and sold-the corporation
then recoups its costs and begins to pay royalties to the host government. 156

What is missing is an incentive for the government to be a careful steward of its
assets. Just as with a production-sharing contract, in a joint venture in which the
government does not contribute its share, the foreign corporation bears all the
risk. If the investment is unwise, the government may forego profits, but it does
not suffer any real loss because it has not tied up any capital in the project.

Market discipline, as with other forces that influence the decisions of the
people and institutions that manage resources, is not a panacea for all the
problems that might occur. But it can, under the appropriate circumstances, help
to reduce politician/managers' incentive to use wealth in the most pernicious
ways. Conventional accounts of market discipline assume that it will be most
effective under free market conditions. That is, investors constantly seek and
evaluate information about their investments and decide whether to buy, sell, or
lend based on this information, and managers receive and respond to these
signals. 5 7 Market discipline may have a similar constraining effect when it is
state behavior, not firm behavior, that is at issue.

Conventional accounts of market discipline suggest that two conditions
must be present for the markets to have a positive effect on the behavior of
managers. One principal requirement is information: those who would hold
accountable the managers of their resources must know what those managers are
doing and why. 158 The kind of information required depends on the kind of

153. See Matthew Green & Dino Mahtani, Abjua Eyes Banks for Oil Deal Funds, FIN. TIMES,
Nov. 8, 2007, at 5.

154. Id.
155. See Ian Taylor, China's Relations with Nigeria, 96 THE ROUND TABLE: THE

COMMONWEALTH J. INT'L AFF. 631, 635 (2007) (describing structure of production sharing
contracts).

156. Id.

157. See, e.g., Robert R. Bliss & Mark J. Flannery, Market Discipline in the Governance of U.S.
Bank Holding Companies: Monitoring vs. Influencing, 6 EUR. FIN. REv. 361, 361-62 (2002)
(arguing that the "market discipline paradigm requires (a) that the necessary information is publicly
available and that the private benefits to monitoring outweigh the costs, (b) that rational investors
continually gather and process information about traded firms whose securities they hold and about
the markets in which they operate, (c) that investors' assessments of firm condition and future
prospects are impounded into the firm's equity and debt prices, and (d) that managers operate in the
security holders' interests. The prices of a firm's traded securities are the most obvious public signal
by which the stakeholder/monitors make their evaluations known to management").

158. See, e.g., Erlend Nier & Ursel Baumann, Market Discipline, Disclosure and Moral Hazard
in Banking, 15 J. FIN. INTERMEDIATION 332, 333-34 (2006) (arguing, in the context of assessing the
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wealth, the industry, and other factors. But what matters is that owners have the
information they need to determine whether managers are acting in a way that is
consistent with the owners' goals. 159 A second essential condition for effective
market discipline is the availability of mechanisms by which owners of capital
can influence the decisions of managers. 160 One obvious tool is for shareholders
to sell their stock in response to an apparently bad strategy implemented by a
firm's management. If enough owners do so, managers receive a strong signal
that shareholders view their strategy negatively and, consequently, should
change their behavior. 161 Implicit in this argument is that owners have an
incentive to exert influence. For example, if owners know that managers' poor
decisions will not negatively affect owners-because of, for example, a
government program that insures investments-then owners lack a strong
incentive to discipline managers (or even seek the information necessary to do
SO). 162

1. Shares in State Investment Projects

Recall that I rely on the concept of market discipline to suggest ways to
influence the behavior of states. The market discipline approach might improve
the behavior of states due to the overlap between the conditions necessary for a
congenial business environment and improvements in social welfare; directly, it
could improve state behavior through pressure by private firms on states. State
competition for capital can lead to improvements in social welfare by creating
an incentive for the government to combat corruption, reduce unproductive,
politically-motivated spending, and develop the infrastructure that benefits
investors and citizens alike. 63 The slow pace of development in Africa is often
attributed to a paucity of investment in the continent. This assumption underlies
much of the conventional model of aid, which calls for significant increases in
the flow of aid from the West to the developing world.164 While there is surely
merit to the general notion that more investment would contribute to more
development (setting aside the issue of what is the optimal form of investment),

banking industry, that investors must "have adequate information to gauge the riskiness of the"
decisions made by managers of their capital).

159. See, e.g., Bliss & Flannery, supra note 157, at 363 (arguing that a necessary component of
market discipline is information to permit investors to "accurately understand changes in a firm's
condition").

160. Id. 393 (arguing that market discipline requires that owners have the tools to "influence
managerial actions in appropriate ways").

161. Id. at 363 (arguing that changes in the price of securities are a primary mechanism by
which managers receive information from owners).

162. Nier & Baumann, supra note 158, at 332, 334.

163. See, e.g., Hongbin Cai & Daniel Treisman, Does Competition for Capital Discipline
Governments? Decentralization, Globalization, and Public Policy, 95 AM. ECON. REV. 817, 825
(2005) (arguing, based on empirical examination of Russia's transition economy, that more
"business-friendly policies and institutions were associated with higher inflows of investment").

164. See generally SACHS, supra note 2; OUR COMMON INTEREST, supra note 2.
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this notion does not explain why past investment has done so little to improve
economic and social conditions in most of these countries. 165

Part of the explanation is that public investments directed by incumbent
politicians tend to be less productive than private investments. 166 For example,
in Burundi, the "evidence shows that the location of public projects is
determined by the desire of politicians to redistribute to their own
geographically based groups."' 67  Another notorious example comes from
Nigeria, where the Ajakouta steel plant has received millions in government
investment yet has not produced any saleable steel in 40 years. 68 Politicians
have an incentive to champion such projects, even when the projects lose
money, because they demonstrate a politician's ability to channel resources to
his allies.169 This problem is exacerbated when states such as China provide
financing for projects that are directed by politicians. Seen in this light, when
China provides a line of credit to the government of Nigeria in exchange for the
right to develop an oil block, or it agrees to provide financing for a railway in
Angola, these investments look more like political slush funds than arms-length
investments designed to generate a financial return.

For many states in Africa, political and market forces simply do not have a
real effect on their investment decisions. If politicians invest inefficiently, some
of their constituents may applaud if the investment rewards a favored group.
Perhaps more often, their constituents may have no way to give voice to their
displeasure. One possible mechanism for addressing this problem might be to
broaden the kinds of investment vehicles available to governments and create
marketable securities in them. Most sovereign investment funds operate as
vehicles through which states invest foreign exchange surpluses. But they could
be expanded to include, for example, the state's investments in joint-venture oil
deals, or the state's investments in domestic infrastructure projects. This would
not necessarily mean that outside investors would be involved in sovereign
investment decisions, or that states would ignore strategic issues when investing
or accepting investments. But it could subject state investments to at least some
market discipline by creating a financial penalty for pursuing inefficient
projects.

165. See generally EASTERLY, supra note 3.

166. See Artadi & Sala-i-Martin, supra note 146, at 8.

167. Robinson & Torvik, supra note 147, at 200 (citing Janvier D. Nkurunziza & Floribert
Ngaruko, Explaining Growth in Burundi: 1960-2000 162 (Oxford Univ. Centre for the Study of
African Economies Working Paper Series, 2002).

168. See Xavier Sala-i-Martin & Arvind Subramanian, Addressing the Natural Resource Curse:
An Illustration from Nigeria, (Nat'l Bureau of Econ. Research, Working Paper No. 9804, June
2003).

169. See Robinson & Torvik, supra note 147, at 209 (arguing that politicians who seek the
loyalty of a geographically-bound constituency may favor loss-making projects because of their
effect on voting behavior).
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2. Creditor Control Rights

When Chinese firms compete for investment opportunities in Africa, they
often have an advantage that other firms do not. The Chinese government, like
the United States and other wealthy governments, provides subsidized loans to
governments in the developing world. China does this through the China
Export-Import Bank, which loans money to foreign buyers who wish to
purchase Chinese goods, and provides financing for Chinese firms' overseas
investments.170 These loans are at below-market rates. 17' An effect of this
support is to make it possible for Chinese firms to win access to infrastructure
projects that would otherwise not be economically justifiable because of the
poor anticipated rate of return or the expense of insuring such a risky
investment. The benefit for China is that its support for African leaders'
infrastructure projects helps it gain access to resources-mainly oil-that the
Chinese economy needs. 17 For example, when Nigeria conducted its most
recent auction of oil block concessions, China's national oil company won a
block by promising a $2.5 billion loan package to the Nigerian government.7 3

Although appealing to African politicians for the reasons discussed above,
this kind of deal can have negative effects on a country's political system,
economic health, and social welfare. First, because the loans are free of
conditions (except that they be repaid), the packages provide incumbent
Nigerian politicians substantial sums with which to consolidate power. Second,
these packages can influence the kinds of domestic investments that occur, with
politically-expedient investments winning out over projects that are more
efficient.

Another response to these problems appears to be near a real-world test.
As described above, most project finance agreements create joint ventures
involving the state and foreign corporations. Historically, one problem has been
that states do not contribute their share of the capital necessary to fund the
project. A response has been to force the partner corporation to raise more
money on its own. But a new form of financing appears to be under
consideration. Instead of relying on the state to contribute money, the joint

170. See Michelle Chan-Fishel & Roxanne Lawson, Quid Pro Quo? China's Investment-for-
Resource Swaps in Africa, 50 DEMOCRACY 63, 64 (2007) (noting that China Export-Import Bank
offers "loans to foreign buyers who want to purchase Chinese-made goods" and provides lines of
credit for Chinese firms' investments in Africa).

171. Id. ("The interest rate that Chexim charges for these [loans] can be 3 percent lower than
commercial rates.").

172. See Chris Alden & Martyn Davies, A Profile of the Operations of Chinese Multinationals
in Africa, 13 SOUTH AFR. J. INT'L AFF. 83, 86 (2006) (noting that the Chinese government
"continues to support the purchase of international energy assets by providing both finance and tie-in
development projects that appeal to leaders" in African states).

173. See Chan-Fishel & Lawson, supra note 170, at 65 (describing Nigeria's 2007 oil auctions).
See also id. at 65-66 (noting similar deals were struck in Angola, Uganda, and Zimbabwe).
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venture would raise money in capital markets. 174 This might, in theory, force
states to reveal more information about the project, including potential conflicts
with local populations, potential environment liabilities, and the like. Taken
together, the provision of this information and the inclusion of market investors
might permit citizens and investors alike to exert more influence on the behavior
of firms and the state agents who manage Nigeria's vast oil wealth.

B. Mitigating the Effects of Unconditioned Wealth Through Distribution,
Taxation, and Mental Accounting

In this Part, I suggest possible ways to mitigate the harms of unconditioned
wealth by harnessing some of the behavioral biases associated with wealth.
When individuals receive income, their willingness to spend it depends in large
part on the mental account to which they assign it. Salary is segregated from
money found in the street, for example, and individuals are willing to spend
found money on items that they would never consider purchasing with their
salaries. One hypothesis for the apparent tendency of politicians in some
resource-rich countries to abuse resource rents might be that they assign this
revenue to the wrong mental account. Put another way, if politicians view
unconditioned wealth as found money rather than salary, it may be easier for
them to abuse it.

The way individuals treat wealth is enormously complex, but there is
compelling evidence that most people behave in a way that conflicts with one of
the central assumptions of economics: the fungibility of wealth. Instead of
indifference regarding the source of wealth, most people use a system of
"mental accounting" when they receive income. They assign wealth to different
"mental accounts" depending on the source of the wealth, or its intended
purpose, or some other factor. 175 The temptation to spend from these different
accounts is different. People feel less tempted to spend money they have
assigned to a mental savings account than they do to spend money they have
tagged as income, for example. 176 Consider the results of one large econometric
test of the life-cycle hypothesis. 177 It used a dataset that included information on
the earnings, savings, and consumption decisions of 11,000 households over a
period of 11 years. 178 The study evaluated the effect of five different assets on

174. See Green & Mahtani, supra note 153, at 5.

175. Hersh M. Shefrin & Richard H. Thaler, The Behavioral Life-Cycle Hypothesis, 26 ECON.
INQUIRY 609, 610 (1988).

176. See Richard H. Thaler, Psychology and Savings Policies, 84 AM. ECON. REV. 186, 188
(1994) (noting that the empirical evidence shows that "an extra dollar of housing wealth, pension
wealth, or current lottery winnings" do not "generate the same increase in consumption").

177. Laurence Levin, Are Assets Fungible? Testing the Behavioral Theory of Life-Cycle
Savings, 36 J. ECON. BEHAVIOR & ORG. 59 (1998).

178. Id. at 66 (database derived from the Longitudinal Retirement History Study, which
gathered data every two years from 1969-1979).
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consumption decisions. 179 Although the study reached a number of conclusions
inconsistent with the life-cycle hypothesis, 180 particularly salient for my
purposes is the finding that increases in current income produce greater
increases in consumption than do increases in most other forms of wealth. 181 It

found that "a $1 increase in income has as much effect on consumption as a $26
increase in wealth."' 182 If consumers actually treated each dollar as fungible-
that is, they were equally willing to spend wealth and income-these results
would imply that the consumers assumed an interest rate of negative 2.3
percent. 183

To this point, I have considered generally the ways that individuals frame
different sorts of wealth by coding "various components of wealth into different
mental accounts, some of which are more 'tempting' to invade than others."' 84

Of particular interest to me is one kind of mental account, which I refer to as
"unconditioned wealth." Unconditioned wealth is like money found in the
street-unearned, unexpected, and valuable. The difficult question is to
determine just how valuable it is. Suppose that a person finds a dollar in the
street. Would she spend that dollar as quickly as she would a dollar of her
salary? We know from the mental accounting literature that the likely answer to
this question is that she would place a lower subjective value on a dollar of
windfall wealth than she would on a dollar of salary. The empirical literature
supports this hypothesis. Consider the results of one experimental test.
Researchers sought to determine whether the "subjective value of windfall
dollars would be less than the subjective value of non-windfall dollars."' 185 In
one part of the experiment, subjects were divided into two groups. Members of
one group were asked to assume that they had won $105 in a radio contest.
Members of the second group were asked to assume that they had worked
overtime and earned $105 over and above their usual wages. 186 Members of
each group were then asked about the likelihood that they would spend the
money on a television or save the money. 187 The clear result was that the dollars
won in a radio contest-the "windfall gains"-were "spent more readily than

179. Id. at 68 (The study included "current income, liquid assets, value of house, future assets
and non-liquid assets.").

180. Id. at 82 (noting that the study produced "four major results" that are inconsistent with the
assumptions of the life-cycle hypothesis).

181. The study compared the effect of "receiving an extra dollar of permanent income" to the
effect of "receiving an extra amount of wealth equal to the present value of that dollar." Id. at 77.

182. Id.

183. Id.
184. Shefrin & Thaler, supra note 175.

185. Hal R. Arkes, et al., The Psychology of Windfall Gains, 59 ORG. BEHAV. & HUM.
DECISION PROCESSES 331, 333 (1994).

186. Id. at 335.

187. Id.
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earned money." 88

What can explain this difference? Why do people appear to be less willing
to part with a dollar earned from work than a dollar won in a contest? There are
at least two plausible hypotheses that might account for this result. First, it may
be that individuals place more value on dollars that are earned than those that are
won. Put another way, perhaps the exertion of effort to earn a salary causes
individuals to place more value on those dollars relative to dollars acquired with
less effort. A second possible explanation is that individuals form a wealth
baseline, which includes consideration of future earnings. Wealth incorporated
into this baseline might be allocated to different needs (or desires), and spent
accordingly. On this account, so long as the individual's actual wealth is
consistent with her expectations, her spending patterns will hold. But if she
unexpectedly comes into more money, she will be more likely to spend that
money on items that would not ordinarily prompt her to open her wallet.

The earned versus unearned hypothesis does not appear to hold up well in
tests. In one experiment, college students were first asked to rate several
hypothetical summer jobs-ranging from pouring hot tar on a road construction
crew to working in a shoe store-according to the difficulty of the job. 189 A
second group was then divided in two, with one asked to assume they had
earned money working as a lifeguard and one asked to assume they had earned
money pouring hot tar in a construction crew. 190 When asked about their likely
spending decisions, "subjects' willingness to spend" was not affected by the
difficulty of the job. 191 Though far from conclusive, this experiment suggests
that "the earnedness of funds" is not the "determining factor in the tendency to
spend money."'192 It might still be true that "earnedness," when combined with
other factors, contributes in some way to willingness to spend, but this is not
clear.

The second hypothesis-that individuals are more willing to spend wealth
that is considered a departure from the baseline-holds up better in tests.
Researchers from Harvard and the University of Chicago designed an
experiment to assess whether individuals were more willing to spend a tax
rebate if it was described as "returned income" or "additional income. ' 193
Participants "in the bonus condition recalled spending dramatically more of their
rebate check than participants in the rebate condition. ' 194  In a separate

188. Id. at 336.

189. Id. at 337. Participants were asked to consider four summer jobs: server at a restaurant,
lifeguard at a beach, construction laborer pouring hot tar, and salesperson at a shoe store. Id.

190. Id. at 338.

191. Id.
192. Id.

193. Nicholas Epley, Dennis Mak & Lorraine Chen Idson, Bonus or Rebate? The Impact of
Income Framing on Spending and Saving, 19 J. BEHAVIORAL DECISION MAKING 213, 216 (2006).

194. Id. To account for the possibility-however low-that there might be a non-random
distribution of memory errors regarding how participants had actually spent their money, the
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experiment, the same researchers told undergraduates that they would receive
either a "bonus" or a "rebate" of $25, which they could spend at the university
bookstore. 95 Any items they purchased at the bookstore would be discounted
20%, and unspent money would be given to participants as a check. 196 Again,
participants in the bonus group spent much more of their income than those in
the rebate group. 197  In addition, the researchers tested two possible
psychological explanations for the results; neither explanation proved likely.
First, researchers determined that the differential spending patterns were not
likely caused by an "asymmetrical gain/loss weighting function."' 198 In other
words, subjects' willingness to spend did not seem to turn on whether they
considered the money to be a "returned loss" or "an additional gain."' 199

Although conventional prospect theory suggests that this distinction might be
salient in some situations, 200 it did not influence the results in this experiment.
Moreover, subjects' willingness to spend did not seem to influence their
perceptions of their previous spending behavior. It "is possible that returning
money . . . in the form of a rebate highlighted past expenditures that a bonus
does not." 20' Once again, this possible explanation did not appear to drive the
results.

Thus, there is little support for the "eamedness" hypothesis, but there is
support for the bonus versus rebate hypothesis. To be sure, none of this
evidence is exhaustive, and other possible explanations may be at work. But
there is some support for the idea that, for individuals at least, wealth that is
viewed as a bonus, over and above the amount mentally slotted to satisfy needs,
is more readily spent than wealth that is viewed as restoration of the baseline.

Before moving on, it is important to acknowledge a potential weakness in
my argument. To this point, my analysis has focused on the ways that
individuals account for financial windfalls and other infusions of wealth. The
most compelling explanations for hard-to-understand individual behavior all
come from psychology. Individual patterns of spending and savings appear to
be driven in large measure by the feelings people derive from or associate with
spending money from one source versus money from another source. These
feelings lead people to make what appear to be, to many economists, systematic
errors, such as assigning greater value to one dollar than to another depending

researchers did a second experiment, this one involving real money framed alternatively as a "tuition
rebate" or as "bonus income." Id. at 219. The results were the same-participants in the bonus
group spent much more of the money than those in the other group. Id.

195. Id. at221.

196. Id.

197. Id.

198. Id. at 223.

199. Id.

200. See, e.g., Daniel Kahneman & Amos Tversky, Prospect Theory: An Analysis of Decision
Under Risk, 47 ECONOMETRICA 263 (1979).

201. Epley, Mak & Idson, supra note 193, at 223.
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on the source of the money. At this level of analysis, psychological
explanations are perfectly appropriate because the goal is to explain individual
behavior. But can we apply psychology to state-level behavior? The narrow
answer to the question is clearly no: explanations for behavior based on feelings
or emotions or the like are a poor fit when analyzing state-level behavior. My
goals are broader, making a broader range of evidence relevant. My aim is to
specify the ways that individuals and institutions respond to the incentives that
appear to exist in the real world. For individuals, psychological explanations are
obviously important. Such explanations have been made even more important
by the absence of explicit recognition of the psychologically complex ways that
individuals weigh different potential risks and rewards. For strict rational choice
scholars, psychology is present only indirectly: individuals are thought to derive
satisfaction only from increases in wealth. Prospect theory is but one of a host
of explanatory models showing that the traditional, rigid model is inapposite.
Instead, it is important to identify the many incentives facing individual decision
makers-including wealth maximization but not limited to it-to arrive at a
more nuanced explanation of human behavior.

The use of explanations derived from individual psychology to explain the
behavior of states or regimes presents a greater challenge. One response to this
problem is that, because individuals govern states, evidence of the ways that
individuals make decisions is relevant. And, to the extent that my analysis is
limited to regimes in the developing world, this response is largely sufficient.
When power is concentrated in the hands of a small number of individuals,
individual psychology is important. This is especially true when the type of
power at issue is the authority to decide who has access to rents from resources
and how those rents are distributed. 20 2 A second response to the unit-of-analysis
objection is more general. If we assume that state behavior represents the
distillation of the preferences of many constituencies, and that behavioral or
decisional biases are common, then the actions of states may well reflect those
biases. Thus, even if state behavior is guided by institutions, not individuals,
state behavior may still be influenced by individual biases. 203

1. Distribute and Tax Resource Revenue

One way to create an appropriate frame for revenue from resource rents or
foreign investment would be to distribute the revenue to individuals and then tax

202. See generally Jack S. Levy, Prospect Theory, Rational Choice, and International
Relations, 41 INT'L STUD. Q. 87 (1997) (analyzing the application of theories of cognitive biases to
state activity when those activities are dominated by individual leaders).

203. See generally J.M. Goldgeier & P.E. Tetlock, Psychology and International Relations
Theory, 2001 ANN. REV. POL. Scl. 67 (2001) (showing the potential influence of findings from
cognitive social psychology and behavioral psychology on various theories of international
relations).
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it, 20 4 thereby forcing politicians to account for funds in a much fuller way. This
is, of course, a version of the mechanism that Alaska uses to distribute revenue
from oil. In Alaska, oil dividends are paid to all residents. Although this
income is not taxable, it does serve as an accountability mechanism by giving all
citizens an interest in the outcome of oil development deals. Taxing the
accounts would be a way to harness a version of the endowment effect.2 05 When
resource or investment revenue flows to politicians, citizens never really take
ownership of it. When politicians distribute wealth to citizens in the form of
public sector jobs, for example, politicians can claim credit for beneficence,
rather than face questions about why the wealth was not more efficiently used.
If citizens were to take ownership of resource or investment wealth, they would
view a reduction in revenue skeptically. 206

2. Eliminate Signature Bonuses

Many politicians in developing countries receive sizeable "signature
bonuses" for approving resource or other investment deals. The most plausible
defense of a signature bonus (in the context of developing country investments,
at least) is that it can serve as an immediate payment to a poor government that
may not otherwise see any benefits from the deal for many years. 207 But the
potential for abuse is clear. Perhaps most obvious, signature bonuses may be
little more than bribes designed to reward a cooperative politician. In addition,
signature bonuses compete with other forms of payment-namely, royalties to
be received as the project earns money. When a politician "with a short time
horizon in anticipation of an eventual ouster wants the cash right away," he has
a strong incentive to negotiate a large signature bonus and a lower royalty
rate. 208 Finally, to a politician, a signature bonus may well look like the kind of
income that should be assigned to the wrong mental account. A payment over
and above his ordinary income, often not publicly disclosed-a signature bonus
looks much more like found money than salary.

204. See Martin E. Sandbu, Natural Wealth Accounts: A Proposal for Alleviating the Natural
Resource Curse, 34 WORLD DEV. 1153, 1156-59 (2006) (outlining proposal for the creation of
taxable natural wealth accounts).

205. Id. at 1159-60 (describing possible mental accounting effects of natural wealth accounts).

206. For a contrary view, see Shaxson, supra note 115, at 1135-38 (arguing that the distribute-
then-tax model would be inefficient).

207. See, e.g., John McMillan, Promoting Transparency in Angola, 16 J. DEMOCRACY 155, 159
(2005) (analyzing the optimal mix of "upfront and ongoing payments" that developing country
governments may seek from resource investments).

208. Id.
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VI.
CONCLUSION

What can be done to reduce the harmful effects of unconditioned wealth?
As discussed above, the objective of most foreign aid is to improve social
welfare in the targeted countries. How best to do this generates considerable
debate-about what should be done, who should be involved in implementing
the plan, and even what the goal should be. But what they all promise, and what
we are beginning to see, are increases in the amount and changes in the type of
resources flowing into Africa.

Recognizing the effects of unconditioned wealth on the behavior of states
should give some pause to all participants in the debates over optimal
development policy. Those who argue that more aid is the key to improving the
lives and prospects of people in poor countries would do well to consider the
incentives created by even well-intentioned aid provided without the right mix
of conditions. Given the political conditions in many recipient states, there is
reason to worry about how these governments will use the aid. On the other
hand, those who argue that development will best occur via market forces
should recognize the many ways that political factors affect market forces and
that market forces are most effective only under particular conditions. In the
end, it may turn out that what matters most are the conditions attached to wealth,
not the source of wealth.
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The United Nations Responses To The
Sexual Abuse And Exploitation Of Women

And Girls By Peacekeepers During
Peacekeeping Missions

Muna Ndulo *

International law concerning sexual violence has developed dramatically
during the past 50 years. Within the field of international criminal law, there has
been a transformation from the Nuremberg Tribunal's failure to acknowledge
crimes of a sexual nature to the specific definitions of sexual crimes in the text
of the Rome Statute of the International Criminal Court (ICC)1 and in the juris-
prudence of both the International Criminal Tribunal for the former Yugoslavia
(ICTY) 2 and the International Criminal Tribunal for Rwanda (ICTR). 3  Carla
Del Ponte, prosecutor of the Yugoslav tribunal, observed that "when the [Yugo-
slav] tribunal closes its doors, part of its legacy will be the condemnation of
sexual violence against women during times of conflict". 4 Set against the his-
torical silence surrounding war-time sexual violence, the progress achieved over

* LL.B. (University of Zambia), LL.M. (Harvard Law School), D. Phil. (Trinity College,

Oxford University), Professor of Law, Cornell University Law School, and Director, Cornell Uni-
versity's Institute for African Development.

I. Rome Statute of the International Criminal Court, art. 7(l)(g), July 17, 1998, 2187
U.N.T.S. 3. Article 7 provides the following elements for crime against humanity of sexual violence:
(1) the perpetrator committed an act of a sexual nature against one or more persons or caused such
person or persons to engage in an act of a sexual nature by force, or by threat of force or coercion,
such as that caused by fear of violence, duress, detention, psychological oppression or abuse of
power, against such person or persons or another person, or by taking advantage of a coercive envi-
ronment or such person's or persons' incapacity to give genuine consent; (2) such conduct was of a
gravity comparable to other offences in art. 7(l)(g); (3) the perpetrator was aware of the factual cir-
cumstances that established the gravity of the conduct; (4) the conduct was committed as part of a
widespread or systematic attack directed against a civilian population; and (5) the perpetrator knew
that the conduct was part of or intended the conduct to be part of a widespread or systematic attack
directed against a civilian population. Id. at art. 7.

2. Prosecutor v. Tadic, Case No. IT-94-1-T, Sentencing Judgment (July 14, 1997).
3. Prosecutor v. Akayesu, Case No. ICTR-96-4-T, Judgment, (Sept. 2, 1998).
4. Press Release, U.N., Violence Against Women Deserves Deadly Serious Consideration,

Secretary-General Says at Special Event to Observe International Women's Day, U.N. Doc.
OBV/609-WOM/1619 (Mar. 8, 2007).
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the past decade has been significant: men who had raped and sexually enslaved
women have been convicted and imprisoned, and the role of political and mili-
tary authorities in tolerating and encouraging sexual violence against women has
been acknowledged and condemned in the tribunals' indictments and judg-
ments.5 As the law has developed, new contexts for the commission of sexual
violence have emerged. One of those contexts is peacekeeping operations.

International relations after the Second World War and the establishment of
the United Nations in 1945 quickly brought out differences that existed among
the United Nations member states. New conflicts arose, particularly during the
process of decolonization, and often complicated by the Cold War. Many of
these conflicts could not be resolved by peaceful means. Peacekeeping evolved
out of the need to stop these conflicts from developing into broader conflicts and
to stop hostilities.6 Peacekeeping missions are essentially holding operations
designed to create space for mediators and others to work out a political solution
and address the underlying causes of the conflicts. Typically, peacekeepers
monitor and observe cease-fires, assist ex-combatants in implementing the peace
agreements they have signed, demobilize combatants, and secure refugee
camps.7 A peacekeeping operation can be defined as an operation involving
military personnel, but without enforcement powers, undertaken by the United
Nations to help maintain or restore intemational peace and security in areas of
conflict. 8 The operations are based on the consent and cooperation of the parties
to the conflict. While they involve the use of military personnel, they achieve
their objectives not by force of arms, which differs from United Nations en-
forcement action under Article 42 of the United Nations Charter, which provides
for Security Council authorization to use force where measures not involving
force have failed. 9

United Nations peacekeeping operations began in 1948 with the first-ever

5. Prosecutor v. Akayesu, Case No. ICTR-96-4-T, Judgment, (Sept. 2, 1998); Prosecutor v.
Furundzija, Case No. IT-95-17/1-A, Judgment (July 21, 2000).

6. Brian Urquhart, The United Nations, Collective Security and International Peacekeeping,
in NEGOTIATING WORLD ORDER: THE ARTISANSHIP AND ARCHITECTURE OF GLOBAL DIPLOMACY

59, 62 (Alan K. Henrikson ed., Scholarly Res. 1986).
7. Peter H. Gantz, The Postconflict Security Gap and the United Nations Peace Operations

System, in SECURITY, RECONSTRUCTION, AND RECONCILIATION: WHEN THE WARS END 247 (Muna
Ndulo ed., UCL 2007).

8. The United Nations has noted that the term defies simple definition. Though the term is
not found in the U.N. Charter, Dag Hammarskjold, the second U.N. Secretary-General, referred to
peacekeeping as belonging to "Chapter Six and Half," which puts it between traditional methods of
peaceful dispute resolution such as negotiation and mediation under Chapter VI, and more forceful
action as authorized by Chapter VII. U.N. Dep't of Pub. Information, U.N. Peacekeeping: In the
Service of Peace, http://www.un.org/Depts/dpko/dpko/intro/l.htm. See also U.N., Dep't of Peace-
keeping Operations, General Guidelines for Peacekeeping Operations, U.N. Doc. UN/2 I 0/TC/GG95
(Oct. 1995).

9. U.N. Charter art. 42. A former Legal Counsel of the United Nations has defined peace-
keeping operations as actions involving the use of military personnel in international conflicts situa-
tions on the basis of the consent of all parties concerned and without resorting to armed force except
in cases of self-defense. E. Suy, Peace-Keeping Operations, in A HANDBOOK ON INTERNATIONAL
ORGANIZATIONS (R.J. Dupuy ed., 1988).
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mission, the United Nations Truce Supervision Organization (UNTSO), an op-
eration aimed at monitoring a ceasefire that had been agreed upon in the Arab-
Israeli conflict. '° In terms of the size and scope of activities, the end of the Cold
War precipitated a dramatic shift in United Nations and multilateral peacekeep-
ing. The Cold War rivalries that prevented the deployment of peacekeepers
have dissipated. In a new spirit of cooperation, the United Nations established
larger and more complex United Nations peacekeeping missions, often to help
countries torn by conflict create conditions for sustainable peace and develop-
ment. Furthermore, peacekeeping has come to involve a diverse array of activi-
ties including: confidence-building measures, cease-fire monitoring,
disarmament of combatants, election monitoring, and humanitarian relief distri-
bution. 11 Today there are 16 peacekeeping missions around the world with 113
countries contributing 99,817 military troops, observers, police, and civilians.' 2

A new mission for Darfur, which is likely to be the largest peacekeeping mission
in the history of the United Nations, is in an advanced stage of establishment
and deployment. ' 3 With the dramatic increase in United Nations peacekeeping
operations, a major problem has inadvertently emerged - the sexual exploitation
and abuse committed by peacekeepers on local populations in the context of
peacekeeping operations. Peacekeepers have been accused of engaging in sex-
trafficking, soliciting prostitutes, forcing children into prostitution, and having
sex with minors. 14

Peacekeepers have also been accused of fathering and leaving behind their
babies. 15 The United Nations does not track the population of children aban-
doned by peacekeepers, but one recent investigation into sexual exploitation in
the Congolese town of Bunia cited a growing number of babies allegedly fa-
thered by United Nations soldiers and civilians. 16 A confidential United Nations
report, obtained by The Washington Post, recounts the story of an unidentified
American employee of the United Nations who allegedly fathered children in

10. Stephen Lendman, UN Peacekeeping Paramilitarism, INDYBAY, Feb. 15, 2007,
http://www.indybay.org/newsitems/2007/02/15/18363669.php.

11. See Boutros Boutros Ghali, AN AGENDA FOR PEACE (U.N. 1992). In his book, Boutros-
Ghali, the former Secretary-General of the United Nations, analyzes various forms of peacekeeping.

12. Lendman, supra note 10.
13. S.C. Res. 1769 U.N. Doc. S/RES/1769 (July 31, 2007). Resolution 1769 provides for a

26,000-strong hybrid African Union-United Nations Mission. Nearly half of the forces have been
deployed. The force is severely under-resourced. Press Release, U.N., African Union-United Na-
tions Hybrid Force in Darfur Severely Under-Resourced to Protect Civilians, Peacekeeping Chief
Wars Security Council, U.N. Doe. SC/9243 (Feb. 8, 2008).

14. After the deployment of peacekeepers in Kosovo, the Organization of Security and Co-
operation in Europe (OSCE) identified trafficking in women as a problem and peacekeepers as major
participants in the trade. See Jehan Kaleeli, Conflict, Sexual Trafficking, and Peacekeeping, Oct. 8,
2004, http://www.refugeesintemational.org/content/article/detail/4146.

15. Office of Internal Oversight Servs., Report of the Office of Internal Oversight Services on
its Investigations into Allegations of Sexual Exploitation and Abuse in the Ituri Region (Bunia) in the
United Nations Organization Mission in the Democratic Republic of the Congo, T 25, U.N. Doc.
A/61/841 (Apr. 5, 2007) [hereinafter Bunia Report],

16. Colum Lynch, Report on Abuse Argues DNA Tests for Peacekeepers, WASH. POST, Mar.
25, 2005, at A15.
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Haiti, East Timor, and Congo. 17 Such children are often the subject of ostracism
and are left without any form of support. 18 They are ostracized because, often
being of mixed race, they stand out and look different from the general popula-
tion into which they are born. They are also usually born into societies that are
conservative and typically look down on children born out of wedlock.

The problem of sexual abuse and sexual exploitation by peacekeepers is not
confined only to peacekeepers from certain states. It has occurred among the
military and civilian personnel of a wide range of countries from all parts of the
world. The allegations have been extremely damaging to both peacekeeping op-
erations and the United Nations, mainly by undermining the peacekeeping man-
dates and by generating a negative image of the United Nations in the media.
As the former United Nations Secretary-General, Kofi Annan observed,
"[s]exual exploitation and abuse by humanitarian staff cannot be tolerated. It
violates everything the United Nations stands for. Men, women, and children
displaced by conflict or other disasters are among the most vulnerable people on
earth. They look to the United Nations and its humanitarian partners for shelter
and protection."' 9 The post-conflict environments in which the United Nations
peacekeeping missions operate are typically characterized by collapsed econo-
mies, weak judicial systems, corrupt and ineffective law enforcement agencies,
weak or non-existent rule of law, and significant power differentials between
peacekeepers and the local populations. These factors significantly increase the
vulnerability of local populations to sexual abuse and exploitation by peace-
keepers. In an effort to stem the scourge, the United Nations has adopted a
number of measures. Efforts, however, continue to focus on how to best deal
with the problem, ensure that perpetrators of these crimes are punished, and that
there is no impunity from prosecution for such crimes.

This article examines the problem of sexual abuse and exploitation in
peacekeeping operations and the United Nations' responses to the problem. The
article is divided into four parts:

* Part I looks at the developments in the law regarding the prohibition
and punishment of sexual abuse and exploitation committed in the
context of conflicts;

* Part II examines the nature and extent of the sexual abuse problem in
peacekeeping missions; and

* Part III focuses on the United Nations' responses to the problem and
suggests solutions for prosecuting perpetrators. It also proposes

17. Id.
18. Patricia Lee Sharpe, Thoughts on U.N. Peacekeeper Babies, WHIRLEDVIEW, Mar. 29,

2005, http://whirledview.typepad.com/whirledview/2005/03/thoughts-on un .html.
19. The Secretary-General, Investigation into sexual exploitation of refugees by aid workers

in West Africa, 1 3, U.N. Doc. A/57/465 (Oct. 11, 2002). The Secretary-General reiterated this posi-
tion in a sub-section of the report entitled "Preventing and responding to sexual exploitation and
abuse by humanitarian and peacekeeping personnel" in the Secretary-General's Report on Women
and peace and security. The Secretary-General, Women and peace and security, U.N. Doc.
S/2004/814 (Oct. 13, 2004).
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mechanisms for assisting victims and ensuring the maintenance of
peacekeepers' babies by their fathers.
Finally, Part IV draws conclusions.

I.
DEVELOPMENTS IN THE LAW ON THE PROHIBITION OF SEXUAL ABUSE AND

EXPLOITATION IN THE CONTEXT OF CONFLICTS

While the post-World War II trials held in Nuremberg and Tokyo largely
neglected sexual violence, the former Yugoslav and Rwandan Tribunals have
successfully prosecuted various types of sexual violence as forms of genocide,
crimes against humanity, torture, enslavement, and war crimes. 20 Historically,
most nations treated these most serious crimes as the unfortunate but unavoid-
able consequences of war.2 This was fueled by a culture that regarded violation
of women as spoils of war and a "boys will be boys" problem. 22 In 1993, the
Vienna Conference on Human Rights helped to change this traditional view and
contributed to the great deal of attention that sexual crimes have received in re-
cent times. It witnessed the extraordinary success of efforts by women's rights
activists worldwide to end the historic disregard of human rights violations of
women.23 The Vienna Declaration and Program of Action on Human Rights
placed unprecedented emphasis on eliminating violence against women as a
human right. 24 The Declaration identified violence against women generally
and specified certain kinds of sexual harassment and exploitation, including
those resulting from cultural prejudice and international trafficking, as practices
incompatible with human dignity.25

Professor Donna Sullivan has argued that the publicity given by both print
and electronic media to widespread sexual crimes and violence against women
during the conflict in the former Yugoslavia coupled with the campaigns by
non-governmental organizations against the same galvanized governments mo-
tivated the international community to take measures against sexual crimes and
violence against women. 26 The NGO-led movement to promote women's hu-

20. Prosecutor v. Delalic, Case No. IT-96-21-A, Judgment (Feb. 20, 2001); Prosecutor v.
Akayesu, Case No. ICTR-96-4-T, Judgment, (Sept. 2, 1998); Louise Arbour, Sex Crimes Against
Women in Conflict Seldom Punished, ALLAFRICA, Mar. 8, 2007.

21. See Tamara L. Tompkins, Prosecuting Rape as War Crime: Speaking the Unspeakable,
70 NOTRE DAME L. REv. 845 (1995).

22. See id.; see also Bunia Report, supra note 15, at 26.
23. See Donna J. Sullivan, Women's Human Rights and the 1993 World Conference on Hu-

man Rights, 88 AM. J. INT'L L. 152 (1994). Susan Brownmiller in her book AGAINST OUR WILL:
MEN, WOMEN AND RAPE, presented stark accounts of rape and other sexual atrocities that have been
committed during armed conflict throughout history. Susan Brownmiller, AGAINST OUR WILL:
MEN, WOMEN, AND RAPE (1975).

24. Sullivan, supra note 23, at 152-67.
25. World Conference on Human Rights, Jun 14-25, 1993, Vienna Declaration and Pro-

gramme ofAction 18, U.N. Doc. A/CONF.157/23 (July 12, 1993).
26. Id. at 155. Women2000 observed: "Towards the end of 1992, the world was stunned by

reports of sexual atrocities committed during the armed conflict in the former Yugoslavia. Newspa-
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man rights that developed out of the Vienna Declaration and the Program of Ac-
tion on Human Rights aided by increased media attention and further aided by
developments in modem communications which has made NGO advocacy eas-
ier and less expensive, has resulted in the elaboration of a comprehensive legal

27framework that deals with violence against women. At the international level,
this framework has aimed to provide protection to women and girls during
armed conflict and its aftermath, and to ensure that that there is no impunity for
persons who commit these crimes. Additionally, the international criminaliza-
tion of activities in domestic armed conflicts has been of great significance, as
have gender sensitive prosecutorial policies. Another major advance resulting
from these initiatives has been the determination of those responsible for many
of the sexually violent offenses against women and girls during armed conflicts
as war criminals.28 This has undermined the culture of impunity that previously
pervaded in this context.29 It is essential that these positive developments are
not only maintained but also further advanced. Although there is now a greater
understanding of violence against women during conflicts, significant attention
needs to be paid to improving compliance with existing norms and developing
new standards where the present ones prove inadequate to deal with new situa-
tions that arise, like the sexual exploitation of females by United Nations peace-
keepers and the phenomenon of peacekeepers' babies.

Another ground-breaking advance was the United Nations Security Coun-
cil's adoption of Resolution 1325 on Women, Peace and Security in 2000.30
Resolution 1325 particularly focused on rape and other forms of sexual abuse, as
well as all other forms of violence in situations of armed conflict, calling on
members to fully implement international humanitarian and human rights law
that protects the rights of women and girls during and after conflicts.3' Since
then, the Secretary-General has submitted annual reports on the implementation
of Resolution 1325.32 These reports are debated in the Security Council and
provide an opportunity to assess and reflect on the progress that is being made in

per headlines decried: 'Serbian 'rape camps': Evil Upon Evil' and 'Serbs rape on highest orders."'
Women's Rights Unit, U.N. Division for the Advancement of Women, Sexual Violence and Armed
Conflict: United Nations Response, WOMEN2000 (April 1998), http://www.un.org/womenwatch
/daw/public/w2apr98.htm.

27. U.N., WOMEN, PEACE AND SECURITY: STUDY SUBMITTED BY THE SECRETARY-GENERAL

PURSUANT TO SECURITY COUNCIL RESOLUTION 1325, U.N. Sales No. E.03.IV.I (U.N. 2002).
Chapter Ill outlines the legal framework thus far achieved.

28. See, e.g., Prosecutor v. Delalic, Case No. IT-96-21, Judgment (Nov. 16, 1998); Prosecu-
tor v. Akayesu, Case No. ICTR-96-4-T, Judgment (Sept. 2, 1998).

29. See Prosecutor v. Delalic, Case No. IT-96-21, Judgment (Nov. 16, 1998); Prosecutor v.
Akayesu, Case No. ICTR-96-4-T, Judgment (Sept. 2, 1998).

30. S.C. Res. 1325, U.N. Doc. S/RES/1325 (Oct. 31, 2000).
31. Id.
32. For the 2002, 2004, 2005, 2006, and 2007 reports, see The Secretary-General, Women,

peace and security, U.N. Doe. S/2002/1154 (Oct. 16, 2002); The Secretary-General, Women and
peace and security, U.N. Doc. S/2004/814 (Oct. 13, 2004); The Secretary-General, Women and
peace and security, U.N. Doc. S/2005/636 (Oct. 10, 2005); The Secretary-General, Women, peace
and security, U.N. Doc. S/2006/770 (Sept. 27, 2006); The Secretary-General, Women and peace and
security, U.N. Doc. S/2007/567 (Sept. 12, 2007).
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combating sexual crimes and sexual exploitation during conflicts and in post-
conflict areas and have provided opportunities to deal with sexual violence
against women. They also recommend further action by the international com-
munity. While much remains to be done, especially in terms of holding states
accountable for the actions of fighting forces, significant progress has been
made in criminalizing and exposing violence against women, sexual abuse and
exploitation and galvanizing states in the fight against these evils. Progress has
also been made in introducing codes of conduct that establish zero-tolerance to
sexual violence crimes for all United Nations personnel, including peacekeepers,
who sexually exploit or abuse those they are meant to protect.33

On June 19, 2008, the United Nations Security Council took another his-
toric step on the question of violence against women when it passed Resolution
1820 on Sexual Violence in Armed Conflict.3 4 Resolution 1820 recognized the
importance of Resolution 1325 and reaffirmed the Security Council's commit-
ment to ending sexual violence as a weapon of war and as a means to terrorize
populations and destroy communities. 35 In Resolution 1820, the Security Coun-
cil described sexual violence as a tactic of war used to humiliate, dominate, in-
still fear in, and/or forcibly relocate civilian members of a community or ethnic

36group. Further, the Council noted that violence can significantly exacerbate
situations of armed conflict and may impede the restoration of international
peace and security. 37 This is an important determination as it can be used to ad-
vance the argument that the Security Council, as a body under the United Na-
tions Charter and charged with the primary responsibility of maintaining peace
and security, needs to remain engaged in this matter.3i

At the level of prosecuting perpetrators of sexual violence offenses in the
context of war, although international tribunals can only prosecute a fraction of
cases, great strides were made with the International Criminal Tribunal for the
former Yugoslavia (ICTY) and the International Criminal Tribunal for Rwanda
(ICTR) in developing the law regarding violence against women in conflicts.39

The ICTY and the ICTR produced a series of decisions that explicitly recog-
nized the international criminal nature of acts of sexual violence. Together, the

33. U.N., Dep't of Peacekeeping Operations, Ten Rules: Code of Personal Conduct for Blue
Helmets (1996), http://www.genderandpeacekeeping.org/resources/5-UN CodesofConduct.pdf.
See also G.A., Ensuring the Accountability of United Nations Staff and Experts on Mission with Re-
spect to Criminal Acts Committed in Peacekeeping Operations, U.N. Doc. A/60/980 (Aug. 16,
2006). This report contains the findings and recommendations of a group of legal experts appointed
by the Secretary-General in October 2005 to conduct a study on the best ways to ensure that U.N.
staff members and experts on mission who serve in peacekeeping operations and who commit crimes
during their peacekeeping assignments can be held criminally accountable.

34. S.C. Res. 1820, U.N. Doc. S/RES/1820 (June 19, 2008).
35. Id.
36. Id.
37. Id.
38. See U.N. Charter art. 24. Article 24 places the primary responsibility for peace and secu-

rity in the Security Council.
39. Allison M. Danner, When Courts Make Law: How the International Criminal Tribunals

Recast the Laws of War, 59 VAND. L. REV. 1, 1-65 (2006).
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decisions resulted in the classification of acts of sexual violence as forms of
genocide, crimes against humanity, war crimes, and grave breaches of the Ge-
neva Conventions. Several critical cases set important precedent. In Tadic, the
Tribunal formally recognized sexual violence as an international crime. 40 The
Delalic Tribunal recognized sexual humiliation as a war crime and a grave
breach of the Geneva Conventions and established command responsibility for
acts of sexual violence. 4' The Tribunal found rape and forced watching of rape
to constitute torture as well as a war crime in Furundzija.42 In Kunarac, rape,
enslavement of women, and related outrages upon personal dignity were found
to constitute crimes against humanity as well as war crimes. 43 In the ICTR ju-
risprudence, Akayesu was the major case solidifying sexually violent acts as in-
ternational crimes. 44 In this case, the Tribunal found that as long as there was a
specific intent to destroy a particular group in whole or in part, rape could con-
stitute genocide.45

The final text of the Rome Statute of the ICC also made major strides in
rectifying many of the injustices and deficiencies of the prosecution of gender-
based crimes in international law. This was done primarily by enlarging the
scope of the crimes. While the Nuremberg Charter did not explicitly recognize
rape as a crime against humanity (which was later corrected by judicial interpre-
tation),46 the ICC explicitly codified sexual assaults such as rape, sexual slavery,
enforced prostitution, forced pregnancy, enforced sterilization, and any other
form of sexual violence of comparable gravity as crimes against humanity. 47 In
building upon the advances achieved by the former Yugoslav and Rwandan Tri-
bunals, the ICC statute has provided more comprehensive and precise defini-
tions for gender-based crimes, thereby making it easier to prosecute such crimes.

Another area of the law that provides a framework for the prosecution of
gender-based crimes is international humanitarian law. War crimes as we know
them today were first elaborated and statutorily defined in the Nuremberg Char-
ter.48 Four years later, they were incorporated into the "grave breaches" provi-
sions of the 1949 Geneva Conventions.49 Outside the Statute of the ICC, the

40. Prosecutor v. Tadic, Case No. IT-94-I-T, Sentencing Judgment (July 14, 1997).
41. Prosecutor v. Delalic, Case No. IT-96-2 1, Judgment (Nov. 16, 1998).
42. Prosecutor v. Furundzija, Case No. IT-95-17/1, Judgment, 171 (Dec. 10, 1998).
43. Prosecutor v. Kunarac, Case No. IT-96-23-T & 96-23/1, Judgment (July 21, 2000).
44. Prosecutor v. Akayesu, Case No. ICTR-96-4-T, Judgment, 687 (Sept. 2, 1998).
45. Id. at 731.
46. Trial of General Tomoyuki Yamashita [U.S. Military Comm'n, Manila (Oct. 8-Dec. 7,

1945)], IV L. REPORTS OF TRIALS OF WAR CRIMINALS 1. (U.N. War Crimes Comm'n, London:
HMSO, 1948).

47. Rome Statute of the International Criminal Court, art. 7(l)(g), July 17, 1998, 2187
U.N.T.S. 3.

48. Charter of the International Military Tribunal (IMT), in Agreement for the Prosecution
and Punishment of the Major War Criminals of the European Axis (London Agreement), August 8,
1945,59 Stat. 1544; E.A.S. No. 472; 82 U.N.T.S. 279 (1951).

49. Geneva Convention for the Amelioration of the Condition of the Wounded and Sick in
Armed Forces in the Field (Geneva 1), Aug. 12, 1949, 75 U.N.T.S. 31; Geneva Convention for the
Amelioration of the Condition of Wounded, Sick and Shipwrecked Members of Armed Forces at
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Geneva Conventions remain the main texts of humanitarian law and provide the
main framework for the protection of individuals affected by armed conflict, es-
pecially for countries that are not party to the ICC Statute.

International humanitarian law consists of two main strains: treaties regu-
lating the methods and materials of warfare, such as the use of certain weapons
("the law of the Hague") and those aimed at protecting persons not taking active
part in the hostilities ("the law of Geneva"). Although the treaties were primar-
ily meant to regulate armed conflict between state parties to the conventions,
they also provide minimal requirements in cases of internal armed conflicts, in
the form of Common Article III. This provision, contained in all four conven-
tions, provides that all parties to a non-international armed conflict taking place
within the territory of a state party are required to treat all persons not taking ac-
tive part in hostilities "humanely, without any adverse distinction founded on
race, color, religion or faith, sex, birth or wealth, or any other similar criteria. ' 5

0

To this end, Common Article III explicitly prohibits:
(a) violence to life and person, in particular murder of all kinds, mutila-

tion, cruel treatment and torture;

(b) taking of hostages;
(c) outrages upon personal dignity, in particular humiliating and degrading

treatment; and

(d) the passing of sentences and executions without a regularly constituted
court's previous judgment, affording all the judicial guarantees which
are recognized as indispensable by civilized peoples.5'

These prohibitions, which are closely linked to the foundational norms of
the then-emerging law of international human rights, are thus the absolute
minimum requirements for protecting non-combatants during all armed con-
flicts.

Common Article III is supplemented by the Second Protocol Additional to
the Geneva Conventions (Protocol 1I).52 Adopted in 1977, Protocol I regulates
armed conflicts that take place in the territory of a High Contracting Party be-
tween its armed forces and dissident armed forces or other organized armed
groups.53 Under responsible command, the latter organized armed groups exer-
cise such control over a part of the High Contracting Party's territory so as to
enable them to carry out sustained and concerted military operations and to im-

Sea (Geneva 11), Aug. 12, 1949, 75 U.N.T.S. 85; Geneva Convention Relative to the Treatment of
Prisoners of War (Geneva III), Aug. 12, 1949, 75 U.N.T.S. 135; Convention Relative to the Protec-
tion of Civilian Persons in Time of War (Geneva IV), Aug. 12, 1949, 75 U.N.T.S. 287.

50. See, e.g., Geneva IV, supra note 49, at art. 3.
51. id.
52. Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the

Protection of Victims of Non-International Armed Conflicts (Protocol I1), art. 1.1. 1125 U.N.T.S.
609 (June 8, 1977).

53. Id.
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plement the protocol. 54 Although less widely ratified than the Geneva Conven-
tions, the protocol has nevertheless been recognized as codifying customary in-
ternational law. At its core, Protocol II expands on the basic prohibitions of
Common Article III to criminalize acts of terrorism, rape and forced prostitu-
tion, slavery and the slave trade, and pillage.5 5 It also provides special protec-
tion for children, requiring that they be granted educational opportunities and
that families not be separated unnecessarily, and prohibiting the use of child sol-
diers under the age of fifteen.5 6 As in international armed conflicts, special
steps must be taken to protect civilian populations, including a prohibition on
acts or threats of violence designed to "spread terror among the civilian popula-
tion"57 and the targeting of civilian objects including hospitals, agriculture and
cultural objects. 58  Finally, the forced movement of civilian populations is
strictly prohibited. 9

The protections and guarantees laid down by the Geneva Conventions and
their additional protocols are granted to all without discrimination. Women,
combatants, and civilians enjoy the protection of these general rules of interna-
tional humanitarian law on the basis of equality with men. The Geneva Conven-
tions and their additional protocols also include special provisions that offer
additional protection to women. These require women to be treated with all
consideration due to their sex (Geneva I, Article 12; Geneva II, Article 12; Ge-
neva III; Article 14; Protocol I, Article 76), seek to reduce women's vulnerabil-
ity to sexual violence, and provide protections for pregnant women and mothers
of young children. 60 Article 75.2 of Protocol I of the Geneva Conventions pro-
hibits, in relation to both women and men, "outrages upon personal dignity", in
particular humiliating and degrading treatment, forced prostitution, and any
form of indecent assault, whether committed by military or civilian personnel.6'
Article 76 of the Protocol applies specifically to women, and provides that
women shall be the object of special respect and shall be protected in particular
against rape, forced prostitution and any other forms of indecent assault. 62 Pro-
tocol I additionally provides that all children shall be the object of special re-
spect and are to be protected against sexual assault and shall be provided with

54. Id. This definition was intended to narrow the scope of conflicts that are regulated by the
treaty, and explicitly excludes "internal disturbances and tensions, such as riots, isolated and spo-
radic acts of violence and other acts of similar nature, as not being armed conflicts." Id. at art. 1.2.

55. Id. at art. 4.2.
56. Id. at art. 4.3.
57. Id. at art. 13.
58. Id. at art. 14-16.
59. Id. at art. 17.
60. U.N., WOMEN, PEACE AND SECURITY: STUDY SUBMITTED BY THE SECRETARY-GENERAL

PURSUANT TO SECURITY COUNCIL RESOLUTION 1325, 119, 121, U.N. Sales No. E.03.IV.1 (U.N.
2002).

61. Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the
Protection of Victims of International Armed Conflicts, art. 75.2, 1125 U.N.T.S. 3 (June 8, 1977)
(hereinafter Protocol I).

62. Id. at art. 76.
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care and aid.63

The Geneva Conventions technically do not apply to United Nations
peacekeeping forces that perform classical peacekeeping duties. First, the
United Nations is not a state. Only states may be parties to the Geneva Conven-
tions. 64 Furthermore, in peacekeeping operations, United Nations peacekeepers
are considered non-combat forces and are typically charged with monitoring
peace agreements and cease-fires. 65 They are not allowed to use force except in
self-defense and cannot militarily engage with fighting groups. The United Na-
tions Office of Legal Affairs has expressed the view that United Nations forces
are bound only by their Security Council mandate and are not legally obliged to
uphold the provisions of the Geneva Conventions.66 The Office of Legal Affairs
has argued that the role of the United Nations is to carry out the will of the in-
ternational community as expressed by its Security Council Resolutions.67 This
is an unnecessary argument as observing provisions of the Geneva Conventions
in no way impede the work of the United Nations. On the contrary, an argument
can be made that observing the conventions would enhance the image of United
Nations peacekeepers in the eyes of the populations in conflict areas and act as a
preventive and deterrent for the commission of abuses prohibited by the conven-
tions.

The United Nations has since modified its position. In the 1993 Agreement
on the Status of the United Nations Assistance Mission for Rwanda, the United
Nations undertook, for the first time, to ensure that the United Nations forces
would conduct operations with full respect for the principles and spirit of the
humanitarian conventions applicable to the conduct of military personnel, in-
cluding the four Geneva Conventions of 1949, their two additional protocols of
1977 and the Hague Convention of 1954 for the Protection of Cultural Property
in the Event of Armed Conflict. 68 This was largely because when questions
arose concerning the legal status of the detainees held by United Nations peace-
keepers and the interrogation methods exercised by them during United Nations
operations in Somalia, these concerns demanded a response.69 This eventually
led to the elaboration of rules governing peacekeepers in times of conflict. In
1999, the United Nations Secretary-General at the time approved a set of rules
and guidelines for United Nations peacekeepers in combat during the marking of

63. Id. at art. 77.
64. The Geneva Conventions are multilateral, international treaties to which only states may

be parties. See, e.g., Protocol I, supra note 61, at art. 2(c) (interchangeably using "parties" and
"states").

65. Gantz, supra note 7, at 247.
66. Roy Gutman, United Nations and the Geneva Conventions, CRIMES OF WAR: A TO Z

GUIDE, http://www.crimesofwar.org/thebook/un-geneva.html (quoting a memo by Stephen Katz,
United Nations Office of Legal Affairs).

67. Id.
68. Agreement on the Status of the United Nations Assistance Mission for Rwanda

(UNAMIR), I 7(a), 1748 U.N.T.S. 18, U.N. Sales No. 1-30482 (Nov. 5, 1993), available at
http://untreaty.un.org/unts/120001_144071/12/4/00009649.pdf.

69. Daphna Shraga, UN Peacekeeping Operations: Applicability of International Humanitar-
ian Law and Responsibility for Operations-Related Damage, 94 AM. J. INT'L L 406, 407 (2000).
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the fifty years of the signing of the Geneva Conventions. 70 The approval of the
United Nations rules on the fiftieth anniversary of the Geneva Conventions was
an important symbolic act of support for the conventions and all of what they
stand for. The United Nations rules contain all the norms articulated in the Ge-
neva Conventions. Therefore, the United Nations can now be regarded as hav-
ing effectively "joined" the conventions by incorporating their contents into its
set of rules and guidelines. 71 This means that to the extent that the United Na-
tions guidelines incorporate Geneva Convention norms, United Nations peace-
keepers can be said to be governed by them.

International humanitarian law protections provided to women and girls in
times of armed conflict is complemented by international human rights law pro-
tections. For example, in a provision that centers on violence against women,
the Program of Action adopted at the Vienna Human Rights Conference asserted
that violations against women in conflict situations, including murder, system-
atic rape, sexual slavery and forced pregnancy, constitute breaches of interna-
tional human rights norms.72 Human rights norms are particularly significant in
the context of non-international armed conflicts where the protection afforded
by the conventional humanitarian law is more limited. Legal protection is avail-
able under the Universal Declaration of Human Rights,73 the International
Covenant on Civil and Political Rights, 74 the International Convention on the
Elimination of All Forms of Racial Discrimination, 75 the International Cove-
nants on Economic Social and Cultural Rights, 76 and the Convention Against
Torture and Other Cruel, Inhuman or Degrading Treatment or Punishment.77

Under the Convention Against Torture, there is an affirmative duty on states to
prevent and enforce laws against torture and to extradite perpetrators, if neces-
sary. 78 The Convention on the Elimination of All Forms of Discrimination
Against Women expressly addresses issues such as trafficking in women and
girls and the exploitation of women through prostitution.7 9 Article 19 of the

70. The Secretary-General, Secretary-General's Bulletin: Observance by United Nations
Forces of International Humanitarian Law, U.N. Doc. ST/SGB/1999/13 (Aug. 6, 1999).

71. U.N. Joins Geneva Conventions After 50 Years, KYODo NEWS INTERNATIONAL, Aug.
16, 1999, http://findarticles.com/p/articles/mi-mOXPQ/is1999August 16/ai_55496702.

72. World Conference on Human Rights, June 14-25, 1993, Vienna Declaration and Pro-
gramme ofAction, U.N. Doc. A/CONF.157/23 (July 12, 1993).

73. Universal Declaration of Human Rights, G.A. Res. 217A (Ill), at 71, U.N. Doc. A/810
(Dec. 10, 1948). Article 5 prohibits torture, cruel, inhuman, or degrading treatment or punishment.

74. International Covenant on Civil and Political Rights, G.A. Res. 2200A (XXI), 21 U.N.
GAOR Supp. No. 16 at 52, U.N. Doc. A/6316 (Dec. 16, 1966), 993 U.N.T.S. 171, (Mar. 23, 1976).

75. International Convention on the Elimination of All Forms of Racial Discrimination, G.A.
Res. 2106 (XX), 660 U.N.T.S. 195 (Dec. 21, 1965).

76. International Covenant on Economic, Social and Cultural Rights, G.A. Res. 2200A
(XXI), 21 U.N. GAOR Supp. No. 16, U.N. Doe. A/6316, 993 U.N.T.S. 3 (Dec. 16, 1966).

77. Convention Against Torture and Other Cruel, Inhuman or Degrading Treatment or Pun-
ishment, G.A. Res. 39/46, Annex, 39 U.N. GAOR Supp. No. 51 at 197, U.N. Doc. A/39/51 (June 26,
1987).

78. Id. at art. 7.1.
79. Convention on the Elimination of All Forms of Discrimination Against Women

[CEDAW], G.A. Res. 34/180, 34 U.N. GAOR Supp. No. 46 at 193, U.N. Doc. A/34/46, art. 6 (Sept.

[Vol. 27:1

12

Berkeley Journal of International Law, Vol. 27, Iss. 1 [2009], Art. 5

http://scholarship.law.berkeley.edu/bjil/vol27/iss1/5



U.N. RESPONSES TO SEXUAL ABUSE

Convention on the Rights of the Child requires states to take all appropriate leg-
islative, administrative, social, and educational measures to protect children
from all forms of physical or mental violence, injury or abuse, neglect or negli-
gent treatment, and maltreatment or exploitation including sexual abuse. 80

Additionally, specific protection is provided for children in the Convention
on the Rights of the Child.81 For instance, Article 38 requires states to respect
international humanitarian laws applicable to children in armed conflicts and to
take all feasible measures to ensure protection and care of children who are af-
fected by armed conflict.8 2 Further protections are provided by the Optional
Protocol to the Convention on the Rights of the Child, which prohibits the sale
of children, child prostitution, and child pornography. 83 Trafficking in women
and girls is specifically addressed by international law. The Convention for the
Suppression of the Traffic in Persons and of the Exploitation of the Prostitution
of Others was adopted by the General Assembly in 1949.84 The United Nations
Convention Against Transnational Organized Crime and its Protocol to Prevent,
Suppress and Punish Trafficking in Persons, Especially Women and Children,
prohibits trafficking of persons. 8

Regional human rights systems have also made major contributions to the
promotion of international law norms that protect women and girls against sex-
ual violence. Article 19 of the American Convention on Human Rights is de-
signed to protect children's rights and prohibits discrimination.86 The European
Convention likewise prohibits discrimination and prohibits torture.8 7 Similarly,
the African Charter of Human and Peoples Rights prohibits discrimination and
torture.88 The Protocol to the African Charter on Human and Peoples' Rights on
the Rights of Women in Africa has extensive provisions which guarantee
women's rights including a condemnation of any harmful practices and behavior

3, 1981). Article 6 states that "state parties shall take appropriate measures, including legislation, to
suppress all forms of traffic in women and exploitation of women."

80. Convention on the Rights of the Child, G.A. Res. 44/25, Annex, 44 U.N. GAOR Supp.
No. 49 at 167, U.N. Doc. A/44/49 (Nov. 20, 1989).

81. Id.
82. Id. at art. 38.
83. Optional Protocol to the Convention on the Rights of the Child on the Involvement of

Children in Armed Conflicts, G.A. Res. 54/263, U.N. Doc. A/54/49 (May 25, 2000).
84. Convention for the Suppression of the Traffic in Persons and of the Exploitation of the

Prostitution of Others, G.A. Res. 317 (IV), U.N. Doc. A/RES/317, 96 U.N.T.S. 271 (Dec. 2, 1949).
85. U.N. Convention Against Transnational Organized Crime, G.A. Res. 55/25, Annex 1, 55

U.N. GAOR, Supp. No. 49 at 44, U.N. Doc. A/45/49 (Nov. 15, 2000); Protocol to Prevent, Suppress
and Punish Trafficking in Persons, Especially Women and Children, Supplementing the U.N. Con-
vention against Transnational Organized Crime, G.A. Res. 55/25, Annex I1, 55 U.N. GAOR, Supp.
No. 49 at 60, U.N. Doe. A/45/49 (2000).

86. American Convention on Human Rights, O.A.S. Treaty Series No. 36, 1144 U.N.T.S.
123, OEA/Ser.L./V/1I.23, doc. 21 rev. 2 (July 18, 1978).

87. European Convention for the Prot. of Human Rights and Fundamental Freedoms
[ECHR], arts. 3, 14, 213 U.N.T.S. 222 (Nov. 4, 1950).

88. African Charter on Human and Peoples' Rights, arts. 5, 18, adopted June 27, 1981, OAU
Doc. CAB/LEG/67/3 rev. 5, 21 I.L.M. 58 (1982).
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which negatively affect the fundamental rights of women and girls.8 9 Addition-
ally, the Inter-American Court of Human Rights in the case of Mejia v. Peru90

and the European Court of Human Rights in the case of Aydin v. Turkey9' spe-
cifically recognized rape as torture. Finally, domestic legal systems have devel-
oped tremendously in their recognition of sexual violence. In some states, this
was reflected in the beginning of the recognition of crimes of sexual violence in
domestic courts. 9 2 In other states, this was reflected through the transformation
of the definition of certain sexual crimes, such as defining rape to include mari-
tal rape. For example in the United Kingdom, there was no such thing as marital
rape until 1991 when R. v. R a House of Lords decision changed the law. 93 In-
ternational law, therefore, is replete with global instruments that prohibit gender
violence and require states to protect women and girls in times of peace and dur-
ing conflicts.

Unfortunately, the growing recognition of sexual violence as both a viola-
tion of women's rights and as a crime at both the international and domestic lev-
els has not necessarily been accompanied by a decrease in the occurrence of
sexual violence. This is especially evident in conflict areas. A recent Human
Rights Watch report on the Democratic Republic of the Congo, confirms the
continued prevalence of violence against women and underscores the need for
increased efforts to deal with violence against women. It reports that tens of
thousands of women and girls in the eastern part of the country have suffered
crimes of sexual violence during the past five years of armed conflict. 94

89. Protocol to the African Charter on Human and Peoples Rights on the Rights of Women in
Africa, July 11, 2003, OAU Doc. OAU/LEG/EXP/AFCHPRPROT (Ill).

90. Mejia v. Peru, Case 10.970, Inter-Am. C.H.R., Report No. 5/96, OEA/Ser.L./V/ll.91,
doc. 7 (1996).

91. Aydin v. Turkey, 1997-VI Eur. Ct. H.R. 1866, 25 Eur. H.R. Rep. 251 (1997).
92. Estelle Zinsstag, Sexual Violence against Women in Armed Conflicts: Standard Re-

sponses and New Ideas, 5 SOC. POL'Y & SOC'Y 137, 14044 (2006); The U.N. High Comm'r for
Human Rights [UNHCHR], Expert Workshop Report on Strengthening the Protection of Women
from Torture (Dec. 24, 2004), available at
http://www2.ohchr.org/english/issues/torture/rapporteur/issuesfocus.htm; Amnesty Int'l USA,
Women's Human Rights: Domestic Violence as Torture (2007),
http://www.amnestyusa.org/women/violence/domesticviolence.html.

93. R. V. R., [1992] 1 A.C. 599 (H.L.). In this case, the House of Lords held that "there was
no longer a rule of law that a wife was deemed to have consented irrevocably to sexual intercourse
with her husband and therefore a husband could be convicted of rape or attempted rape of his wife
where she had withdrawn her consent to sexual intercourse."

94. Human Rights Watch, Democratic Republic of Congo, Seeking Justice: The Prosecution
of Sexual Violence in the Congo War: Summary (Mar. 2005),
http://www.hrw.org/reports/2005/drc0305.
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II.
THE NATURE AND EXTENT OF THE SEXUAL ABUSE PROBLEM IN

PEACEKEEPING OPERATIONS

Allegations of peacekeepers and aid workers engaging in sexual abuse and
exploitation first surfaced and grabbed the world's attention in late November
200 1.9 5 These claims were made in a report by two consultants who had been
commissioned by the United Nations High Commission for Refugees (UNHCR)
and Save the Children (UK) to study the question of sexual exploitation and vio-
lence in the refugee communities in Guinea, Liberia, and Sierra Leone. 9 6 The
report alleged widespread sexual exploitation and sexual abuse by aid workers
in the three countries. 97 Although a subsequent investigation by the United Na-
tions Office of Internal Oversight Services (OIOS) was unable to confirm the
specific cases contained in the consultants' report, it did indicate that the prob-
lem of sexual exploitation was real. 98 It observed that conditions in the camps
and in refugee communities in the three countries made refugees vulnerable to
sexual and other forms of exploitation.99 This led the General Assembly to con-
sider the matter and subsequently adopt Resolution 57/306 entitled the Investi-
gation into Sexual Exploitation of Refugees by Aid Workers in West Africa. 100

In the Resolution, the General Assembly requested the Secretary-General to, in-
ter alia, maintain and report on investigations into sexual exploitation and re-
lated offenses by humanitarian and peacekeeping personnel in peacekeeping
operations and all relevant actions taken by the United Nations to address the
violations. 01 The Department of Peacekeeping reported 24 cases in its 2003
report.'O' In five of these cases, the alleged perpetrators were United Nations
civilian personnel accused of serious misconduct and appropriate disciplinary
action was taken. 103 Military personnel were allegedly involved in 19 cases, but

95. U.N. High Comm'r for Refugees [UNHCR] & Save the Children-UK, Note for Imple-
menting and Operational Partners on Sexual Violence & Exploitation: The Experience of Refugee
Children in Guinea, Liberia and Sierra Leone (Feb. 2002), http://www.unhcr.org/cgi-
bin/texis/vtx/news/opendoc.pdfid=3c7cf89a4&tbl=PARTNERS (hereinafter UNHCR & Save the
Children-UK). See also U.N. Office for the Coordination of Humanitarian Affairs, Mano River Un-
ion: Reports that Child Refugees Sexually Exploited Shock Annan (Feb. 27, 2002),
http://www.irinnews.org/report.aspx?reportid=30517.

96. UNHCR & Save the Children - UK, supra note 95, at section III.
97. The Secretary-General, Special measures for protection from sexual exploitation and

sexual abuse, U.N. Doc. A/58/559 (Nov. 10, 2003). However, in the case of Sierra Leone, docu-
mented cases of sexual exploitation and abuse committed by humanitarian workers and peacekeepers
go as far back as 1995. See Paul Higate, GENDER AND PEACEKEEPING CASE STUDIES: THE
DEMOCRATIC REPUBLIC OF THE CONGO AND SIERRA LEONE (Monograph No. 91, March 2004).

98. The Secretary-General, Report of the Secretary-General on the Activities of the Office of
Internal Oversight Services, delivered to the General Assembly, U.N. Doc. A/57/451 (Oct. 4, 2002).

99. Id. at 29, 61.
100. G.A. Res. 57/306, U.N. Doc. A/RES/57/306 (May 22, 2003).
101. Id.
102. The Secretary-General, Special measures for protection from sexual exploitation and

sexual abuse, 3, U.N. Doc. A/58/777 (Apr. 23, 2004).
103. Id.
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investigations revealed that misconduct was serious in eight cases. 104 In each
those cases appropriate action was taken. 1 0 5

In early 2004, the international media reported on the sexual exploitation
and abuse of young Congolese women and girls by United Nations peacekeepers
in the United Nations Organization Mission in the Democratic Republic of the
Congo (MONUC).I0 6 The public outcry that followed these reports led to an
investigation by the United Nations Office of Oversight Services (OIOS). 107

The investigation found serious problems of sexual exploitation and sexual
abuse in the Mission. 0 8 The allegations were substantiated by a Human Rights
Watch report on sexual exploitation and abuse in Eastern Congo. 0 9 In his an-
nual report, pursuant to General Assembly Resolution 57/306, the Secretary-
General reported a total of 121 allegations of sexual abuse and exploitation in
2004 -more than double the 53 allegations reported in 2003.110 Forty-five per-
cent of those allegations were reports involving sex with minors."' Over 31
percent involved prostitution with adult women. 112  In 2005, the Secretary-
General reported 340 cases of abuse and sexual exploitation. 113 This is a stag-
gering increase compared to a total of 121 allegations reported in 2004 and 53
reported in 2003." I4 The 2005 figures represented more than a threefold in-
crease in the total number of sexual exploitation and sexual abuse allegations in
peacekeeping missions."l 5 A total of 357 cases were reported in 2006.' 16 The
number of sexual exploitation or sexual abuse cases reported in 2007 dropped to
59.117 Although the cases reported are spread across all missions, the great ma-
jority of the allegations reported originated at MONUC. " 8

The United Nations has attributed the decrease in cases recorded to pro-
gress being made in establishing a sustainable legal framework within which to

104. Id.
105. Id.
106. Jonathan Clayton & James Bone, Sex scandal in Congo threatens to engulf UN's peace-

keepers, THE TIMES (Dec. 23, 2004),
http://www.timesonline.co.uk/tol/news/world/article405213.ece.

107. The Secretary-General, Investigation by the Office of Internal Oversight Services into al-
legations of sexual exploitation and abuse in the United Nations Organization Mission in the De-
mocratic Republic of the Congo, U.N. Doc. A/59/661 (Jan. 5, 2005).

108. Id.
109. Human Rights Watch, supra note 94.
110. The Secretary-General, Special measures for protection from sexual exploitation and

sexualAbuse, 9, U.N. Doe. A/59/782 (Apr. 15, 2005).
111. Id. at 10, Annex 1.
112. Id.
113. Id.
114. The Secretary-General, Comprehensive report prepared pursuant to General Assembly

Resolution 59/296 on sexual exploitation and sexual abuse, including policy development, imple-
mentation and full justification of proposed capacity on personnel conduct issues, 56, U.N. Doc
A/60/862 (May 24, 2006).

115. Id.
116. The Secretary-General, Special measures for protection from sexual exploitation and

sexual abuse, 8, U.N. Doc. A/62/890 (June 25, 2008).
117. Id.at 11.
118. /d.at 8.
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address sexual exploitation and abuse, preventive measures implemented by the
organization, and increased awareness in the communities peacekeepers oper-
ate. 119 It has argued that United Nations personnel and the host population are
becoming more aware of UN standards of conduct and developing greater con-
fidence in the ability of the United Nations to receive complaints and take ac-
tion. "2

While acknowledging the progress made in addressing the problem and the
decrease in the numbers of cases in 2007, the figures continue to reveal a serious
problem of sexual exploitation and sexual abuse by peacekeepers during United
Nations missions. Given the widely acknowledged fact that sexual abuse is of-
ten not reported by victims who feel powerless and are frightened and intimi-
dated at the prospect of being confronted by investigators, the figures could very
well be an under-reporting of the problem. The United Nations is under no illu-
sion that the problem is under control. As recently as November 2007, the
United Nations confirmed that it was sending home 100 Sri Lankan peacekeep-
ers stationed in Haiti because of accusations of sexual abuse and sexual exploita-
tion. The allegations included the abuse of underage girls and solicitation of
prostitutes.12 1 In C6te d'Ivoire in August 2007, 800 peacekeepers were sus-
pended on allegations of engaging in sex with minors. 122 In 2007 there were re-
ports that United Nations peacekeepers in southern Sudan engaged in sexual
abuse and sexual exploitation of women.123 Also, a June 2008 Save the Chil-
dren report stated that it believed that sexual abuse is widely underreported es-
pecially with regard to children who may be afraid to come forward and report
complaints to investigators. 124  In other contexts, the United Nations has ac-
knowledged that reports from other United Nations organizations, other than
peacekeeping missions, suggest chronic underreporting of allegations of sexual
exploitation and abuse, in particular of minors, by United Nations personnel, as
well as personnel from the international community. 125  The UN has further
pointed out that the period during which systematic reporting and specific poli-
cies were implemented, from 2005 to 2007, remains relatively short. 26 There-
fore, it is difficult to make a conclusive determination and analysis regarding the
decrease in the number of allegations in the reporting period and whether the

119. Id. at 13.
120. Id. at 29.
121. Sri Lanka troops 'abused Haitians', BBC NEWS, Nov. 2, 2007,

http://news.bbc.co.uk/2/hi/southasia/7075866.stm.
122. Claudia Parsons, Moroccan UN troops accused of abuse in Ivory Coast, REUTERS, July

20, 2007, http://www.alertnet.org/thenews/newsdesk/N20327686.htm.
123. Secretary-General alarmed by reports of sexual abuse by UN peacekeepers in Sudan,

UN NEWS CENTRE, Jan. 3, 2007,
http://www.un.org/apps/news/story.asp?NewslD=21152&Cr-sudan&CrI.

124. Save the Children, No one to turn to: The under-reporting of child sexual exploitation
and abuse by aid workers and peacekeepers (UNHCR Refworld 2008),
http://www.unhcr.org/revfworld/docid/483c2a822.html.

125. The Secretary-General, Special measures for protection from sexual exploitation and
sexual abuse, 13, U.N. Doc. A/62/890 (June 25, 2008).

126. Id.
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measures adopted by the United Nations are having the desired impact. 127

A major factor in the prevalence of sexual abuse and sexual exploitation
cases is the fact that local populations are vulnerable to such attacks. 128 Most of
the local populations in conflicts zones live in abject poverty and unemployment
is extremely high. Prostitution in such environments becomes a source of in-
come for some girls and women. 129 To some extent, especially with regard to
older women, one should not totally disregard the agency of the women in-
volved. Many older women and girls willingly engage in prostitution as a
source of income and find it to be the only way to survive extreme poverty, ex-
tremely low status for women and girls, and very limited economic opportunities
offered to them. In the United Nations investigation in Bunia, officers sent to
the area reported that some of the girls they sought to interview refused to coop-
erate with the investigators out of concern that successful investigations might
eliminate what they described as their only source of income and threatened
those who were cooperating with investigators. 130 The economic conditions and
the existence of willing participants, however should not excuse peacekeepers
sent to conflict areas to protect the local populations, which clearly should in-
clude protection from sexual abuse and sexual exploitation.

While these conditions certainly foster situations in which sexual abuse oc-
curs or in which the likelihood of sexual abuse may increase, a contributing fac-
tor is that peacekeepers commit these violations because they believe they can
get away with it. In a recent case, the Democratic Republic of the Congo gov-
ernment arrested Dadier Bourguet, a mechanic employed with the United Na-
tions Peacekeeping Mission in Eastern Congo and turned him over to the French
authorities. '31 In his interrogation with French police he admitted to having had
sexual relations with 24 girls. 132 Asked further as to why he did it he replied
that "over there, the colonial spirit persists. The white man gets what he
wants."' 133 The fact that sexual violence, exploitation and abuse occur on a com-
paratively widespread basis in conflict areas indicates that the peacekeepers
committing these acts either do not view the acts they engage in as wrong or that
they fear no serious negative repercussions for their actions. Accountability is
therefore at the core of addressing the problem of sexual exploitation and abuse
by peacekeepers.

Writing about sexual violence in armed conflicts, Estelle Zinsstag has simi-
larly identified impunity as a major contributing factor enabling abuse to occur

127. Id.
128. Inter-Agency Standing Committee, Report of the Task Force on Protection from Sexual

Exploitation and Abuse in Humanitarian Crises, 6 (June 13, 2002),
http://www.unicef.org/emerg/files/IASCTFReport.pdf.

129. Id. See also The Secretary General, Special measures for protection from sexual exploi-
tation and sexual abuse, U.N. Doe. A/58/559 (Nov. 10, 2003).

130. Bunia Report, supra note 15, at 13.
131. Ex-UN Employee on trial in France for raping African girls, AFP, Sept. 9, 2008,

http://afp.google.com/article/ALeqM5jKxmjS-sf608LAU7pEoQCRmydXVA.
132. Id.
133. Id.
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and consequently urged a three-pronged approach encompassing accountability,
elimination of impunity, and deterrence to limit incidents of abuse.134 As de-
scribed by Zinsstag, accountability would be achieved by ensuring that the per-
petrators of sexual abuse and sexual exploitation answer for their crimes by
making them publicly acknowledge their criminal responsibility for the acts they
committed. 135 In this regard, the elimination of impunity would require taking
measures that ensure that appropriate action will be taken so that perpetrators of
sexual abuse and sexual exploitation are prosecuted and receive appropriate pun-
ishment. Finally, she anticipates that the elimination of impunity would deter
others from committing similar crimes in the future. 136 In addition to these pro-
cedural remedies, there is clearly a need to take action to end conflicts and pro-
mote sustainable economic development, thereby reducing the underlying
vulnerability of local people to sexual abuse and sexual exploitation by foreign
forces. This would involve engaging all potential stakeholders to address the
social and economic problems that lead girls and women into prostitution, and
provision of employment should be on top of this agenda.

Like elsewhere in the world, and as the United Nations Report on the
Congo observed, prostitution is driven by the simple economic theory of "supply
and demand."' In many peacekeeping missions, there is substantial demand
for peacekeepers, and other United Nations personnel among the local popula-
tion. All have a significantly higher income levels than the local population,
whose dire economic situation means that there is always going to be an ample
supply of girls and young women offering sex in exchange for money for peace-
keepers willing to pay.138 They often have access to resources (in some mis-
sions special shops exist for peacekeepers), which are a source of envy among
the locals. By virtue of their higher social and economic position, the peace-
keepers can take advantage of a local population with little or no means of its
own. 139 In almost all peacekeeping operational zones there is little or no eco-
nomic opportunity for the local people to earn money to support themselves. A
United Nations report sent to interview victims of sexual violence in Bunia
found that most of the victims were destitute and had no education or training in
employable skills.140  As Jasmine Whitebread, Chief Executive of Save the
Children UK has observed, "organizations in the field need to make sure that
selling her body is not the only way a young girl can feed herself or her fam-
ily."' 4'

134. Zinsstag, supra note 92, at 139.
135. Id.
136. Id.
137. Bunia Report, supra note 15, at 26.
138. Id.
139. Id. at 20.
140. Id. at 11.
141. Jonas Hagen, Fighting Sexual Exploitation and Abuse by UN Peacekeepers, UN

CHRONICLE ONLINE EDITION (2006),

http://www.un.org/Pubs/chronicle/2006/webArticles/1 21306_unp.htm.
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Measures to address the problem of sexual exploitation and sexual abuse of
women and girls by peacekeepers will have to be comprehensive and include
measures that address poverty in post-conflict societies, the creation of jobs,
prosecutions of all perpetrators, and taking necessary measures to ensure that
individual women and girls are not subjected to sexual exploitation and abuse.

III.
UNITED NATIONS RESPONSES TO SEXUAL ABUSE IN PEACEKEEPING MISSIONS

Various United Nations texts define what amounts to sexual abuse and sex-
ual exploitation. The MONUC Code of Conduct defines an act of sexual abuse
and/or exploitation as (a) any exchange of money, employment, goods or ser-
vices for sexual intercourse, (b) sexual activity with a person under the age of
18, or (c) other sexual misconduct that has a detrimental effect on the image,
credibility, impartiality or integrity of the United Nations.142 A more compre-
hensive definition is promulgated by the Secretary-General in a 2003 bulletin
addressed to all staff of the United Nations, including staff of separately admin-
istered organs and programs on special measures for protection from sexual ex-
ploitation and sexual abuse. 143 The bulletin defines sexual abuse and sexual
exploitation as two different concepts and violations. It defines sexual exploita-
tion as "any actual or attempted abuse of a position of vulnerability, differential
power, or trust for sexual purposes, including, but not limited to, profiting mone-
tarily, socially or politically from the sexual exploitation of another.' ' 144 Sexual
abuse is defined as an "actual or threatened physical intrusion of a sexual nature,
whether by force or under unequal or coercive conditions.' ' 145 These are both
comprehensive approaches, which criminalize any form of sexual relations in
the context of peacekeeping operations regardless of consent.

The core elements of the definitions include (a) sexual relations in a situa-
tion where one takes advantage of the victim regardless of the age of the victim
or (b) sexual relations where the victim is under eighteen years of age. Consent
is immaterial where it is obtained under the circumstances of peacekeeping be-
cause the perpetrators are there to protect the victim. The rationale for this ap-
proach is that in obtaining sex or sexual favors from vulnerable victims, the
peacekeepers abuse their position of power. No doubt that under this approach
peacekeepers are held to a higher standard of morality than ordinary persons.
This is because they are in a position of trust with regard to the local population
and additionally their economic situation is vastly superior to that of the local
people. Their jobs are to advance peace and protect the local population and not
exploit them.

142. Bunia Report, supra note 15, at T 19.
143. The Secretary-General, Secretary-General's Bulletin, Special measures for protection

from sexual exploitation and sexual abuse, § 1, U.N. Doc. ST/SGB/2003/13 (Oct. 9, 2003).
144. Id.
145. Id.
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The difficulty of dealing with sexual exploitation and abuse in peacekeep-
ing missions is compounded by the multi-category personnel structure of United
Nations peacekeeping missions.146 Not only are peacekeeping missions com-
posed of troops from different states, so that the troops remain members of their
respective armed forces and do not constitute an independent UN army with se-
rious consequences for the implementation of disciplinary measures, peacekeep-
ing missions are also comprised of complex categories. Typically peacekeeping
operations include five broad categories of personnel: (i) members of national
military contingents and military officers, (ii) United Nations civilian police and
military observers, (iii) United Nations civilian staff, (iv) United Nations volun-
teers, and (v) individual contractors. 47 Different categories of staff and differ-
ent organizations are typically subject to different rules and regulations.
Additionally, individual troop-contributing countries under the status of forces
agreements are solely responsible for the conduct and discipline of their own
troops according to their own national laws and military regulations.

The impetus for the first United Nations legislative measures to deal with
sexual exploitation and sexual abuse by peacekeepers came as a result of an in-
vestigation and exposure of alleged misconduct by aid workers in West Africa in
2003. 148 The aid workers in charge of distributing relief food were alleged to
have exchanged food for sex. 149 After the 2003 investigation into sexual exploi-
tation of refugees by these aid workers, and the media outcry that accompanied
it, the Secretary-General promulgated a set of rules, the "Secretary-General's
Bulletin" to govern disciplinary matters relating to sexual abuse and sexual ex-
ploitation in missions and to provide sanctions for violations. 50 The Bulletin
applies to all United Nations staff, including staff of separately administered or-
gans and programs of the United Nations. Section 2 of the Bulletin prohibits
United Nations forces from committing acts of sexual exploitation and abuse
and requires troops to have a particular duty of care towards women and chil-
dren and to observe international humanitarian law.' 5 1 It categorically states
that "sexual exploitation and sexual abuse violate universally recognized inter-
national legal norms and standards and have always been unacceptable behavior
and prohibited conduct for United Nations staff by the United Nations Staff
Regulations and Staff Rules."' 5 2 In order to further clarify the applicable law to

146. The Secretary-General, Comprehensive review of the whole question of peacekeeping
operations in all their aspects, Summary, U.N. Doc. A/59/710 (Mar. 24, 2005).

147. Id.
148. Id. at 4.
149. Id. at A. 11.
150. See The Secretary-General, Secretary-General's Bulletin, Special measures for protec-

tion from sexual exploitation and sexual abuse, U.N. Doc. ST/SGB/2003/13 (Oct. 9, 2003). The
Bulletin sets out minimum standards of behavior expected of all United Nations personnel, as well as
measures necessary to maintain an environment that prevents sexual exploitation and abuse. Since
its issuance, all parts of the United Nations system with a field presence have been working to estab-
lish a coherent system for implementation of the Bulletin at the field level.

151. ld. at § 2.2.
152. Id. at § 3.1.
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sexual abuse and sexual exploitation and protect the most vulnerable popula-
tions, especially women and children, Section 3.2 provides that:

(a) "sexual exploitation and sexual abuse constitute acts of serious mis-
conduct and are therefore grounds for disciplinary measures, including
summary dismissal;

(b) sexual activity with children (persons under the age of eighteen) is
prohibited regardless of the age of majority or consent locally, and
mistaken belief regarding the age of a child is not a defense;

(c) exchange of money, employment, goods or services for sex, including
sexual favors or other forms of humiliating, degrading or exploitative
behavior, is prohibited, including any exchange of assistance that is
due to beneficiaries of assistance;

(d) sexual relations between United Nations staff and beneficiaries of as-
sistance, since they are based on inherently unequal power dynamics,
undermine the credibility and integrity of the work of the United Na-
tions and are strongly discouraged;

(e) where a United Nations staff develops concerns or suspicions regard-
ing sexual exploitation or sexual abuse by a fellow worker, whether in
the same agency or not and whether or not within the United Nations
system, he or she must report such concerns via established reporting
mechanisms; and

(f) United Nations staff are obliged to create and maintain an environment
that prevents sexual exploitation and sexual abuse."1 53

The Bulletin goes further and outlines administrative directives and prac-
tices designed to create an environment less conducive to the commission of
sexual abuse and sexual exploitation in missions. The directives and practices
are to be observed and implemented in all peacekeeping missions. Under the
Bulletin, United Nations managers at all levels have a particular responsibility to
support and develop systems that maintain this environment.154 Section 4 of the
Bulletin places the responsibility for creating and maintaining an environment
that prevents sexual exploitation and sexual abuse on the Head of the Depart-
ment or Mission. 155 He or she is responsible for taking appropriate action in
cases where there is reason to believe that any of the standards stipulated in the
Bulletin have been violated. 156

The Bulletin attempts to create an administrative structure which is respon-
sive to addressing sexual abuse and sexual exploitation violation. Missions are
required to have an officer among their staff who is the focal point for receiving
information about cases of sexual exploitation and sexual abuse.' Where in-

153. Id. at § 3.2.
154. Id. at § 3.2(f).
155. Id. at § 4.
156. Id. at § 4.2.
157. Id. at § 4.3.
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vestigations reveal evidence to support allegations of sexual exploitation or sex-
ual abuse against any member of the mission, in the cases of military personnel,
the cases are to be referred to national authorities of the troops involved for
criminal prosecution. 158 A major drawback of the Bulletin is the fact that it is
not legally binding on uniformed personnel, as they fall under the jurisdiction of
their own governments. The United Nations cannot subject military personnel
to United Nations disciplinary procedures. It does, however, serve as a code of
conduct for them and they are made aware of it. 159 In order to be truly effective,
therefore, the efforts within the United Nations system need to be reinforced by
a demonstrated commitment on the part of national governments to take action
against national military personnel and police who serve in peacekeeping opera-
tions, including punitive measures against offending personnel.

Additional rules to govern peacekeeping missions were developed in 2005.
The second impetus by the United Nations to develop further measures to deal
with sexual abuse and sexual exploitation by peacekeepers by the United Na-
tions happened in 2004. In that year, there was intense international media cov-
erage of the involvement of peacekeepers in widespread sexual abuse and sexual
exploitation of girls and women in the eastern Congo.160 Following these alle-
gations the United Nations began a review process to determine the nature of the
problem and examine further action that could be taken to address the prob-
lem.'16 The Secretary-General asked Prince Zeid Hussein, Jordan's Ambassa-
dor to the United Nations to travel to the eastern Congo to investigate the
allegations reported in the media and requested him to undertake a comprehen-
sive review of United Nations measures on the issue of sexual abuse and exploi-
tation by peacekeepers and make recommendations on how to deal with the
problem.162 Prince Zeid Hussein's report recommended a number of new meas-
ures, including the following:

" The application of all rules set out in the Bulletin to all categories of
United Nations peacekeeping personnel, including civilian police,
military observers, and members of national contingents, United Na-
tions volunteers, consultants and individual contractors.163

* The wide publication among United Nations personnel of the Bulletin
and the "Ten Rules: Code of Personal Conduct for Blue Helmets" and
"We are United Nations", United Nations codes for peacekeepers. 164

158. Id. at § 5.
159. See The Secretary-General, Comprehensive review of the whole question of peacekeep-

ing operations in all their aspects, T A.30, U.N. Doc. A/59/710 (Mar. 24, 2005).
160. Jonathan Clayton & James Bone, Sex Scandal in Congo threatens to engulf UN's peace-

keepers, THE TIMES (Dec. 23, 2004),
http://www.timesonline.co.uk/tol/news/world/article405213.ece.

161. See The Secretary-General, Comprehensive review of the whole question of peacekeep-
ing operations in all their aspects, U.N. Doc. A/59/710 (Mar. 24, 2005).

162. Id.
163. Id. at 15-18.
164. ld. at 26.
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* The inclusion of the Bulletin and the above rules of conduct in each
memorandum of understanding signed by the United Nations with
each troop-contributing country. '65

* Ensuring that troop-contributing countries are obligated to guarantee
that the Bulletin and the rules of conduct are binding on the military
members of their national contingents.' 66

* The issuance of the Bulletin rules and the other codes in card form to
all contingents and to the troop-contributing countries. 67

* The publication of the Bulletin rules and the other codes of conduct in
the languages of the contingents. 68

* The establishment of a permanent professional investigative capacity
to investigate complex cases of serious misconduct, including sexual
exploitation and abuse.

* The participation of an expert in military law from a troop-contributing
country concerned as a member of any investigation of members of its
contingent in order to improve the chances of the prosecution of per-
petrators in the home country.' 69

* Holding of on-site court martial by troop-contributing countries, since
that would facilitate access to witnesses and evidence in the peace-
keeping area. 170

In addition the report recommended a series of preventive measures to help
eliminate sexual exploitation and abuse in peacekeeping missions, which in-
cluded extensive training and sensitizing of troops to issues of violence against
women, an effective program of outreach to the local community, a data collec-
tion system to track the investigation and resolution of allegations of sexual ex-
ploitation and abuse, and the establishment of a few full-time positions at
headquarters and in the field to coordinate action on sexual abuse and sexual ex-
ploitation issues in missions. l1' The following administrative recommendations
were made:

* In order to ensure accountability of managers, the report recommended
that effective implementation of measures to eliminate sexual exploita-
tion and abuse should be made part of the performance goals and
evaluation of managers and commanders. 72

* On individual disciplinary accountability, there should be strict disci-
plinary accountability for peacekeeping personnel who violate United
Nations rules against sexual exploitation and sexual abuse by labeling

165. Id. at 25.
166. Id. at 124, 25.
167. Id. at 26.
168. Id.
169. Id. at 1132, 33.
170. Id. at 135, 36.
171. Id. at 40, 58, 62.
172. Id. at 65.
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such conduct as serious misconduct, which invites dismissal from
United Nations service. '73

* It further recommended that the model memorandum of understanding
between the United Nations and troop-contributing countries should
provide that, if a Department of Peacekeeping Operations investi-
gation concluded that a member of their contingent committed an act
of sexual exploitation or abuse, the troop-contributing country must
agree to forward the case to its competent national or military authori-
ties to be considered for prosecution in accordance with its laws. 174

The model agreement should require troop contributing states to un-
dertake to take action when a member of their military has violated
standards set in the 2003 Bulletin. 175 The country must also report the
results to the Secretary-General. 

176

* It also proposed that those who commit sexual abuse and sexual ex-
ploitation should be held financially accountable for harm caused to
victims. 177 In particular, the General Assembly should request the
Secretary-General to require DNA and other tests to establish paternity
in appropriate cases so as to ensure that peacekeeping personnel can
be obligated to provide child support to the babies that they father and
abandon. 178

* The report recommended that the memorandum of understanding be-
tween troop-contributing countries and the United Nations should spe-
cifically provide that troop-contributing countries must ensure that
their contingents are obliged to respect local law. 179

* Finally, the report recommended that the model of this memorandum
of understanding between the United Nations and the troop-
contributing country should require the troop-contributing country to
report on any action taken by it on cases referred to it as result of the
United Nations investigations within 120 days after the case has been
referred to it.1

80

As can be seen from the United Nations measures discussed above the re-
sponse of the United Nations is to first ensure the punishment and prosecution of
any staff guilty of sexual abuse and sexual exploitation and second, to take pre-
ventive measures. On the preventive -level, the Department of Peacekeeping has
created and staffed conduct and discipline units in peacekeeping missions to
raise awareness of sexual exploitation and sexual abuse issues and to provide on

173. Id. at 91.
174. Id. at 79.
175. Id. at 71.
176. Id. at 92.
177. Id. at 94.
178. Id. at 76.
179. Id. at 92.
180. Id. at 79.
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the ground training to both peacekeepers and United Nations staff. 18' Also, the
Secretary-General has required the application of the uniform code of conduct
on sexual exploitation and sexual abuse, which is set out in the Secretary-
General's Bulletin. 182 To promote awareness, this uniform code of conduct is
now written into contracts for experts, volunteers, consultants and contrac-
tors. 183 The code of conduct is signed by all United Nations personnel, includ-
ing police and military observers upon arrival in a mission area.' 84  On the
facilitation of the punishment of the perpetrators of sexual abuse and sexual ex-
ploitation, Resolution 59/287 mandates the United Nations Office of Internal
Oversight Services to conduct investigations into allegations of sexual exploita-
tion and sexual abuse by staff members and other persons engaged in activities
under the authority of the United Nations.' 85  While non-military personnel
found guilty are punished immediately by the United Nations, punishment for
military personnel unfortunately involves informing the respective troop-
contributing countries and repatriating the soldiers to their home countries. 186

This leads us in the next section to an examination of the prospects and ef-
fectiveness of prosecutions at both host state and contributing state levels. Ex-
planations for sexual exploitation and abuse are varied. On the part of the
victims, these explanations include poverty and vulnerability, unemployment,
and cultures under which women's roles are submissive. While these conditions
certainly foster situations in which sexual abuse may occur or one in which the
likelihood of sexual abuse may increase, a significant reason that these incidents
do in fact occur is that peacekeepers can commit these violations more or less
with impunity. Peacekeepers have little reason to fear any criminal liability for
their actions. Potential criminal individual liability for United Nations peace-
keepers is severely limited by their unique situation that grants them immunity
from any type of criminal prosecution in the mission area by the United Nations
or the host state, and which unfortunately shields them from criminal liability
for sexual abuse and sexual exploitation. In addition, because the necessary le-
gal infrastructure is lacking, the host states are generally incapable of prosecut-
ing United Nations peacekeepers anyway, and troop-contributing states are
likewise unable, for different reasons discussed later, or unwilling to prosecute
their own nationals for sexually abusive acts committed abroad while on peace-
keeping missions. The United Nations, also for practical and legal reasons, is

181. See Bunia Report, supra note 15, at 29.
182. The Secretary-General, Secretary-General's Bulletin, Special measures for protection

from sexual exploitation and sexual abuse, § 1, U.N. Doc. ST/SGB/2003/13 (Oct. 9, 2003).
183. Id.
184. See-The Secretary-General, Special measures for protection from sexual exploitation and

sexual abuse, U.N. Doc. A/62/890 (June 25, 2008). See also Under-Secretary-General for Manage-
ment, Administrative instruction amending administrative instruction ST/Al/1999/7, U.N. Doc.
ST/Al/1999/7/Amend.l (Mar. 15, 2006) (discussing general conditions of contracts for the services
of consultants or individual contractors).

185. G.A. Res. 59/287, U.N. Doe. A/RES/59/287 (Apr. 21, 2005).
186. The Secretary-General, Special measures for protection from sexual exploitation and

abuse, 9, U.N. Doe. A/62/890 (June 25, 2008).
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extremely limited in its ability to punish peacekeepers. The problems associated
with prosecutions in the host state and in troop-contributing countries in the con-
text of the prevailing legal environment are discussed below.

A. Prosecution in the Host State

Prosecuting peacekeepers for sexual abuses committed in the state hosting
the peacekeeping operation has several advantages. First, the prosecution would
occur in the territory in which the act occurred. Not only would this permit the
victim to appreciate that justice was done, it would also serve as deterrence and
would facilitate evidence-gathering and the provision and securing of witnesses
to testify.

However, this mode of prosecution presents several challenges. For exam-
ple, gaining custody over peacekeepers may be challenging. Even if the courts
of the host state assert personal jurisdiction based on territorial jurisdiction, once
a peacekeeper leaves the host state, it may be difficult to regain custody of the
peacekeeper. Typically, peacekeeping rotations serve for a duration of ap-
proximately six months, so the time-frame within which the prosecution may be
brought is extremely short. Extradition is a possibility but one that is unlikely to
be helpful. For one thing, the conduct that is the subject of the charges may not
be criminal in the troop-contributing country (that is prostitution between con-
senting adults is not a crime in several jurisdictions). Secondly, the age of con-
sent varies among jurisdictions'8 7 , and thirdly, some jurisdictions, like Austria,
have laws that prohibit the extradition of nationals. 188  Still another problem
might be that many countries provide for the trial of military officers and per-
sonnel by military tribunals for offenses committed within the context of mili-
tary duties. These courts might be difficult to access for private individuals and
are not particularly suitable for trying sexual offenses.

The state's ability to prosecute might also be hindered by the fact that
peacekeepers have immunity from prosecution. While the founders of the
United Nations did not intend that the privileges and immunities of officials and
experts on mission should constitute a shield from national criminal prosecution
for crimes committed in a state hosting a United Nations operation where crimes
have clearly been committed, the highest judicial body has held that personnel

187. For example, "the law sets the age of marriage for girls, at 14 in Sierra Leone, 16 in Li-
beria and is silent on this matter in Guinea. Culturally, the definition of a child is determined more
by custom than formal law, which generally allows young women to marry at 14." Dianne Otto,
Making sense of zero tolerance policies in peacekeeping sexual economies, in Sexual and the Law:
Feminist Engagements 259-282, (Vanessa Munro & Carl Stychin, eds., 2007),
http://cigj.anu.edu.au/cigj/linkdocuments/Survival-Sex.pdf; see also Jestina Doe-Anderson, Beyond
the War: Liberian Women's Other Horror Stories, THE PERSPECTIVE, June 14, 2006.

188. The Austrian Law on Extradition and Mutual Assistance in Criminal Matters which en-
tered into force in 1980 and which was at the time the first instrument in Europe to cover all forms of
international cooperation contains an absolute prohibition of extradition of nationals. See Extradi-
tion and Mutual Assistance in Criminal Matters Act, Auslieferungs- und Rechtshilfegesetz (ARHG),
Federal Law Gazette No. 59/1979, art. 12 (Dec. 4, 1979).
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employed directly by the United Nations on mission receive functional immu-
nity from prosecution for acts committed while executing their duties.189 Al-
though sexual abuse and sexual exploitation are clearly not within the scope of
duties of a peacekeeper, the host state would nonetheless have to seek to have
immunity waived before any prosecution could take place in the host state. Be-
sides even where the United Nations would like to waive immunity it might be
difficult to do so in states where the United Nations believes the legal system
does not meet the minimum standards of a judicial system prescribed by interna-
tional human rights law. Deficiencies in due process and the independence of
the judiciary, for instance, might amount to subjecting a United Nations official
to a kangaroo-type court.

Additionally, before any country agrees to the deployment of its troops in a
peacekeeping mission it typically concludes a Status of Forces Agreement
(SOFA) with the United Nations in accordance with Article 43 of the United
Nations Charter.'9" Each agreement is negotiated separately with each troop-
contributing country. The SOFA sets specific terms for the conduct, privileges,
immunities and jurisdictions of the military and civilian employees on such mat-
ters as criminal and civil jurisdiction and a similar agreement is signed between
the United Nations and the host state of the mission. 191 Through the SOFA,
peacekeepers contributed by states are generally immune from prosecution in
host states. 192 The SOFAs provide for absolute immunity for peacekeepers from
local jurisdictions and establishes exclusive jurisdiction of the troop-contributing
peacekeepers' nation of origin. In other words, the peacekeepers' nation has the
exclusive right to prosecute members of its military. This absolute immunity
was originally to be received in exchange for formal assurances by troop-
contributing states that they would exercise criminal jurisdiction over their
troops and consider prosecuting their troops where appropriate under the domes-
tic laws of the troop-contributing country. The United Nations does not always
receive these formal assurances. 193 In most cases, the United Nations does not

189. Applicability of Article VI, Section 22, of the Convention on the Privileges and Immuni-
ties of United Nations (The Mazilu Case), 1989 I.C.J. Rep. 177, 29 ILM 98 (Dec. 15, 1989).

190. U.N. Charter art. 43 states: "All Members of the United Nations, in order to contribute to
the maintenance of international peace and security, undertake to make available to the Security
Council, on its call and in accordance with a special agreement or agreements, armed forces, assis-
tance, and facilities, including the rights of passage, necessary for the purpose of maintaining inter-
national peace and security."

191. The Secretary-General, Comprehensive review of the whole question of peacekeeping
operations in all their aspects, Summary, 78, U.N. Doc. A/59/710 (Mar. 24, 2005). See also Press
Release, U.N., Secretary-General Says Signing of Status of Forces Agreement 'Positive Step For-
ward' in Effort to Deploy Darfur Mission, U.N. Doe. SG/SM/1 1414, AFR/165, PKO/176 (Feb. 14,
2008).

192. See Jehan Khaleeli & Sarah Martin, Addressing the Sexual Misconduct of Peacekeepers,
REFUGEES INTERNATIONAL, Sept. 23, 2004,
http://www.refugeesintemational.org/content/article/detail/4047.

193. See Karishma Rajoo, Sexual Abuse and Exploitation: Power Tools in Peacekeeping Mis-
sions, AFRICAN CENTRE FOR THE CONSTRUCTIVE RESOLUTION OF DISPUTES 17, 22 (2005),
http://www.trainingforpeace.org/pubs/accord/ctrends405/ct4_2005_pgsl 7-23.pdf.
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press for them. 194 This could be cured by the adoption of a Security Council
Resolution requiring states to undertake the persecution of perpetrators of sexual
crimes in the SOFA and to provide data on actions taken by them against perpe-
trators of sexual exploitation and sexual abuse in peacekeeping missions. Such
a Resolution would be mandatory on all states as long as it is adopted in the con-
text of the maintenance of peace and security. 95

Even if the host state has appropriate and applicable laws with which the
peacekeepers may be charged, the legal system in the host state may not be ca-
pable of prosecuting such crimes because of country conditions, such as the
complete breakdown of the legal system as a result of on-going conflicts. In
most such countries there is no reliable judiciary or police force to ensure prose-
cution and enforcement of the law. Further, as a result of corruption, the courts
suffer from a crippling legitimacy crisis. 196 In addition, due partly to the gender
bias and traditional attitudes that did not regard sexual violence during conflict
as problems but rather as a fact of war that are pervasive in several countries in
the world, there is frequently little political will to prosecute peacekeepers.
Throughout history, women and girls have been subjected to sexual violence
during conflicts. The raping of women was seen as a means for the aggressor to
symbolically and physically humiliate the defeated men. To cite recent exam-
ples, throughout the genocide in Rwanda, the rape of women and girls by oppos-
ing groups was carried out, not only as an attack against these females, but as
means to exercise power over and demoralize the men in the woman's family
and ethnic group as well. 9 7 In Bosnia and Herzegovina, rape and sexual vio-
lence was used as a form of ethnic cleansing. 198 These prejudices largely ex-
plain why it took a long time for the United Nations and troop contributing
countries to recognize the scale of the problem of sexual exploitation and sexual
abuse in missions. The problem of sexual abuse and sexual exploitation has
been known by the United Nations since at least the Namibia (1989) and Cam-
bodia (1992) peace keeping operations. 199 The United Nations has acknowl-

194. In the case of the Congo to date, the only known prosecution has been by South Africa
against two of its soldiers, and by France against a U.N. civilian staff member who has been jailed
on charges of rape and making pornographic videos of children. See U.N. Bans Peacekeepers from
Sex with Congolese, REUTERS, Feb. 10, 2005.

195. See U.N. Charter art. 48.
196. Joseph Winter, DR Congo's Justice for Sale, BBC NEWS, Oct. 23, 2006,

http://news.bbc.co.uk/2/hi/africa/6056396.stm.
197. Prosecutor v. Akayesu, Case No. ICTR-96-4-T, Judgment, (Sept. 2, 1998).
198. See MASS RAPE: THE WAR AGAINST WOMEN IN BOSNIA-HERZEGOVINA (Alexandra

Stiglmayer ed., 1994).
199. Heidi Hudson observed that "[t]he UN Transitional Authority in Cambodia (UNTAC)

and the United Nations Transitional Assistance Group (UNTAG) have become notorious for the
conduct of male peacekeepers towards local women." Heidi Hudson, Mainstreaming Gender in
Peacekeeping Operations: Can Africa Learn from International Experience?, 9 AFR. SECURITY
REV. 4 (2000), http://www.iss.co.za/pubs/asr/9No4/Hudson.html. See also Peter Dennis, The U.N.
Preying on the Weak, THE WASHINGTON POST, A21, Apr. 12, 2005,
http://www.washingtonpost.com/wp-dyn/articles/A45304-2005Aprl 1 .html.
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edged as much. 20 0 No United Nations security action was taken until the public
outcry that followed a report by Save the Children UK alleging widespread sex-
ual exploitation and abuse by peace keepers and aid agencies and other humani-
tarian personnel in West Africa in 200 1.2

B. Prosecution in Troop-Contributing States

Troop-contributing states are responsible for the conduct and discipline of
their troops. Under a typical SOFA signed with the United Nations, troop-
contributing states retain exclusive criminal jurisdiction over their troops and the
troops remain an integral part of their national military force.20 2 The UN is,
therefore, limited in what it can do once a soldier engages in sexual abuse or
sexual exploitation. It may order suspension, or at worst, repatriation to the
home state for those found guilty of sexual abuse or sexual exploitation. Be-
cause the United Nations' ability to discipline its peacekeeping military person-
nel is limited, and given the general inability of host states to prosecute United
Nations peacekeeping personnel for reasons discussed above, troop-contributing
states are in the best position to prosecute their nationals who serve as peace-
keepers and commit sexual abuse or sexual exploitation abroad. Furthermore,
according to international human rights jurisprudence states have a duty to
prosecute nationals who commit abuses, especially where the abuses amount to
a violation of international human rights norms.20 3 Some of the crimes amount-
ing to a war crime, such as torture and rape, are international crimes and
breaches of the Geneva Conventions and could therefore be prosecuted in the
International Criminal Court where a state is party to the International Criminal
Court Statute and conditions for the exercise of the International Criminal
Court's jurisdiction are met. Alternatively, the crimes can be prosecuted in a
third-party state under the concept of universal jurisdiction provided that the
third-party state has passed legislation empowering its courts to hear cases under
universal jurisdiction.20 4

200. The Secretary-General, Comprehensive review of the whole question of peacekeeping
operations in all their aspects, Summary, 3, U.N. Doc. A/59/710 (Mar. 24, 2005) ("United Na-
tions, media and human rights organizations in particular have documented the involvement of
peacekeeping personnel in sexual exploitation and abuse in operations ranging from those in Bosnia
and Herzegovina and Kosovo in the early 1990s to Cambodia and Timor-Leste in the early and late
1990s to West Africa in 2002").

201. The Secretary-General, Investigation into sexual exploitation of refugees by aid workers
in West Africa, U.N. Doe. A/57/465 (Oct. 11, 2002); UNHCR & Save the Children -UK, supra note
95.

202. Rajoo, supra note 193, at 22.
203. Velasquez v. Honduras, Inter-Am. C.H.R. (Ser. C) No. 4 (1988). In this case, the Inter-

American Court of Human Rights held that the obligation imposed on state parties to a human rights
convention is to respect the rights and freedoms recognized by the convention, and the second obli-
gation is to ensure the free and full exercise of the rights recognized by the convention to every per-
son subject to its jurisdiction.

204. For a discussion of the concept of universal jurisdiction, see Beth Van Shaack & Ronald
C. Slye, INTERNATIONAL CRIMINAL LAW AND ITS ENFORCEMENT: CASES AND MATERIALS 100

(2007).
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However, it has to be recognized that the nature of peacekeeping operations
contributes to the difficulties the home state encounters in prosecuting soldiers
who commit acts of sexual abuse or sexual exploitation in the area of operations.
Such problems, like the lack of sufficient and proper evidence to pursue prose-
cution in the troop-contributing state, can prove insurmountable. The evidence,
when there is any tangible evidence at all, and witnesses are typically located in
the host state of the peacekeeping mission. Part of the solution could be to en-
courage troop-contributing countries to hold field court martial proceedings in
the peacekeeping zone. Further, in some countries legislation exists which
could be used to litigate harm resulting from sexual abuse violations and sexual
exploitation in civil courts. For example, in the United States wrongs occurring
abroad may be litigated under the Alien Torts Claims Act 20 5 (ATCA) or the Tor-
ture Victim Protection Act 20 6 (TVPA). In the case of ATCA, the action would
have to be initiated by a private person.20 7 Though this seems an unlikely event,
in view of the often dire economic status of the victims and the expense in-
volved in mounting civil litigation it is a possibility nevertheless that should not
be ruled out. Finally, even if jurisdiction could be obtained in a third country,
gathering evidence and obtaining custody would probably present insurmount-
able challenges for a third country that has no direct connection to the crimes.

C. Peacekeepers' Babies

One of the consequences of sexual abuse and exploitation is conception and
birth of children from these illegal liaisons leading to the presence of abandoned
"peacekeepers' babies" in mission areas - children fathered and abandoned by
peacekeepers. The problem has plagued the United Nations peacekeeping mis-
sions for a long time, but like sexual exploitation and abuse, it was largely ig-
nored until recently.208 It is estimated that 24,500 babies were fathered by
peacekeepers in Cambodia and 6,600 children were fathered by peacekeeping
soldiers serving in the United Nations mission in Liberia . 209 A UN investigative

205. Alien Tort Statute, 28 U.S.C. §1350. The statute provides that "the district courts shall
have original jurisdiction of any civil action by an alien for a tort only, committed in violation of the
law of nations or a treaty of the United States." Id. The statute has become significant as a means of
allowing American government, military and corporate leaders to be held responsible in a court of
law for the human rights abuses committed as a result of their presence in a foreign country. This is
regardless of whether the abuses were committed by someone within an American organization or
whether the abuses were committed by a local group empowered by the presence of the American
organization.

206. Torture Victim Protection Act, 106 Stat. 73 (1992). The statute allows for the filing of
civil suits, in the United States, against individuals who, acting in an official capacity for any foreign
nation, committed torture and/or extrajudicial killing.

207. Alien Tort Statute, supra note 205.
208. INT'L ALERT & WOMEN WAGING PEACE, INCLUSIVE SECURITY, SUSTAINABLE PEACE: A

TOOL KIT FOR ADVOCACY AND ACTION 41 (2004).
209. Nicola Johnson, Peace Support Operations 33, in INCLUSIVE SECURITY, SUSTAINABLE

PEACE: A TOOLKIT FOR ADVOCACY & ACTION, HUNT ALTERNATIVES FUND,

http://www.huntalternatives.org/download/38-peace-support.pdf. The author observes that "[iun
Cambodia, estimates place the number of children fathered by U.N. peacekeepers at 25,000. In Li-
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team sent to investigate allegations of sexual exploitation and sexual abuse in
the eastern Congo reported that upon arrival in January 2006, the team met with
coordinators of a local NGO who reported that some Congolese girls had given
birth to babies allegedly fathered by peacekeepers. 210  The investigators them-
selves reported that some of the girls they interviewed in the inquiry were preg-

211nant. In East Timor, Australia's The Age reported that United Nations
peacekeepers had abandoned at least 20 babies fathered with Timorese
women. 12 The Age further reported, that because of a feeling of shame and
embarrassment in East Timor, local women often covered up and kept secret the
birth of peacekeepers' babies.213 Generally peacekeepers' babies are prone to be
abandoned by the fathers and are often left in a desperate financial situation.

In domestic law, fathers are made to pay child support so that the mother
can use the money to maintain the child. The problem in the peacekeeping con-
text is that the father typically lives in a different jurisdiction from the child.
When he returns to his home state after his tour of duty, there is no contact be-
tween the child and the peacekeeper and the peacekeeper is often beyond the
reach of host state courts. There are also problems in determining paternity, as
this is often denied. Mothers of these children often go by nothing more than a
first name, the unit's nationality and date of deployment. Here, the solution
would seem to be to work out mechanisms to help women and girls determine
paternity, for example through DNA testing, and help them trace the fathers of
their children. Once they have traced them, mechanisms to ensure that legal
protections exist to ensure that the peacekeepers at least financially support their
children should be established. Although the Security Council could achieve
this by passing a resolution requiring states to pass legislation, because of the
details required in such measures this would in all probability require a conven-
tion to facilitate the execution of maintenance orders issued in peacekeeping
countries in the home states ofpeacekeepers.21 4 This would be the surest way of

beria the prevalence of children fathered by peacekeepers was considered so serious that several
NGOs were established to deal with the matter. Estimates vary, but some reports project that at a
minimum 6,600 children were fathered by soldiers serving in the U.N. Observer Mission in Liberia."
Id. at41.

210. Bunia Report, supra note 15, at 8.
211. Id. at 25.
212. Lindsay Murdoch, Dili, UN's legacy of shame in Timor, THE AGE, Jul. 22, 2006,

http://www.theage.com.au/news/world/uns-legacy-of-shame-in-timor/2006/07/21/1153166587803
.html.

213. Id.
214. A United Nations report has suggested that a model memorandum of understanding con-

cluded between the United Nations and the troop-contributing country should be amended to enable
the United Nations to deduct from future payments to the troop-contributing country the daily allow-
ance paid to any soldier found culpable of sexual exploitation and abuse to pay the proceeds to the
trust fund for victims, and to process claims for child support from victims in accordance with the
laws of the troop-contributing country and that the Staff Rules should amended to compel staff and
experts on mission to make child support payments. See The Secretary-General, Comprehensive
review of the whole question of peacekeeping operations in all their aspects, 91, U.N. Doc.

A/59/710 (Mar. 24, 2005). The problem with the proposal is that it will only be effective as long as
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guaranteeing that court orders issued by domestic courts are enforceable in for-
eign jurisdictions. The drawback with a convention is that it would only bind
states that join the convention. With regard to civilian United Nations person-
nel, the problem is mitigated by the fact that the Secretary-General's Bulletin,
entitled Family and Child Support Obligations of Staff Members, enabled the
United Nations to honor court orders addressed to United Nations staff members
for family support.215 Unfortunately, this does not cover United Nations peace-
keeping military personnel. States should allow for claims for child support to
be made by the parent of a peacekeeper's child in their own courts, and provide
support for the mothers of the children to make such a claim. Further, countries
should be encouraged to allow such children to claim their father's nationality
especially in countries where nationality laws allow that possibility.

IV.
CONCLUSION

Sexual violence happens during war for the same reasons it happens during
peacetime. It is a phenomenon rooted in inequality, discrimination, male domi-
nation, poverty, aggression, misogyny and the entrenched socialization of sexual
myths. Therefore, the real solution to the problem is the eradication of cultural
norms that undermine the dignity of women. At this stage, such a solution is a
long-term strategy. In the meantime, we have to deal with the victims of sexual
abuse and exploitation in missions and find other possible solutions. The impu-
nity that exists reflects and reinforces the inequality and cultural norms that ac-
quiesce to the inevitability of violence against women.

The irony is that in conflict zones, the social structures for the eradication
of these negative cultural norms are often already destroyed by the conflict itself
or are not functioning as the institutions that upheld them are no longer in place.
One of the ways to tackle the problem is to create multiple opportunities for
prosecution, end impunity, and prosecute all those responsible for sexual abuse
and sexual exploitation. In order to increase the multiple opportunities for
prosecution, there is need to require every state to criminalize sexual abuse and
sexual exploitation in the context of peacekeeping missions.

States should also confer criminal jurisdiction on their courts to enable
them to prosecute offenders who are alleged to have committed sexual abuse or
sexual exploitation offenses outside their territorial jurisdiction. This can be
achieved by a Security Council Resolution requiring states to both criminalize
prohibited conduct under the Secretary-General's Bulletin and confer such juris-

the peacekeeper remains a peacekeeper and is receiving money the United Nations can withhold.
Peacekeepers are with the United Nations for limited periods of time.

215. The Secretary-General, Secretary-General's Bulletin: Family and child support obliga-
tions of staff members, U.N. Doe. ST/SGB/1999/4 (Oct. 25, 2000); The Under-Secretary-General for
Management, Administrative instruction: Private legal obligations of staff members, U.N. Doc.
ST/AI/2000/12 (Oct. 25, 2000).
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diction on their courts. 216 There is precedent for this in Resolution 1373, which
was adopted on September 13, 2001, with respect to terrorism.217 After the Sep-
tember 11, 2001 terrorist attacks on the World Trade Center in New York, the
Security Council unanimously adopted Resolution 1373, a wide-ranging, com-
prehensive Resolution with steps and strategies to combat international terror-
ism.218 Under the Resolution, states are required to ensure that terrorist acts are
established as serious criminal offenses in their domestic laws and regulations
and that the seriousness of such acts is duly reflected in the sentences prescribed
and served for the offenses.219 In addition, the Security Council established a
committee within the Council to monitor the Resolution's implementation and
called on states to report on actions they had taken to that end no later than 90
days from the passage of the Resolution and thereafter at regular intervals as de-
termined by the Security Council.22 ° Since Security Council Resolutions are
binding on member states, the Security Council was in effect legislating for the
world.221

An approach similar to the Resolutions enacted after September 11 would
go a long way towards reducing impunity and promoting uniformity in the han-
dling of sexual abuse and sexual exploitation violations in peacekeeping mis-
sions. In order to ensure that states prosecute their nationals, the proposed
Resolution should constitute a committee at headquarters to which states will be
required to report actions they have taken with respect to their nationals who
have been accused of sexual abuse or sexual exploitation along the lines of
Resolution 1373's approach on the question of terrorism.222 There is also a need
to work out mechanisms that would enable children of peacekeepers to gain at
least financial support from their fathers. This would in all probability require
an international legal instrument to work out mechanisms for the enforcement of

216. The UN Development Fund reports that currently, 90 countries have legislative provi-
sions against sexual harassment and 93 states prohibit trafficking of women and men. Press Confer-
ence, U.N., Press Conference on Observance of International Women's Day (Mar. 7, 2007),
http://www.un.org/News/briefings/docs/2007/070307_Women.doc.htm.

217. S.C. Res. 1373, U.N. Doc. S/RES/1373 (Sept. 13, 2001).
218. Id. (discussing threats to international peace and security caused by terrorist acts).
219. Id. at I ("all States shall (b) criminalize the willful provision or collection, by means,

directly or indirectly, of funds by the nationals or in their territories with the intention that the funds
should be used, or in the knowledge that they are to be used, in order to carry out terrorists acts").
Paragraph 2(e) states that all States shall "ensure that any person who participates in the financing,
planning, preparation or perpetration of terrorist acts or in supporting terrorist acts is brought to jus-
tice and ensure that, in addition to any other measures against them, such terrorists acts are estab-
lished as serious criminal offences in domestic laws and regulations and that the punishment duly
reflects the seriousness of such terrorists acts." Id. at 2(e).

220. Id. at 6 ("Decides to establish, in accordance with rule 28 of its provisions rules of pro-
cedure, a Committee of the Security Council, consisting of all the members of the Council, to moni-
tor implementation of this resolution, with the assistance of appropriate expertise, and calls upon all
States to report to the Committee, no later than 90 days from the date of adoption of this resolution
and thereafter according to the a timetable proposed by the Committee, on the steps they have taken
to implement this resolution").

221. U.N. Charter art. 25 ("the members of the United nations agree to accept and carry out
the decisions of the Security Council in accordance with the present Charter").

222. S.C. Res. 1373, U.N. Doe. S/RES/1373 (Sept. 13, 2001).
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foreign child support orders and to provide assistance to the mothers of peace-
keepers' babies in the filing of child support petitions in the home state of the
peacekeeper fathers. As a United Nations report observed, victim assistance is
an important element of a comprehensive response to the problem of sexual ex-
ploitation and abuse in peacekeeping missions.223

This article has examined the nature of the problem of sexual exploitation
and abuse by peacekeepers in peacekeeping missions and has identified the
various measures the United Nations has taken to address the problem. A major
development which augurs well for addressing the problem is that the United
Nations and the troop-contributing countries have recognized the gravity of the
problem and its potential to undermine peacekeeping operations and have agreed
on the need for measures to eradicate this scourge. While recognizing the com-
plexity of the problem, and conceding that significant progress has been made to
address the problem through codes of conduct and the investigation and pun-
ishment of perpetrators, the article finds that significant work remains to be done
to ensure that there is zero tolerance of this scourge, no impunity for perpetrators
of these crimes and that effective measures are taken to address the plight of vic-
tims of these crimes (especially the growing problem of peacekeepers' babies).
This will require domestic and international legislation as the problem cannot be
handled at one level to the exclusion of the other. The legislative approach ad-
vocated in this article should be accompanied by the promotion and adoption of
policies that jump-start economies in post-conflict societies and provide eco-
nomic opportunities for women and girls. This approach can go a long way to
removing vulnerabilities of women and girls to sexual exploitation and abuse.

223. General Assembly, Report of the Special Committee on Peacekeeping Operations and its
Working Group on 2007 resumed session, U.N. Doc A/61/19 (Part 111) (June 12, 2007).
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I.
INTRODUCTION

This Essay explores a fascinating new truth: because of the Internet,
governments, corporations, and citizens of other countries can now
meaningfully participate in United States elections. They can phone bank,
editorialize, and organize in ways that impact a candidate's image, the narrative
structure of a campaign, and the mobilization of base support. Foreign
governments can bankroll newspapers that will be read by millions of voters.
Foreign companies can enlist employees in massive cross-continental email
campaigns. Foreign activists can set up offline meetings and organize door-to-

* Visiting Assistant Professor of Law, Duke University.
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door campaigns in central Ohio. They can, in short, influence who wins and
who loses. Depending upon your intuitions, this might seem like a very good
thing, or the beginning of the end of democratic self-governance. While this has
yet to occur on a massive scale, signs abound that extraterritorial electioneering
is beginning.

During the last two Presidential elections, foreigners made their voices
heard during the election. Newspapers from around the world reflected support
for one of the two candidates.' Because of the web, millions of Americans read
those editorials. But the involvement of foreigners extended beyond the
traditional press. Consider these existing examples of extraterritorial
electioneering, reflecting the use of cross-border canvassing, cross-national
volunteering, and cross-national lobbying:

1. A group of British nationals spearheaded a letter writing campaign to
Iowa voters. Organized by the British left in conjunction with the American
left, a simple website allowed people to download addresses of potentially
sympathetic Iowa voters, and then check off "letter sent" online so that others
would not send letters to the same person. The letters provided additional
information about the cost of war and the corruption associated with it. 2

2. A Chinese national living in San Francisco volunteered to design an
open source web tool for a major presidential candidate, spending over 100
hours on creating the tool.3

3. The Pakistani government hired lobbyists to "promote the enhancement
of the [Pakistani Embassy's] dialogue with U.S. leaders and government
officials." 4 The lobbyists contributed heavily to political campaigns. 5

These are just a few examples. This kind of out-of-area electioneering is
evolutionary. Interstate influence, such as Californians campaigning for Bernie
Sanders' Senate race in Vermont, is setting a pattern for international influence.
In the future, we can expect even more extraterritorial electioneering. A foreign
leader like Hugo Chavez might spur a campaign around a particular candidate
for office. And foreign labor groups might try a massive phone-banking effort,

1. Charles J. Levine, The Dream Ticket McCain-Biden, THE JERUSALEM POST, Oct. 15, 2008,
available at

http://www.jpost.com/servlet/Satellite?cid=1222017544755&pagename=JPost%2FJPArticle%2FSh
owFull (one can also see Obama ads popping up on these and other foreign news service sites).

2. See The Guardian Online, available at

http://www.guardian.co.uk/world/2004/oct/13/uselections2004.usal 1 (last visited Oct. 22, 2008).

3. Author's personal experience.

4. UNITED STATES DEP'T OF JUSTICE, EXHIBIT A TO REGISTRATION STATEMENT PURSUANT
TO THE FOREIGN AGENTS REGISTRATION ACT AS AMENDED, available at

http://www.fara.gov/docs/5643-Exhibit-AB-20071004-4.pdf (last visited Oct. 22, 2008).
5. See generally OpenSecrets.org Center for Responsive Politics,

https://www.opensecrets.org/usearch/searchresults.php?drill=Cassidy+%26+Assoc%2Flnterpublic+
Group&type=O (last visited Oct. 22, 2008) (summary of candidates to whom Cassidy & Associates
employees were major contributors).
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using free technology like Skype, around an election.

Given the global impact of United States policy, twenty years from now
massive efforts to influence United States elections-from outside its borders-
will be routine. In "The Hydraulics of Campaign Finance Reform," Pamela
Karlan and Samuel Issacharoff argued that regulation does not limit the role of
money in the political process; rather, it directs where the money will go. The
incentives of actors with money who want to influence government are too
strong to be stopped by regulations: new and permissible outlets always
emerge.

6

Similar hydraulics are gaining force in the international ecosystem-the
desire to impact American politics is too strong for foreign interests not to try to
sway the American electorate in a variety of ways. Foreign governments, with
strong interests in increasing trade, military alliances, and aid, share with
corporate interests the advantage of continuous personality and centralized
decision-making structures, making them highly likely to follow the hydraulic
principle. And they have the advantage of very deep pockets. 7 Moreover, in
many countries, the relationship between a corporate interest and the
government is less attenuated than it is in the United States. This holds not just
for the partially governmental corporations like Gazprom in Russia, but non-
governmental corporations headed by close allies of the party in power. Finally,
foreign labor unions or organized entities and foreign individuals with the time
and the means will try to impact Congressional, Senate and Presidential
campaigns. For example, the Congress of South African Trade Unions, which
may have different trade priorities than the South African government, might
attempt to sway the electorate in key Congressional races. So too might an
owner of a South African mine.

The routine nature of cross-state fundraising and mobilization in Senate
elections presages this mass cross-national mobilization. While some out-of-
state fundraising has been occurring for years, the scale has dramatically
increased recently with the growth of the Internet, making it much easier for out-
of-state donors and activist to track and support candidates. Out-of-state
activists used the Internet to organize on both sides of the Senate race between
Joe Lieberman and Ned Lamont. Active political blogs regularly raise money,
identify issues, and encourage activism across state borders for candidates for
national office. It is not only Senate and Congressional races that are
influenced; for example, Hampton Dellinger, a candidate for Lieutenant
Governor in North Carolina, raised money in California and New York to boost
his position in the local race.

The embryonic phenomenon has enormous implications for self-
government, and for democratic theory, in part because it directly raises

6. Samuel Issacharoff and Pamela Karlan, The Hydraulics of Campaign Finance Reform, 77
TEX. L. REv. 1705, 1708 (1999) ("political money, like water, has to go somewhere").

7. Some foreign corporate interests share these characteristics as well.
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questions of the capacity of meta-mass democracy, and in part because it forces
us to understand and better articulate what defines the "self' in self-government.
While I don't have answers to these questions, my goal in this Essay is to
introduce a difficult problem. I hope to trouble you, and in troubling you,
engage you in thinking about how we should move forward. Those who
instinctively welcome more foreign voices and involvement I hope to trouble
with the suggestion that extraterritorial electioneering is even more prone to
corruption and untrustworthy information than national electioneering. I hope to
point out the tension between the ideals of self-government and more
cosmopolitan ideals you may hold. I hope to trouble those who would naturally
incline toward keeping foreign influences out of elections with the ways in
which justice and fairness favor keeping an open ear to the world. Overall, I
hope to explore the tension between the ideals of self-government and the
refusal to listen to those whose lives you touch.

In Part I, I give an overview of the laws governing foreign involvement in
American elections. In Part II, I introduce the tools of extraterritorial
electioneering-the technical innovations that make it possible on a mass scale
for the first time in world history.

In the Part III, I describe a possible future, and suggest a tentative
framework for talking about these new issues. I suggest that the value of a free
globalized communication system is too great a sacrifice to maintain the
integrity of elections, but that the integrity of elections may not be able to
withstand globalized communications. Finally, I suggest that solutions to the
troubling aspects of extraterritorial electioneering are best found outside of
election law: in education, limiting economic scale, and to some degree in public
financing of elections. 8 The porous borders for elections introduce a new
challenge to self-government, but the best responses are to be found in
strengthening the self-governing institutions, instead of strengthening the walls
that limit influence.

8. There are two things I will not address in this essay, although I think they are profoundly
important-I want to flag them here as a necessary part of any broader conversation. First, I will not
address extraterritorial electioneering (including by the United States) in other countries. Principles
are implicated in American elections are likely also to be implicated as citizens of other countries
struggle with foreign influence in their elections; arguably, we cannot talk about self-governance in
one country without considering the problem world-wide. However, I've chosen to limit this Essay
to the peculiar American framework, and to isolate the questions of self-government, speech,
freedom and deliberation to the United States. The policy implications are important enough on their
own terms, and because we have relatively strong protections in other areas of political speech, we
can consider questions of outside influence without the separate factor of the role of extraterritorial
influence in totalitarian or fascist regimes. Second, I will not address the special question of the role
of cross-border electioneering in wartime, except inasmuch as the history of laws requires it. The
threats-and passions-that arise when our country is at war with another country are sufficiently
unique that I want to cabin those questions. Peacetime cross-border electioneering provides
sufficiently troubling questions that I want to assume peacetime for this discussion.
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II.
THE LEGAL FRAMEWORK FOR EXTRATERRITORIAL ELECTIONEERING

I use this definition of "electioneering" for the purposes of the Essay: to
campaign actively for the defeat or election of a particular candidate or party. I
do not include broader attempts to persuade a polity to take different policy
positions. For purposes of this discussion, assume that there is a meaningful
general difference between electoral speech and political speech generally
(though this difference can be difficult to parse on inspection). Electioneering
includes canvassing, passing out information, blogging for candidates, talking to
people, making phone calls, editorializing, and raising money to do all these
things.

Electioneering speech is on the one hand the most precious kind of speech,
the most important kind of speech because it is the most political. 9 It is
protected because governmental intervention in anything involving the
instantiation of the government is very dangerous; it can be used to insulate or
institutionalize certain actors in power. It is precious because it embodies civic
action at its best, and it is in the exercise of explicitly political election speech
and election activity that subjects prove that they are citizens.

On the other hand, because electoral speech can be used as a tool to access
candidates' levers of power, electioneering activity can subvert some of the
goals of self-governance. Well-funded election-related speech can cause
candidates to misperceive the popular will (by mistaking well-funded ads for
popular support), or to choose to go against an unknown popular will in favor of
a known political desire of a wealthy group or individual, believing that
expenditures made by the group or individual may be necessary to get elected.
Both of these lead to less representative behavior on the part of elected officials.

The costs associated with electioneering are paid by people who themselves
have direct personal interests in the outcome of the election, or who work for
organizations (for example, law firms, media entities, and manufacturers) which
have a collective stake in the outcome of elections. At best, a fraction of the
country pays for electioneering costs, and that fraction then-with the threat of
refusing support-wields an enormous amount of power over the range of
policy positions candidates can expect to take.

Recently, a lot of electioneering is not coordinated with candidates'
campaigns for office, but rather 527s l ° and other organizations pay for
canvassing and media campaigns intended to influence elections. But although
the strategies are uncoordinated, these organizations clearly intend to, and do,

9. See Fed. Commc'n Comm 'n v. League of Women Voters, 468 U.S. 364 (1984).

10. A "527" group, so-named after the section of the tax code describing these groups, is an
organization that does not directly advocate the election or defeat of a particular candidate, but is
often motivated by the desire to impact elections. 527s engage in extensive "issue advocacy," and
are not governed by the FEC rules that govern direct electioneering efforts.
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impact the policy proscriptions of candidates, leading to a meta-coordination of
funded ideologies. A Republican candidate who wants to ridicule anti-abortion
policies knows that millions of dollars may be spent electioneering against him
by anti-abortion independent groups. As a result, he may decide he ought not
take that position, even if he might otherwise think it would be politically
expedient. A democratic candidate who chooses to support wiretapping does so
with the awareness that bloggers coordinated by FireDogLake might spend tens
of thousands of dollars on ads against that candidate. 1

In short, electioneering implicates both the heart of the First Amendment's
political protections, and also the heart of some of the distortions in
representative self-government.

Until recently, it was fairly difficult to translate foreign funds and foreign
interest in American policies into electioneering power. American
electioneering was limited, for all intents and purposes, to people who lived
within a country, and in most cases, within the region electing a representative.
Fundraising efforts were largely local, organizing was almost always local (with
a few exceptions where organized labor did some cross-state door-to-door
campaigning), and news media was locally based. This is not to say that
foreigners and out-of-staters had no role, but that in most elections, foreign
involvement was episodic and very limited. Foreign governments largely
conducted their affairs through their embassies. Foreign actors cared less about
American domestic policy in most instances, and when they did care, they had
relatively few channels to use to sway public opinion around local elections, and
even around the Presidential election. As I discuss below, this is changing, and I
predict much greater change to come. Of course there are massive and notorious
exceptions to the historically local nature of elections, but they stand out as
exceptions, not the rule.

Despite this, there is a long history of building barriers to foreign influence
in political spheres. Restrictions on foreign involvement developed in a variety
of distinct places. Prohibitions against foreign office holding, and foreign gifts
to public officers, are found in the Constitution. 12 Direct contributions by
foreigners to elections are now prohibited by the Federal Election Commission
("FEC"), and have been federally prohibited for the past half century. Foreign
ownership of media is prohibited by the Federal Communications Commission
("FCC"),13 and foreign lobbying is regulated by the Foreign Agents Registration
Act ("FARA"). 14 1 discuss each of these restrictions in turn.

11. See Jane Hamsher, FISA: Call Your Wobbly FISA Senator, Firedoglake,

http://firedoglake.com/2008/06/24/fisa-call-your-wobbly-fisa-senator/ (last visited Jun. 24, 2008).
12. See U.S. CONST. art. 1, § 9.

13. The Federal Election Campaign Act (FECA) prohibits foreign nationals from contributing,
donating or spending funds in connection with any federal, state, or local election in the United
States, either directly or indirectly. 2 U.S.C § 441(e) (2008).

14. Foreign Agents Registration Act, 22 U.S.C. §§ 611-621 (2008).
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The Constitutions' founders were intensely concerned about the prospect of
foreign involvement in American politics. At the time, foreign corruption was a
major concern because the newly independent United States was a small and
relatively poor country. It was thought that elites--especially those in appointed
office or in the Senate-might be seduced by baubles and titles to put favor
towards other countries before patriotism. The Constitution contains several
provisions demonstrating this fear of foreign infiltration. It prohibits foreigners
from holding federal office, and demands a long residential period for foreigners
before they can run for Congress.15 Moreover, article II of the United States
Constitution mandates: "No person except a natural born Citizen, or a Citizen of
the United States, at the time of the Adoption of this Constitution, shall be
eligible to the Office of President." 16

The concerns over foreign influence upon the affairs of the young Republic
manifested themselves during the Constitutional Convention. For example,
delegate Gouverneur Morris "drew the melancholy picture of foreign intrusions
as exhibited in the History of Germany, & urged it as a standing lesson to other
nations." 17 Citizenship requirements for office-holders were debated in these
terms. Elbridge Gerry, the framer best known for his insistence on the Bill of
Rights:

[W]ished that in the future the eligibility might be confined to Natives. Foreign
powers will intermeddle in our affairs, and spare no expence to influence them.
Persons having foreign attachments will be sent among us & insinuated into our
councils, in order to be made instruments for their purposes. Every one knows
the vast sums laid out in Europe for secret services. He was not singular in these
ideas. A great many of the most influencial men in Massts. reasoned in the same
manner. 18

In addition, the requirement that a treaty be ratified by a two-thirds vote of
Congress was included in part because "[t]he power of foreign nations to
obstruct our retaliating measures on them by a corrupt influence would also be
less if a majority shd. be made competent than if 2/3 of each House shd. be
required to Legislative acts in this case."']9

At the time, people stood for offices instead of campaigning for them, and
election cash-such as it was-was not regulated. Thus, Congress did not
discuss the role of foreign money in elections, but did worry about the role of
foreign money in foreign affairs. Hamilton's caution in the early days of the
debate continued throughout: "Foreign powers also will not be idle spectators.
They will interpose, the confusion will increase, and a dissolution of the Union
ensue."

20

15. U.S. CONST. art. 1, §§ 2, 3.

16. U.S. CONST. art. 11.
17. JAMES MADISON, NOTES OF THE CONSTITUTIONAL CONVENTION JULY 5, 1787.

18. JAMES MADISON, NOTES OF THE CONSTITUTIONAL CONVENTION AUGUST 13, 1787.

19. JAMES MADISON, NOTES OF THE CONSTITUTIONAL CONVENTION AUGUST 29, 1787.

20. JAMES MADISON, NOTES OF THE CONSTITUTIONAL CONVENTION JUNE 18, 1787.
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In the years between the end of the Revolutionary War and the
Constitutional convention, two small gifts from the King of France caused some
uproar in the newly independent colonies. Arthur Lee was given a small snuff
box, and Benjamin Franklin was given a miniature portrait of Louis XVI. 2 1 The
gifts seemed like expressions of politeness, but people wondered, did the French
monarch have more insidious hopes? Would these gifts corrupt Lee's and
Franklin's judgment in European affairs, or would others be corrupted? To
protect against any such questions, the Founders inserted one of the most
strongly worded sections into the United States Constitution. Article I, Section
9, Clause 8 of the U.S. Constitution was written to eliminate the threat of foreign
money corrupting our domestic decisions. It forbids federal officials, without a
special dispensation from Congress, from receiving gifts .... of any kind
whatever"" from any "King, Prince or foreign state". 22 A contemporary
explained, '"'[i]t was thought proper, in order to exclude corruption and foreign
influence, to prohibit anyone in office from receiving or holding any
emoluments from foreign States."" 23

These Constitutional fears presaged the post-Constitutional panic about
foreign influence that permeated the early years of the new country. The Alien
and Sedition Acts of 1798 were grounded in real fears that European powers-
France, in particular-would conspire, or were conspiring, to undermine the
new nation. 24 Many predicted war with France and suspected American
residents of spying, encouraging war, and spreading propaganda. 25 The four acts
were addressed to French sympathizers acting peacefully, and included: An Act
to Establish an Uniform Rule of Naturalization, 26 An Act Concerning Aliens, 27

An Act Respecting Alien Enemies, 2 8 and An Act for the Punishment of Certain
Crimes against the United States (Sedition Act). 29 As these titles reveal,
Congress was deeply concerned about who was voting, and what role foreigners
could play in local politics.

By the mid-nineteenth century, explicit fears of a foreign takeover of
American politics had become less prevalent, but fears of intermeddling
continued. The early-nineteenth century Monroe Doctrine, a policy of American
non-interference in European affairs, was conditional upon European non-

21. LETTERS OF WILLIAM LEE, Vol. 111, 774-775 (Worthington Chauncy Ford ed., 1891);
Sydney George Fisher, THE TRUE BENJAMIN FRANKLIN (J. B. Lippincott Company 1899).

22. U.S. CONST. art. 1, § 9.

23. David K. Watson, THE CONSTITUTION OF THE UNITED STATES: ITS HISTORY,
APPLICATION AND CONSTRUCTION 758 (Callaghan & Company 1910).

24. THE DOCUMENTARY HISTORY OF THE SUPREME COURT OF THE UNITED STATES: 1789-1800

233 (Maeva Marcus & James R. Perry eds., 1985).

25. See Geoffrey R. Stone, WAR AND LIBERTY 304 (W. W. Norton & Company 2007).

26. Naturalization Act of 1798, ch. 54, 1 Stat. 566 (1798).

27. Act Concerning Aliens, I Stat. 570 (1798).

28. An Act Respecting Alien Enemies, ch. 66, 1 Stat. 577 (1798).

29. Act for the Punishment of Certain Crimes Against the United States, I Stat. 596 (1798).
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interference in the Americas. At the same time, massive numbers of people
were immigrating to the country, provoking calls to keep these new immigrants
from the vote. Some argued that new immigrants were "insufficiently tutored in
American values and the workings of American democracy; others feared that
Catholics were controlled by the Pope and would seek to undermine Protestant
society." 30 Feminists used the fear of the foreign vote to argue for enfranchising
women, as it would lead to a greater weighting of the American vote. 3 1

The world wars, the Russian Revolution, and massive changes in
telecommunications led to a new focus on limiting foreign involvement in
elections. The federal government did not begin to directly legislate against
foreign agent involvement in elections until the early 20th century. The first
restriction on foreign agent influence in political elections came during World
War I, as Americans worried about the use of their new airwaves to transmit
enemy signals, or to jam American transmissions. 32 The Radio Act of 1912
forbade foreign nationals from owning radio stations. After the Act was passed,
several incidents instigated fear and expanded restrictions. In particular, two
radio stations in the eastern United States independently communicated with
foreign vessels at the outset of World War I, causing concern that ownership
alone would not prohibit foreign control. 33 In addition, German nationals
applied for radio stations under the auspices of a United States company, leading
to concern that foreigners could play a shell game with our laws. 34 These
incidents, among others, led to an expansion of the foreign ownership restriction
in 1927, which limited buyers where 20% or more of the underlying ownership
was foreign. 35 The Radio Act of 1927 "was intended to preclude any foreign
dominance in American radio." 36

The initial impulse, derived from the fear that American technology would
be used to spy-akin to the concern of American guns being used to shoot-
shifted to a concern about foreign use of the airwaves to communicate to the
public on political issues. "Espionage and propaganda" were the twin concerns

30. ALEXANDER KEYSSAR, THE RIGHT TO VOTE: THE CONTESTED HISTORY OF DEMOCRACY

IN THE UNITED STATES 83 (2001).

31. ALAN P. GRIMES, THE PURITAN ETHIC AND WOMAN SUFFRAGE 94 (1967).

32. See NAT'L TELECOMMUNICATIONS & INFO. ADMIN., U.S. DEP'T OF COMMERCE, SPECIAL

PUB. NO. 93-290, GLOBALIZATION OF THE MASS MEDIA, 78-79 (1993); James G. Ennis & David N.
Roberts, Foreign Ownership in U.S. Communications Industry: The Impact of Section 310, 19 INT'L
Bus. LAW. 243 (1991).

33. Rita Zajacz, Liberating American Communications: Foreign Ownership Regulations from
the Radio Act of 1912 to the Radio Act of 1927, 48 J. BROAD. & ELEC. MEDIA 157-178 (2004),
available at http://pdfserve.informaworld.com/491836_731558509_789375103.pdf.

34. Id.

35. Communications Act of 1934: Hearings on H.R. 8301 Before the House Comm. on
Interstate and Foreign Commerce, 73d. Cong., 2d Sess. 26 (1934), reprinted in A LEGISLATIVE
HISTORY OF THE COMMUNICATIONS ACT OF 1934 at 343, 372 (Max D. Paglin ed., 1989).

36. Id.
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arising from "the foreign dominance of the cables." 37 The law not only forbade
this kind of ownership, but also put great pressure on the Communications
Commission "to discover and prevent any alien, criminal or other improper
control of radio broadcasting stations." 38 The FCC's current rule allows the
Commission to refuse to license companies where more than 25% of the stock is
held by foreigners if, in its judgment, foreign ownership does not "serve[] the
public interest."

39

As World War II began, the focus on foreign influence expanded to include

a concern over Nazi activities in the United States. The investigations of the
House Un-American Activities Committee of 1934, formed to probe Nazi
activities in the United States, resulted in the passage of the Foreign Agents
Registration Act.40 Enacted in 1938, FARA was designed to protect Americans
from foreign propaganda by requiring foreign agents to identify themselves,
identify who they worked for, disclose their activities, and file and label political

propaganda. 4 1 FARA covered:

[P]ersons in the United States representing foreign governments or foreign
political groups, who are supplied by such foreign agencies with funds and other
materials to foster un-American activities, and to influence the external and
internal politics of this country, thereby violating both the letter and the spirit of
international law, as well as the democratic basis of our own American
institutions of government.42

In 1942, the Act was amended to require "political propaganda," as defined
in the Act, to be labeled and identified.4 3 The goal was to give people the
capacity to "appraise [foreign agents] and the purposes for which they act." 44

The Act, still in effect, also requires an agent to register propaganda and to
submit it to the Attorney General. 45 The Act has a broad scope; there is no need
to show that the foreign agent controls the editorial content in order to trigger

37. Id.

38. Heitmeyer v. Fed. Commc'n Comm'n., 95 F. Supp. 2d 91, 99 (App. D.C. 1937).

39. 47 U.S.C. § 310(b)(4) (2000).

40. H.R. Res 198 73d Cong., 2d Sess. (1934), 78 Cong. Rec. 13-14 (1934).

41. See Am. Jur. 2d, Lobbying §§ 12, 13. See also Att'y Gen. v Irish Northern Aid Comm.,
346 F. Supp. 1384, 1388-1390 (SDNY 1972), affd without opinion, 465 F.2d 1405 (2d Cir. 1972).

42. H. R. Rep. No. 1381, 75th Cong., 1st Sess., 1-2 (1937).

43. An Act to authorize the Secretary of the Navy to proceed with the construction of certain
public works, and for other purposes, Pub. L. No. 77-531, ch. 263, §§ 1, 4, 56 Stat. 248 (1942).

44. H.R. Rep. No. 1470, 89th Cong., 2d. Session. (1966); 1966 U.S.C.C.A.N. 239-8 (1966);
Viereck v. United States, 318 U.S. 236, 241 (1943) ("The general purpose of the legislation was to
identify agents of foreign principals who might engage in subversive acts or in spreading foreign
propaganda, and to require them to make public record of the nature of their employment. But the
means adopted to accomplish that end are defined by the statute itself, which, as will presently
appear more in detail, followed the recommendations of a House Committee which had investigated
foreign propaganda. These means included the requirement of registration of agents for foreign
principals-with which it appears that petitioner complied-and the requirement that the registrant give
certain information concerning his activities as such agent.").

45. 22 U.S.C. § 614.
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the filing and labeling requirements. 4 6

Foreign involvement in elections became a major concern in the 1960s. As
the role of money in federal campaigns mushroomed, the locus of fear switched
from propaganda to lobbying. The cost of television ads and the
professionalization of election campaigns led to an enormous need for big
money in political campaigns, 4 7 and some foreign governments were willing to
supply that money. 48 In the mid-60's, William Fulbright held hearings on how
foreigners were indirectly funding Nixon's campaigns by funneling
contributions through American counterparts. 49 The hearings focused on
sugarcane growers from the Philippines who were interested in lobbying
Congress on agriculture policy, and also on Israeli interests lobbying on behalf
of the Israeli government.

After the hearings, Congress amended FARA. The amendments prohibited
foreigners or their agents from funding any election campaigns. 50 FARA also
required foreign agents who hired lobbyists to register, and in so doing, to
indicate what the lobbyist is hired to do. The 1966 amendments also limited
FARA's focus to political or semi-political activities. 5 1 Notably, FARA applies
to governments and insurgent groups, even those not recognized by the United
States. 52

In short, the current restrictions on extraterritorial electioneering derive
from four very different sources: Constitutional limitations, the FCC and fear of
foreign use of media for electioneering, FARA and the fear of foreign lobbying,
and the FEC and the fear of foreign use of money for election influence. It is an
interesting regulatory blend, and one without a particularly coherent ideological
core. More importantly, these four siloed efforts to control extraterritorial
influence in elections are about to be severely strained by new technologies.

46. See Irish Northern Aid Comm., 346 F. Supp. 1384; FED. R. EVID. 366.
47. GARY ROSE, CONTROVERSIAL ISSUES IN PRESIDENTIAL SELECTION 135 (1991).

48. See RANDALL BENNETT WOODS, FULBRIGHT: A BIOGRAPHY 302-310 (1995); Activities of
Nondiplomatic Representatives of Foreign Principals in the United States: Hearings Before the
Committee on Foreign Relations, United States Senate, 88th Cong. 30-40 (1963).

49. WOODS, supra note 48, at 308-09.
50. Act to Amend the Foreign Agents Registration Act of 1938, Pub. L. No. 89-486, 80 Stat.

3, §§ 244-50. (1966).

51. S. Rep. No. 875, 88th Cong., 2d. Session, 1 (1964).
52. There are many other statutory limitations on foreign ownership that might bear upon

these points, many falling under the bailiwick of the Committee on Foreign Investment in the United
States ("CFIUS"). See, for example, the creation of the Department of Homeland Security, and the
publication of both the National Strategy for the Physical Protection of Critical Infrastructures and
Key Assets, and the National Strategy to Secure Cyberspace, 31 C.F.R. § 800.601 (2008) (allowing
the President to deny banking if there is national security concern about foreign ownership or
control).
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III.
THE TECHNOLOGICAL FRAMEWORK

New technologies enable new kinds of politics. This was true for radio
(FDR's fireside chats), trains (Truman's whistlestop tours), telephones (phone-
banking), airplanes (Lyndon Johnson), and television (Jack Kennedy); and is
now true for the new technologies associated with the Internet. Free online
phone calls, email, cheap text messages, a world wide web, and newspapers
accessible from anywhere have enabled a world in which people from other
countries can access some of the most important tools in election organizing. As
the Internet becomes the hub for both fundraising and organizing, people living
1,000 miles away from a congressional district have nearly equal access to a
given hub as that district's constituents do. This particular suite of technologies
changes who can read political news, who can write it, and who can organize to
change it. The Internet enables international and cross-national political
electioneering to a greater degree than any prior technological development.

There are certain elements of the political process that cannot be directly
performed by people outside of the country. These include activities such as
precinct walking, purchasing television ads, and controlling the opinion page
and slant of a locally owned paper. Most importantly, people outside the
country may not give money to political candidates. 53 Nonetheless, almost all
other political tools are accessible to people around the globe. Individuals
worldwide have the capacity to read the political news (therefore making it more
likely they can effectively respond to it and impact the political conversation);
the capacity to write political news for a local blog or a newspaper that is
available in the United States; the capacity to make essentially free phone calls
and emails; and the capacity to create miniature news services (like
Moveon.org) from an international, political perspective.

In this section I provide an overview of some of the new technologies and
the ways in which they will directly change the political environment of
American elections.

A. Broadcast Media and Blogs

Newspapers have traditionally played a central role in political campaigns,
from the front page where stories are told, to the editorial page where vitriol and
praise are shared. Local papers closely track candidates, and their editorializing
can make or break an election. Newspaper politics are a national political
tradition, and are deeply intertwined with the history of our mass democracy. In
the first federal election, "anonymous political pamphlets and newspaper articles
remained the favorite media for expressing views on candidates."54 Newspapers

53. 2 U.S.c. § 441(e) (2008).

54. McIntyre v. Ohio Elections Comm'n, 514 U.S. 334, 369 (1995).
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have played a "unique role" in "informing and educating the public, offering
criticism, and providing a forum for discussion and debate." 55 Elections are
won, as the Supreme Court explained in 1941, through "the meeting-hall, the
radio, and the newspaper." 56

Today, newspapers are increasingly read online and written for online
readership. One in three Americans now regularly reads news online, 57 and this
number is likely to increase. While as of 2006, "the discrete online-only
newspaper audience [was] quite modest in size," it is growing rapidly. 58 Many
Americans read their news both online and offline, suggesting that we are in a
transition period. 59 For people under 35, more read the online version of the
newspaper than the paper version.60 Major portals like Yahoo and Google that
aggregate news from multiple newspapers and blogs are increasingly becoming
the source of contemporary news. Moreover, the role of traditional newspapers
is clearly declining. "Of the 23% who got news on the Internet yesterday, only a
minority visited newspaper websites. Instead, websites that include quick
updates of major headlines.., dominate the web-news landscape." 61

Aggregators regularly take content from newspapers around the world.

Two powerful implications follow from this trend toward online news
consumption. First, the source of local political news can be extraterritorial.
Second, people outside the country can read local news. I discuss each in turn.

While people may still be inclined to read news about local issues, readers
are not limited to local writers and publishers. Facts and opinions generated by
foreigners are an increasing fraction of the news landscape, and are only likely
to become more so. This changes the local reader's experience.

Imagine a Detroit woman reading about the potential closing of a Ford
plant in her city. Twenty years ago, she would get the paper version of the paper
and watch the news, receiving reports of the closing from local writers whose
agendas were somewhat shaped by local newspaper and TV owners. Now, she
might go online and type "Ford closing Detroit" into Google. She will likely
find some local stories, but if people in other parts of the world have an interest
in the closing, she may also find stories by them. Foreign sources may have
interviewed local workers using cheap, Internet based phone services and email.

55. First Nat'l Bank v. Bellotti, 435 U.S. 765, 781 (1978). See also Mills v. Alabama, 384 U.S.
214, 219 (1966) ("[T]he press serves and was designed to serve as a powerful antidote to any abuses
of power by governmental officials and as a constitutionally chosen means for keeping officials
elected by the people responsible to all the people whom they were selected to serve.").

56. Bridges v. California, 314 U.S. 252 (1941).

57. PEW RESEARCH CENTER FOR THE PEOPLE & THE PRESS: NEWS CONSUMPTION AND

BELIEVABILITY STUDY, p. 9 (2006), available at http://people-press.org/reports/pdf/282.pdf)
(hereinafter PEW NEWS 2006).

58. Id..

59. Id.. This coincides with a general trend away from news readership altogether.

60. PEW NEWS 2006, supra note 57.

61. Id.
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Those stories may read much like a local story. The reader can experience
foreign and local perspectives relatively seamlessly.

On the national news level, this is both more plausible and more
pronounced. A random visit to Google News62 revealed several headlines from
U.S. papers, but also headlines from the United Kingdom's Guardian, a top
headline from Canadian National news, as well as headlines from Aljazeera,
Prensa Latina, VietnamNetBridge, 63 the Economist, the Financial Times, the
Sydney Morning Herald, Xinhua, Toronto Star, the Ukrainian ForUm, the Times
of India, and Russia Today. When it comes to the United States' presidential
politics, all of these papers have something to say, and they may be nearly as
easy to find as articles in domestic papers.

People are being exposed to new and different media perspectives. Among
the foreign voices represented in online sources are those of individuals,
governments, organized activist groups, and companies. Many foreign
newspapers are directly subsidized or controlled by government entities, or by
corporate entities with their own political agendas. Many include voices or
perspectives that, previously, would have been impossible to hear.

Nine percent of individuals between the ages of eighteen and twenty-four
regularly read blogs that cover news related issues 64 and while news readership
is declining among young people, the percentage of the news that is read on
blogs is increasing.65 Blogs, like most online newspapers, are freely available to
anyone who has an Internet connection (and is not censored by the local
government). Many blogs have developed in an international context, and the
line between local and foreign blogs is often indiscernible because blogs are
grouped by topic-area more than by place. 66

Citizens of other countries can read, comment on, and contribute to
political blogs that are widely read by political junkies, news reporters, and
voting citizens. Boing-Boing, one of the most popular blogs in the country, is
co-edited by Canadian Cory Doctorow. 67 Global Voices, another popular blog
that brings together voices of activists and writers all over the world, was set up

62. This particular visit was 11:17 AM EST (August 28, 2007).

63. VietnamNet, a project of VSAC, a State-owned enterprise under the Vietnam Post &
Telecommunications Corporation, gets over 300 million hits every month. See

http://english.vietnamnet.vn/utils/aboutus.html.

64. PEW NEWs 2006, supra note 57.

65. Id.

66. Of course, topic and place overlap, but they need not. For example, a Jordanian very
interested in United States affairs can easily join the United States' political discussion by blogging
about it.

67. According to Alexa, a web information company that tracks the global popularity of
websites, on August 28, 2007, Boing-Boing was one of the top 700 most read websites in the United
States, of any kind. Available at

http://www.alexa.com/site/ds/top-sites?cc=US&ts-mode=country&lang=none.
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to encourage greater international content in the blogosphere. 68

Political bloggers regularly encourage cross-jurisdictional campaigning,
and report on cross-jurisdictional issues. The Daily Kos, a popular liberal blog,
actively encourages people from across the country to support specific
candidates in local elections, and the shift to international support is likely to
happen soon. When Stanford law professor Larry Lessig announced that he was
considering a run for Congress, several commenters on his blog said that they
did not live in the United States but would be happy to help; some commenters
said they did not live in his district. 69

Relatedly, online video is a major new tool for extraterritorial electioneers.
Whether on Youtube.com or on the site of a newspaper or television station,
video that was once accessible only for local consumers or constituents is now
available for anyone anywhere-and can be uploaded from anywhere. It is less
likely that foreign video will seem to be part of the same landscape as domestic
video, but it can still have profound impact. In some cases, there will be a more
profound impact because of the power of strange and unlikely images. A
Chinese company can videotape images of factories and put them online-
perhaps even on the website of the candidates' local newspaper-as part of
support for a new free trade pact, or in support of candidates who support that
pact. But Chinese labor union activists can include graphic images of beatings
in response to that support, introducing emotional foreign video into a domestic
political fight.

The accessibility of these forms of international broadcast changes the
political media experience in a few important ways. First, it means that anyone
anywhere in the world, if they can speak English, and have access to high speed
Internet, can closely follow a political race in the middle of the United States.
This puts a foreign reader in a much better position to influence the race. Ten
years ago, the Shanghai resident who wanted to support an American free trade
candidacy for Congress would have had to pay for daily newspaper access
(which can be quite expensive), and would have only been able to follow what
was written about in his newspaper of choice. The deeper information available
by being able to go to local blogs, reading comments, and using search functions
allows that same Shanghai resident to-if he so wishes-follow the race as
closely as any citizen in the representative region. He will miss only two key
ways of gathering candidate information: (1) going to a candidate forum (which
few do, regardless, and which is increasingly videotaped); and (2) gossiping
about the candidate with local friends who may know information and have
insights that do not make it online. If the candidate of interest is at the state

68. http://globalvoicesonline.org.
69. On his blog, Lessig.org, Lawrence Lessig wrote that he was considering a run for

Congress and, over a period of several weeks, hundreds of commentators chimed in. While some
are from his district, several announce that they are not. See Lawrence Lessig, "On Why I'm Not
Running," http://lessig.orgblog/2008/02/ (February 25, 2008).
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level in a larger state, or the national level, the amount of knowledge accessible
by the Shanghai resident and the New York resident is barely distinguishable,
because so much of the political gossip makes it online quickly, and even at high
attendance rates, a small percentage of residents actually attend live forums.

Moreover, foreign newspapers and foreign bloggers are now in a position
to directly influence a campaign. Ten years ago, an editorial by an Indonesian
paper on a presidential candidate would have been difficult to find using an
English-language Internet search engine. Now, that same editorial will get
prominence related to its interest on the website aggregators. 70 Indonesians can
read about American candidates; Americans can read about Indonesian attitudes.
While for many, the Indonesian papers' editorials may not seem pertinent, we
are still a nation with a substantial immigrant population, and if a foreign
opinion piece is written with an American domestic audience in mind, it may
well reach it.7 1

Finally, although foreigners cannot advertise on U.S. websites, they can
advertise online through non-U.S. sites. A Japanese company can buy up anti-
McCain spots on Guardian.com, a British news source that is not filtered in the
United States. The old logistics of advertising-and the legality of
advertising-in another country around election time made it functionally
impossible for someone or some company from outside the country to pay for
political advertisements that would be read. Now, a company can easily buy
political ads that will reach other countries through their readership.

In sum, the most common ways in which people learn about political
news-broadcast media and blogs-are not restricted by national borders. This
expands the scope of electoral information available to local residents from non-
local residents, ranging from news to opinion to spin to analysis, and
simultaneously expands the opportunities for non-residents to keep close tabs
on-and therefore be in a position to influence-elections in other parts of the
world.

B. Email, Text, Instant Message

Email has become the favorite fundraising tool of candidates and a new
kind of activist journalism. Candidates create email lists of millions of
supporters, and then use those lists to distribute openly biased news, to garner
support for the candidate, to raise funds, and to organize support. These weekly
broadsheet-like missives, collectively, shape the narrative of the political
campaign. At the same time, activist groups and individuals have developed

70. An aggregator is a website that does not itself produce content but aggregates syndicated
content from other websites. For example, Yahoo's home page, is an aggregator, as is the Google
News website. See http://www.yahoo.com; http://news.google.com.

71. In 2003, eleven percent of Americans were foreign bom. Luke J. Larsen, The Foreign
Born Population in the United States: 2003, U.S. CENSUS BUREAU, (August 2004), available at
http://www.census.gov/prod/2004pubs/p20-55 I.pdf.
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massive email lists around particular ideologies or interests. Moveon.org is
paradigmatic, but not alone: there are dozens of email lists with millions of
members, hundreds of political email lists with more than 10,000 members, and
thousands of political email groups of 10-10,000 members.

Email lists raise millions of dollars for campaigns and get out the vote
efforts, but they also change the way Americans talk about candidates. The
narrative arch of the campaign and the language used to describe candidates is
taken from a campaign directly into an intimate email box, where people think,
read, write, and shape their own internal monologues about the day. The casual,
insecure gossip of politics, such as, "I hear that Bill Richardson might be a little
shady," may increasingly come from activist email, not from TV ads (which
have great capacity to shape the images populating our political world, but more
limited capacity to shape the grammar of our political thought).

But the existence of massive email lists (and their relatives, instant message
lists and text message lists), also changes who can write-and who can read-
American electoral and political narratives.

Anyone with access to the Internet can sign up for email updates from
candidates, and learn the candidates' own narratives. Like tracking the political
blog of a candidate, these emails give supporters and detractors alike a window
into the candidates' own strategies and make it easier to support (or contradict)
those strategies. The email lists also allow recipients to respond, and campaigns
make some effort to categorize and use those responses. However, since neither
an ISP nor an email address tells you who is an American national, out-of-
country responses can easily be lumped in with domestic responses (this is true
for blog comments as well). Inasmuch as candidates are sensitive to Internet
responses as a proxy for Internet support (and therefore fundraising), an active
foreign effort, at least in the early years, can conceivably impact a candidate's
approach to particular policy issues.

When you move outside of candidate email lists to the growing
powerhouses of non-candidate email lists, the potential role of foreigners is even
greater. A Spaniard can start an anti-gun activist email list that millions of
Americans then join, and can regularly update the readership on related issues.
A foreign airline can solicit millions of email addresses of passengers, and then
use those names to share political messages. 72 As American activists on the left
and right cast about for online communities, including massive email lists to
join, they can cast across the whole world, and anyone can cast back at them.

In sum, activist communities that have constituted themselves using email
are not geographically limited, and enable foreigners to closely follow, and even

72. As this article was being written, a consortium of Airlines, including several dozen
American airlines and foreign airlines such as Alma de Mexico, created a massive online email
campaign. They asked members on their email list, which probably includes over a hundred million
customers, to contact members of Congress.

http://www.stopoilspeculationnow.com/site/page/sos-now-supporters.
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influence, campaign strategies, while simultaneously allowing foreigners to start
political activist email or news groups themselves.

C. Skype and One-on-One Email

Email, VOIP and Skype, free online conference calling, and instant
messaging, have all reduced the cost of one-on-one or small-group cross-border
conversations. Prior to the development of these new technologies,
communicating one-on-one with people from other countries took much more
time, was much more costly, and was difficult to expand to small groups.

In prior decades, the possibilities for two-person and small-group action
across countries were fairly limited. That is no longer true. An interested
individual in India can easily communicate with coconspirators and like-minded
people in the United States, be that individual a company owner, a politician, or
a human rights activist. As Margaret Mead famously noted-and Mancur Olson
persuasively modeled-small groups are often the most important agents of
political change. 7 3 Before the Internet, it was possible but extremely difficult
for small cross-border groups to form and have enough interaction to create a
true locus of power. Because of the Internet, for example, seven people from
different countries can regularly meet and plan means of change within the
United States.

Together, email, free phone services, conference calling and instant
messaging that together form a vibrant space that enables cross-border group
formation. Initial contacts can be made through email, as people try to get to
know each other and can be followed up through instant messaging and Skype.
Then small groups can regularly stay in touch and scheme (much like many
home-based Intemet companies, with people living in several different states) to
plan campaign ads, campaign events, and organizing efforts.

D. Social Networking Tools and Organizing Tools

Similarly, social networking tools and organizing tools allow people not in
the country or region to set up meetings and allow for looser groups. The
Internet allows a kind of long-distance organizing with the capacity to set up and
advertise events in foreign countries. In the run-up to the 2004 presidential
election, a Connecticut grassroots organizer told a story of planning an event in
Seattle using online organizing tools, and about 150 people showed up. Slightly
confused that the organizer was not there, they nonetheless went forward with
the event. 74 An event organizer needs to coordinate times, pull together (and

73. MANCUR OLSON, THE LOGIC OF COLLECTIVE ACTION: PUBLIC GOODS AND THE THEORY

OF GROUPS 52 (1971).

74. Aldon Hynes, A Coder Becomes a Political Activist, in MOUSEPADS, SHOELEATHER &
HOPE: LESSONS FROM THE HOWARD DEAN CAMPAIGN FOR THE FUTURE OF INTERNET POLITICS 94

(Z. Teachout and T. Streeter eds.) (2008).
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email) materials, and contact the local press. All of these tasks are possible from
afar.

Similarly, several political campaigns and advocacy organizations have
used the Internet to do long-distance phone-banking. Within the country,
distributed phone banking and distributed letter and email writing are becoming
a norm for national campaigns. These distributed tools allow people to call or
write letters from a list they download online, and then report back to the
campaign the result of the call or missive. Most campaigns, and many
nonprofits, have used their email lists and web audiences to engage in
systematic calling in increasingly sophisticated ways. By 2004, we saw systems
set up wherein California mothers were calling mothers in Iowa, and Texas
Latinos were calling Latinos in Michigan; these systems enabled real
connections to be made by matching undecided voters to superficially similar
activists who had no vote. 75 We can anticipate that cross-border phone banking
or whatever its contemporary analog will become normal within a few decades.

Such strategies are already routine within the United States. Again, when
Larry Lessig announced that he was running for Congress in California's 12 th

district, a Cambridge, Massachusetts resident set up a Facebook group, which
4,000 people joined within three days. 76 The group used a free conference call
service to connect 100 people on three occasions, and established a fundraising
arm, a media arm, and an organizing arm. Fundraising events and local, intra-
district events were set up by these key organizers, none of whom lived in that
district.

E. Extraterritorial Lobbying

The technological advances discussed above are happening as the lobbying
industry gains unheard-of strength in our political system. People from outside
the country have learned how to transform foreign money into American
political support. While foreigners cannot directly contribute to election
campaigns, they can hire lobbyists who themselves contribute to campaigns in
order to gain access on behalf of their foreign clients. They can pay for
extensive research that supports their position, pay for conferences that tend
towards their position, and pay for newspaper and television support for their
position. 77

A total of 426 active Foreign Agent lobbying registrations, representing

75. Author's own experience.

76. Author's own experience.
77. Increasingly little shame is associated with American elites aggressively using their

positions to further these foreign interests. Bob Dole, for one, has sold his services-his access, that
is-to Oleg Deripaska, a Russian oligarch with close ties to Putin. Dole's wife, the Senator Elizabeth
Dole, has barely been rebuked by her constituency in North Carolina for these influences,
underlining what seems obvious: we expect, and therefore condone, people with public power
selling that public power to foreign bidders.
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591 foreign principals, were filed in the first six months of 2007.78 There were
ninety-one new agreements during that time alone. Randomly picking from that
six month sample, Angola spent over a million dollars; Algeria just under
$100,000, and the President of the Republic of Congo spent $250,000 explicitly
for cultivating Members of Congress. The Cote D'Ivoire spent over $300,000
on Congressional lobbying. Equitorial Guinea spent over $500,000 to make
sure members of Congress knew about their progress on human rights. The fees
are tied to assurances of access, and often to people who have reason, through
contributions and contacts, to be able to promise that access. Cassidy &
Associates represented Pakistan in a $1.2 million per year contract. 79 For that
money, Cassidy agreed to "'target audiences [who] will be identified for critical
message reception,"' and to move beyond pushing pieces in the mainstream
media to a focus on blog outreach. 80 Pakistan's lead lobbyist was Robin
Raphel, who served in the Clinton administration. 8 1

Lobbyists and lawyers for African dictators and Middle Eastern sheiks
donate heavily to Presidential campaigns. DLA Piper, a massive campaign
contributor, represents the President of the Cote D'Ivoire, the Prime Minister of
the United Arab Emirates, the Government of Ethiopia, and the Government of
Turkey in the United States. For a fee of $1.2 million per year, DLA Piper
agreed to provide Turkey with lobbying and governmental relations services
including, but not limited to, "[p]reventing the introduction, debate, and passage
of [domestic] legislation that harms Turkey's interest or image." 82 The lawyers
who work for the firm give heavily to campaigns. Presumably, they bias their
giving towards candidates who, at a minimum, are not radically opposed to their
clients. All told, DLA Piper staff has given over half a million dollars to
candidates in the 2008 election cycle. 83 Even if the staff are not seeking out
candidates who actively support Turkey's diplomatic goals, it's a fair guess that
attorneys working on the contract are not likely to give to candidates who
openly oppose them.

Extraterritorial lobbying will substantially increase over the next several
years, as foreign governments, companies, and countries study the ways which
lobbying can help their trade and image aims in the United States. Given the
amount of money the law firms who work for these clients make on the
contracts, and the amount of money the lawyers then give to candidates, there is
almost surely some kind of impact on elections from these foreign clients.

78. http://www.usdoj.gov/criminal/fara/reports/June30-2007.pdf.
79. http://www.fara.gov/docs/5643-Exhibit-AB-20071004-4.pdf.

80. Id.
81. Kevin Bogardus, Cassidy withdraws Pakistan lobbying contract, THE HILL, Nov. 8, 2007,

(Online ed.) available at http://thehill.com/leading-the-news/cassidy-withdraws-pakistan-lobbying-
contract-2007-I 1-08.html.

82. http://www.fara.gov/docs/5643-Exhibit-AB-20071004-4.pdf.

83. This is a very conservative estimate, based on searches in Open Secrets for donations by
DLA Piper employees. www.opensecrets.org.
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IV.
THE FUTURE OF EXTRATERRITORIAL ELECTIONEERING

Until now, the legal regime limiting extraterritorial influence was able to
manage the strategies and technologies available to potential political actors.
While foreign agents interested in influencing elections could design
complicated ways to influence particular elections, the basic structure-limited
lobbying, limited paid television advertising, forbidden direct contributions, and
constrained media ownership-worked, in the sense that foreign interests were
not a major part of American elections.

If the current regulatory regime persists, this will change. Two facts
interact to make this almost inevitable: the first is the importance of American
policy-trade policy, subsidies, tax policy, military policy, alliances, nuclear
policy, energy policy-to billions of people and most nations. The second fact
is that described in the previous section: the Internet enables many new channels
through which energy and money can be poured from outside the country to
impact the framing, message, and mobilization of local campaigns. We don't
need to assume that foreign actors are particularly brilliant or only interest-
maximizing to suppose that billions of dollars and substantial political energy
will be spent attempting to influence American elections at the federal and state
levels.

What will this new election ecosystem look like? Foreign private interests
will put substantial money into viral videos about candidates; foreign
newspapers will editorialize with an eye to actually influencing elections, not
merely expressing opinions; foreign television stations, broadcasting online, will
do the same. Foreign unions will fund cross-national phone banking, literature
drops, and door-to-door canvassing around issues that are likely to influence
elections. Foreign governments will funnel money into organizations that do all
of these kinds of electioneering. While some of this is already happening, it is at
a small level. However, in twenty years, a third of all the money spent on some
key elections for Senate, Congress, and governorships will come from non-
American interests.

Charges of foreign ties will be used by candidates from both sides, but just
as charges of ties to "shadowy 527s" have not deterred the 527s from actively
attempting to shape the stories around elections, these charges will probably not
deter the foreign groups.

The vast majority of these activities will either be legal or, if illegal, their
prohibitions unenforceable. In cases where foreign countries violate American
election law, the United States' government will have to determine what impact
these violations should have on other diplomatic relations. In cases where
foreign countries' governments have indirect connections, or there is a company
or group inside a country, the response of the American government will be
even trickier. Can you really punish a country for "harboring election law
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violators?" What might that punishment look like? This will put an enormous
strain on the Federal Election Commission, which has already been stressed by
the advent of the Internet. 84

At the most pedestrian level this change will require institutional
cooperation. Lobbying, media influence, and door-to-door canvassing are all
very different activities of course, but their difference depends somewhat on the
perspective of the person thinking about them. The FEC lawyer and the FCC
lawyer are likely to view their jobs very differently, and therefore the activities
that they are regulating very differently. To them, tactics matter; an editorial is
governed by the FCC, a campaign ad by the FEC.

A foreign state or actor, however, may be more likely to see continuity
between these different tactics. From the perspective of the foreign entity
seeking to block or promote a candidate's election, electioneering has less to do
with the particular strategy used than with the ultimate goal. Instead of
understanding actions as tactics, they understand them in the context of
campaigns: the Senate/tariff campaign, the subsidies campaign, or the
environmental standards campaign, for example. In order to effectively regulate
a foreign actor in American electioneering, the campaigns must be approached
and regulated in a more unified way, and information gathered by the FEC, the
FCC, and other departments must be coordinated.

But the institutional challenge masks the more serious question; how ought
we, collectively, think about foreign influence on domestic elections? What are
the root concerns, or best reasons for celebration? Ought our response depend
upon the size of a campaign, the nature of the speaker, the nature of the
campaign, the nature of the issue, the connection between the actor and the
issue, the accuracy of information, or something else?

Is it possible to craft a regulatory response that balances the competing
aims of self-government and the important practical role of protecting
sovereignty?

A. The Interest in Self-Government

The center of the democratic promise is the idea that people control the
rules of their own community and collectively direct their laws. They make
decisions about the way they want their community to look and then attempt to
implement those decisions through a set of rules, punishments, and actions.
Whether or not expressed negatively (the freedom from others' domination) or
positively (the freedom to control one's own actions), self-government describes
a state of affairs where the people have control over the institutions that coerce
and constrain or enable their behavior. Of course this is not a binary condition
(either you have it or you don't), but something that is necessarily a matter of

84. See, e.g., ANTHONY CORRADO ET AL., THE NEW CAMPAIGN FINANCE SOURCEBOOK 248
(2005).
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degree. 85 Self-government requires ongoing intimacy between people who are
governed and the levers of power. Representative democracy, unlike direct
democracy, includes a barrier between citizens and representatives, but gives
citizens enough leverage to hold their representatives accountable: when
representative democracy works, citizens can still captain the enterprise. That
closeness to the levers of power must exist in two ways: in the relationship of an
individual to new laws that govern her or him, and over time. People must have
means of exercising power over decisions that govern them; if there are barriers
to exercising this power, such as exorbitant fees for voting, inadequate
information, or lack of transparency in the decision-making process, self-
government cannot be achieved.

One might argue that self-government is best served when only those
people who are directly subject to a country's laws are responsible for
promoting and electing their representatives. Therefore, the right to electioneer
would depend upon the degree to which laws impact someone's life. Under this
framework, if just one-tenth of the 5.5 billion people outside the United States
are directly affected by American policy, there would be almost as many non-
Americans as American citizens who would be entitled to contribute to the
conversation about U.S. policy. This immediately gets tricky, however, because
"impact" is not easily quantifiable. Does an Iraqi who is killed because of the
American invasion of Iraq have a greater or lesser "impact" on his life than the
soldier who killed him? What is the relative "impact" experienced by a
Nigerian farmer who loses his job, a Hungarian worker who starts working for
an American company, or a Chinese entrepreneur who can sell to the United
States because of American policy? Do you measure "impact" by numbers of
encounters? What is the baseline from which you measure impact-is impact
measured by how much a life has been changed as an adult (which would
privilege foreign speakers) or by how much a life has been shaped (which would
privilege American speakers)?

Self-government is a hedge against violence, a natural law right, a low-risk
approach towards achieving happiness for the greatest number, a way to cause
empathy, and create more mature and interesting people, and a way to enable the
highest form of human achievement in politics. It is a constitutional promise, a
part of our political mythology, and the basis of America's favorite hope:
freedom. It is a protection against the material abuses that easily follow from
one or a small group of people exercising arbitrary power over others. The non-
dominated individual is less likely to go hungry or be tortured, because he has
some say in the matter. The completely dominated individual could arbitrarily
be given all kinds of material goods, but also could be used as a body, a work-
horse, a symbol, or ignored and left to starve. He has no power or voice in the
future of his own body. In this material story of self-government, the primary

85. Absolute self-government is impossible. Self-government only exists in pure form as a
single individual who controls his own fate, completely un-coerced by others.)
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way in which we understand its value is the physical life of the individual. Self-
government protects the dignity of individuals against the humiliation of
another's control. The positive, dignity-based justification for self-government
focuses more on the powerful, positive, personal and psychic effects of having
power in the world. The ideal is much more the personal dignity that flows from
self-mastery than the material gains that are likely to come from not being
dominated.

But the ideals of self-government necessarily cut both ways when it comes
to extraterritorial electioneering. How should the American people respond to a
series of videos about Candidate John McCain's personal life made by Hugo
Chavez's government? Venezuelans in general are directly impacted by the
foreign policy preferences of the American Government. Hugo Chavez has
been popularly elected there, though with some troubling distortions of the
media in the elections. In this hypothetical, Chavez's government chooses to
use personal attacks because they are effective, even though the real reason for
the attack might relate to a preference for an Obama trade policy. Does this set
of attacks enhance self-government?

B. The Sovereignty Interest

The other most prominent concern in extraterritorial electioneering is the
interest in state sovereignty.

Sovereignty is the right of a government to control its own affairs within its
own territory. It assumes states' political independence and territorial integrity.
It is presumptively perpetual and inalienable and it is part of the very meaning of
statehood. The initial expression of the idea was monarchic; it was implicated,
for example, when kings in the Peace of Westphalia promised not to invade each
other. Generally, sovereignty is still thought to exist regardless of the form of
government, assuming that there is some form of government beyond anarchy.
The recognition of sovereignty by other nations is a critical moment in a
nation's role in the international sphere, because along with recognition comes
the commitment to outrage-if not action-if that country's borders are
violated.

The Internet raises a host of new questions about the scope of sovereignty.
For example, accusations that the Russian government was behind cyber attacks
on the Georgian Internet infrastructure has led to questions about how, in
international affairs, to code such behavior. Less violently, use of the Internet
for cross-border electioneering also raises issues of sovereignty.

While there are many exceptions, the assumption of sovereignty remains a
key to relatively peaceful international affairs. The outrage and condemnation
of states that violate other states' sovereignty provides a powerful and helpful
disincentive to incite war, anarchy, and various other things generally regarded
as bad and violent. Therefore, whether sovereignty is a true "right" in an
absolute sense or a well-established habit, it plays an overwhelmingly useful
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role in keeping the world from destroying itself.
A nation's sovereignty gives rise to legal and military disputes. Foreign

planes flying without permission over a country's airspace can be shot. Foreign
submarines entering another nation's waters can be torpedoed. But words
entering foreign space demand a different kind of defense: sometimes they are
censored, and sometimes that censorship is defended upon grounds of
sovereignty. It is one of the "most fundamental postulate[s] underlying the state
system" that "one does not try to control political developments in foreign
societies." 86  Political sovereignty has been assumed to be "basic,"
"fundamental," and "essential."

Until the middle of the twentieth century, the norm of non-intervention was
presumed to be about one country not invading another. 87 In the middle of the
century, that changed, presumably in part due to increased interdependency
making economic leveraging more plausible, and improved telecommunications
making cross-border political propaganda much easier. In this broadened
context, the principle of sovereignty demanded that one country not attempt to
directly influence elections in another. 88 This commitment is reflected in
international agreements. 89

Many treaties include provisions making clear that states can exclude
foreigners from participating in local politics. 90 However, the practice of states,
which show "a substantial pattern of governmental involvement in transnational
electoral assistance" at a minimum "cast[s] doubt on the proposition" that states
consider extraterritorial electioneering unlawful per se.9 1

In January 1989, less than a year before the Berlin wall fell, Professor Lori
Damrosch wrote an important piece about sovereignty, international law, and
politics across borders. 92 In the context of the cold war, both the Soviet Union
and the United States were both actively engaged in the elections of border-
countries. The international law community tended to react with either support
or anger, depending upon the nature of the engagement. Damrosch argued that

86. Richard Falk, An Alternative to Covert Intervention, 69 ASIL PROC. 195, 197 (1975).
87. Lori Fisler Damrosch, Politics Across Borders: Nonintervention and Nonforcible Influence

over Domestic Affairs, 83 A.J.I.L. 1, n.8 (1989).

88. Id.

89. For example, the Charter for Organization of American States, to which the United States
is a signatory, states a strong view of the non-intervention norm:
No State or group of States has the right to intervene, directly or indirectly, for any reason whatever,
in the internal or external affairs of any other State. The foregoing principle prohibits not only armed
force but also any other form of interference or attempted threat against the personality of the State
or against its political, economic, and cultural elements. Charter of the Organization of American
States, art. 19, Apr. 30, 1948, Org. Am. States T.S. Nos. I-C, 61, available at
http://www.oas.org/juridico/English/charter.html.

90. Damrosch, supra note 87, at 43-44.

91. Id.

92. Id.
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this context-based judgment was appropriate in international law. She
considered two contexts of election interference: economic meddling intended to
impact the outcome of an election, and direct campaign contributions intended
to influence an election. She concluded that there was a norm of
nonintervention in political affairs, with the notable limitation that the norm
depended upon the political rights of citizens. When "subjugated people look
outside the boundaries of the state for non-forcible assistance in asserting their
own political independence," outside countries should be able to "assist"
them. 9 3 For our purposes, however, the most important part of her conclusion
was that countries like the United States should, under international law, be able
to pass and enforce laws restricting foreign involvement in elections. 94

The resistance to foreign involvement is justified, she argues, because
foreign involvement risks undermining the "political rights of the citizenry." She
describes it as a right to be free from "distortion:"

Human rights values could be in jeopardy if foreign participation were of such an
extent or effectiveness as to distort what would otherwise be the free choice of the
polity. The possibility is especially acute in the case of big-power attempts to
influence the politics of small states; but it is not limited to that case, as small
states may occasionally be able to achieve such distortion through covert or
corrupt payments. [... ] Observance of these principles may also serve the state
system value of preventing tension between influenced and influencing states that
might otherwise develop into interstate conflict. 95

Sovereignty protects the political rights of the citizens, and enables much
smoother interstate interaction, because there is a basic commitment that states
will not try to manipulate each others' elections. Conversely, if states always
had the right to influence other states' affairs, they might feel pressure to
exercise this right, leading to convoluted internal affairs and conflict-ridden
external relations.

When another government is the primary force behind extraterritorial
electioneering efforts, it could destabilize relations between the two countries.
As posited in the prior hypothetical, Chavez might plausibly attempt to sway the
American electorate. This would only exacerbate the existing tensions between
the United States and Venezuela by creating uncertainty and opening new
channels of extraterritorial influence.

On the whole, concerns about sovereignty, unlike concerns about self-
government, will tend to militate against extraterritorial electioneering.

93. Id. at 19.

94. Sovereignty is generally understood as a right that one state can enforce against another,
but not against individuals. But, I will assume for now that the same rule applies for non-state actors.

95. Damrosch, supra note 87, at 21, 44.
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C. The Problem ofAgency

Finally, questions of agency will necessarily arise in the expansion of
extraterritorial electioneering. As explained below, foreign involvement in
electioneering has been extensively litigated over the past several decades.
Inasmuch as there is a theme in the court decisions, it involves courts' struggles
to determine who is a "foreign agent" under United States' law: a question that
is both philosophically important and in need of resolution for practical,
statutory purposes.

For example, one case involved a small weekly Irish newspaper, prosecuted
for failing to register as an agent of a foreign principal under the Foreign Agents
Registration Act. 96 The question was whether the publisher was acting under the
direction of the Irish Republican Army, the I.R.A. The Second Circuit held that
an "agent," for purposes of determining foreign agency, is defined more broadly
than in the law of agency. Agency can be established without a formal written
or oral contract with a foreign principal and can be found when there has been a
general request for action. "Once a foreign principal established a particular
course of conduct to be followed, those who responded to its request for
complying action could properly be found to be agents under the Act." 97 This
statutory question needed to be resolved in order to determine whether the
publication needed to register under FARA, and the Court's logic was driven by
the statutory language.

This case highlights the gravity and difficulty of resolving questions of
agency in the foreign context. On the one hand, the fact that a group hopes to
represent foreign interests cannot possibly be cause for labeling that group as
foreign. People regularly, and promisingly, advocate positions on behalf of
others that might otherwise be voiceless and unrepresented. On the other hand,
once foreign money enters the equation, it is translated into domestic advocacy,
and the use of levers of democracy to pursue foreign ends.

In the FEC context, several scandals and court cases have involved
questions of agency, as poor and middle class donors made magnificent
donations that appear to be coming from foreign interests. In 1996, a middle
class Indonesian couple donated more than $400,000 to the DNC, sparking
questions about whether they, as legal permanent residents, were being used as
proxies-basically to launder foreign money-by foreign business interests.
The scandal led to investigations, and the DNC returned millions of dollars. 98

Chinese interests were also accused of laundering money through legal donors.
In 1996, Democrats raised $100,000 in donations after Al Gore visited a
Buddhist temple. The temple and other donors reimbursed the monks, who make

96. Att'y Gen. v. Irish Northern Aid Comm., 668 F.2d 159 (2d Cir. 1982).

97. Id. at 162.
98. Bruce Brown, Alien Donors: The Participation of Non Citizens in the U.S. Campaign

Finance System, 15 YALE L. & POL'Y REv. 503, 505 (1997).
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a pittance, for their donations, channeling the money through them. 99

Relatedly, major news organizations have attempted to avoid the
citizenship question by becoming American corporations-raising questions
about the purpose of the citizenship requirement. In 1985, Rupert Murdoch
became a United States citizen in order to get around this requirement, 100 again
calling into question the nature of agency and who is a foreign agent. If
Murdoch's purpose-self-announced-was to avoid the FCC's requirements,
then it calls into question what it means to be a citizen for these purposes.
Although he took the oath of citizenship, he has given no indication that this
oath changed his perspectives on obligations of the news reporting agency that
he runs.

D. Towards a New Framework

These issues-self-government, sovereignty, and agency-are not so much
competing considerations as confusing ones. They are, in sum, almost
paralyzing. If six billion people are engaged in the election of 2030, the 500
million Americans will be much further from the levers of power than they were
in 2004, and therefore less self-governing. At the same time, the six billion
engaged people will be closer to those levers of power, and more self-governing.
Individuals around the world are massively impacted by the United States'
foreign policy, trade policy, environmental policy, intellectual property policy,
and energy policies, just to name a few. We must find a way to responsibly
consider those impacts, while allowing for meaningful, active local engagement.

This Essay is intended to be more descriptive than proscriptive, and to
spark discussion about how we should think about this coming future. That
said, I suggest that when we talk about extraterritorial electioneering, we give
weight and thought to these six important interests as we craft policy and fumble
for rhetoric to talk about self-government in a global, interconnected world:

* Self-government. The degree to which the speakers are impacted
by American policy, with more solicitousness towards those who
are hurt than those who are helped by the policy;

* Sovereignty. The degree to which electioneering undermines
sovereignty or promotes stability;

* Communication. The degree to which it enables the flow of true
information that is not otherwise known;

* Accountability. The degree to which it limits corruption, or leads
to corruption;

99. Christopher Drew and Don Van Natta, Jr., Early Warnings on Gore's Temple Visit, NEW
YORK TIMES (June 12, 1997).

100. See Murdoch win on Fox, SYDNEY MORNING HERALD (July 31, 1995).
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* Transparency. The degree to which the electioneers' true.
identities and interests are known; and

* Practicality. The degree to which a limitation on such
electioneering would be difficult to enforce.

These considerations can start to provide some guidelines for how to
respond to the coming wave of clever ways to bring foreign power into the
election processes, without defaulting to either a libertarian or jingoist
framework.

V.
CONCLUSION

Different stories of extraterritorial electioneering lead to radically different
intuitions. When it comes to Al Qaeda's actual attempts to intervene in the 2004
election campaign, we recoil; when it comes to Chinese labor activists
attempting to gain a voice in American foreign policy toward China, we might
cheer them on. While the perceived legitimacy of each of these groups' interests
varies a great deal, they take similar approaches to extraterritorial electioneering.
In each case, a group represents foreign interests that are not necessarily
represented by a foreign government. In both cases the foreign policy preferred
by these groups is not the contemporary foreign policy of the United States. The
interests cutting in favor of allowing extraterritorial electioneering and those
opposed are very similar: interests in self-government and free speech.

Extraterritorial electioneering by NGOs both enables and undermines self-
government. It allows people who are directly affected by American policy to
have a voice in the decision of who will control their fate. At the same time, it
dilutes the power and self-determination of American voters, who are directly
represented by elected officials and are governed by the laws and policies those
officials adopt.

The possibilities for foreign involvement in local American elections are
great and growing, largely due to the Internet. These new forces require us to
return to basic principles, and identify those that we want to credit and weigh
moving forward. The regulatory framework is completely unprepared for this
influx, but we are also unprepared as Americans in how to think and talk about it
responsibly.

I have suggested an outline of how to begin to talk about these issues, but I
mean it truly as an introduction, as the tensions between different ideals of self-
government may be intractable. In conclusion, I'd like to suggest one final
thought: that the most important protection against the dangers of extraterritorial
electioneering might be stronger democratic institutions at home, instead of
barriers to foreign intervention. By stronger institutions I do not just mean a
working voting booth, but a deeper, societal commitment to education and good,
reliable, information. The best way to ensure that we are self-governing may be
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to figure out ways, collectively, to keep ourselves generally educated and aware,
so that election-time persuasion efforts have less impact. This is no menial task.

Time will force us to find ways of talking about extraterritorial
electioneering. The question is whether we will face it responsibly, and whether
we can establish a dialogue to talk about reasons to exclude some, and engage
others, in our electoral processes in a way that is neither jingoistic nor naive: a
way fit for a strange new world of cross-national elections.
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I.
INTRODUCTION

On April 27, 2007, Estonia was attacked. Only four weeks on the job,
Estonian Defense Minister Jaak Aaviksoo was besieged by his aides. In a matter
of hours, the online portals of Estonia's leading banks crashed. All of the
principal newspaper websites stopped working and circulation suffered.1

Government communications were largely blacked out. An enemy had invaded
and was assaulting dozens of targets across the country. 2 This, however, was
not the result of a traditional nuclear, chemical, or biological weapon of mass
destruction ("WMD"), nor was it a classical terrorist attack or an invading army.
A computer network was responsible for everything. 3

Nevertheless, the effects of this assault were potentially just as disastrous as
a conventional attack on this country, the most wired in Europe and popularly
known as "eStonia." 4  By 2007, Estonia had instituted an e-government in
which ninety percent of all bank services, and even parliamentary elections,
were carried out via the Internet. 5 Estonians file their taxes online, and use their

1. See generally Joshua Davis, Hackers Take Down the Most Wired Country in Europe,
WIRED MAGAZINE, Aug. 21, 2007, http://www.wired.com/politics/security/magazine/15-
09/ff estonia (detailing a rogue computer network's assault on Estonia).

2. See id.

3. See id.

4. See id.

5. Estonia hit by 'Moscow cyber war', BBC NEWS, May 17, 2007,

2009]

2

Berkeley Journal of International Law, Vol. 27, Iss. 1 [2009], Art. 7

http://scholarship.law.berkeley.edu/bjil/vol27/iss1/7



194 BERKELEY JOURNAL OF INTERNATIONAL LAW

cell phones to shop and pay for parking. The country is saturated in free Wi-Fi,
while Skype, the free Internet phone company headquartered in Estonia, is rap-
idly taking over the international phone business. 6 Thus, in many ways this
small Baltic nation is like a "window into the future." 7 Someday, "the rest of
the world will be as wired as eStonia." 8 That is what made the cyber attack
against Estonia all the more effective.

In a matter of days the cyber attacks brought down most critical websites,
causing widespread social unrest and rioting, which left 150 people injured and
one Russian national dead. 9 Never before had an entire country been targeted
on almost every digital front all at once, and never before had a government
itself fought back in such a prolonged and well-publicized campaign. 10 Indeed,
the attacks were so widespread and the results so grave that Aaviksoo
considered invoking Article 5 of the North Atlantic Treaty Organization
("NATO"), which states that an assault on one allied country obligates the
alliance to attack the aggressor. 11 At the time, Russia was suspected of the
attacks. Regardless of who was actually to blame, this was the first large-scale
incident of a cyber assault on a state. 12 It was but a taste of what information
warfare ("IW") can do to a modem information society.

To define the parameters of the threat posed, it is worth considering the
worst-case scenario cyber attack. The 2007 summer blockbuster film Die Hard
4.0 dramatized the prospect of a large-scale cyber assault on the Unites States.
In that film, a frustrated former Pentagon insider working with a small team of
hackers brought down U.S. air traffic control systems, the power and telecom-
munications grids, and wreaked havoc in the financial services sector. 13 If such
a multifaceted cyber attack were coordinated professionally, it could destroy a

http://news.bbc.co.uk/2/hi/europe/6665145.stm.

6. Estonia and Slovenia, ECONOMIST, Oct. 13, 2005,

http://www.economist.com/displayStory.cfm?StoryID=El_VDNVSPS (comparing the economic
performance and information technology infrastructure of Estonia and Slovenia).

7. Davis, supra note 1.

8. Id.
9. Putin Warns Against Belittling War Effort, RADIO FREE EUROPE, May 9, 2007,

http://www.rferl.org/featuresarticle/2007/05/704c2d80-9c47-4151 -ab76-b140457a85d3.html.

10. Davis, supra note I (Aaviksoo explains that the attacks "were aimed at the essential
electronic infrastructure of the Republic of Estonia... All major commercial banks, telecoms, media
outlets, and name servers-the phone books of the Internet-felt the impact, and this affected the
majority of the Estonian population"); see also BBC NEWS, Estonia hit, supra note 5.

11. Davis, supra note 1; North Atlantic Treaty art. 5, Apr. 4, 1949, 63 Stat. 2241, 34 U.N.T.S.
243.

12. lan Traynor, Russia Accused of Unleashing Cyberwar to Disable Estonia, GUARDIAN

(LONDON), May 17, 2007, at 1.
13. There is also a biological analogy to be made along the lines of the movie Outbreak, in

which a killer virus gets out of control and threatens an epidemic. To some extent, cyber attacks
may similarly get out of the control of the cyber attacker. While the cyber attacks on Estonia were
focused on specific areas, there is reason to be concerned that future attacks could trigger blanket
internet outages that would in turn greatly disrupt internet usage around the world.
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nation's economy and deprive much of its population of basic services, includ-
ing electricity, water, sanitation, and even police and fire protection if the emer-
gency bands similarly crashed. 14 This luckily did not happen in Estonia. Still,
if such an attack did take place, it would constitute an "electronic Pearl Harbor"
that would destroy most of a nation's information infrastructure, just as an elec-
tromagnetic pulse ("EMP") from a nuclear weapon causes destruction, disloca-
tion and loss of life. 15 Ene Ergma, the Speaker of the Estonian Parliament who
has a doctorate in nuclear physics, has made the comparison: "When I look at a
nuclear explosion and the explosion that happened in our country in May, I see
the same thing." As with nuclear radiation, cyberwar can destroy a modem state
without drawing blood. 16

Recognizing the scale of this threat, branches within the Russian govern-
ment have publicly reserved the right to use nuclear weapons in response to 1W.
The Clinton and Bush Administrations have similarly likened the grave danger
from IW to other conventional WMDs. 17 Yet, the international legal framework
to deal with cyber attacks is severely underdeveloped. Whatever scholarly at-
tention has been paid to the matter has mostly focused on cyber terrorism by
private groups, rather than state-sponsored attacks. 18 Even though it is difficult

14. See, e.g., Alice Rivlin, The Economy and the Internet: What Lies Ahead?, BROOKINGS
INSTITUTION (2008), http://www.brookings.edu/papers/2000/12technologylitan.aspx.

15. Doomsday Fears of Terror Cyber-Attacks, BBC NEWS, Oct. 11, 2001,

http://news.bbc.co.uk/2/hi/science/nature/1593018.stm.
16. Kevin Poulsen, 'Cyberwar' and Estonia's Panic Attack, WIRED, Aug. 22, 2007,

http://blog.wired.com/27bstroke6/2007/08/cyber-war-and-e.html.

17. See To Develop Guidelines for Offensive Cyber-Warfare, NSPD-16 (July 2002),

http://www.fas.org/irp/offdocs/nspd/index.html (classified); National Strategy to Combat Weapons

of Mass Destruction, NSPD-17/HSPD (Sep. 14, 2002), http://www.whitehouse.gov/news/releases/

2002/12/WMDStrategy.pdf; WHITE PAPER, THE CLINTON ADMINISTRATION'S POLICY ON CRITICAL

INFRASTRUCTURE POLICY: PRESIDENTIAL DECISION DIRECTIVE 63 (May 22, 1998),

http://www.fas.org/irp/offdocs/paper598.htm. The U.S., Britain, Germany, France and the Nether-

lands insist that a "first strike" nuclear option remains an "indispensable instrument" since there is
"simply no realistic prospect of a nuclear-free world." Ian Traynor, Pre-emptive Nuclear Strike a

Key Option, Nato Told, GUARDIAN (LONDON), Jan. 22, 2008, at 1.

18. See e.g., Susan W. Brenner, Toward a Criminal Law of Cyberspace: Distributed Security,
10 B.U. J. SCI. & TECH. L. 1 (2004) (noting that the traditional model of law enforcement, with its
reactive approach and hierarchical, military-style organization, cannot deal effectively with cyber-
crime). See generally Daniel M. Creekman, A Helpless America? An Examination of the Legal Op-
tions Available to the United States in Response to Varying Types of Cyber-Attacks from China, 17
AM. U. INT'L L. REV. 641 (2002) (noting the various ways in which the U.S. may respond to cyber
terrorism emanating from China); Joginder S. Dhillon & Robert I. Smith, Defensive Information Op-
erations and Domestic Law: Limitations on Government Investigative Techniques, 50 A.F. L. REV.
135 (2001) (discussing procedures in law enforcement of domestic information); Reuven Young,
Defining Terrorism: The Evolution of Terrorism as a Legal Concept in International Law and Its
Influence on Definitions in Domestic Legislation, 29 B.C. INT'L & COMP. L. REV. 23, 91, 100 (2006)
(defining international terrorism by using cyber attacks as an example).
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to distinguish state-sponsored cyber terrorism from cyber attacks, 19 this article
focuses on laying down a legal regime for the worst-case cyber attacks that rise
to the level of an armed attack as these will likely have the most pronounced
impact on both cyberspace and international security.

The difficulties in defining the boundaries of such a new legal regime test
fundamental assumptions in international law regarding self-defense and the use
of force. Only through an analysis of the available legal frameworks may a
compromise position be synthesized that responds to the unique challenges
posed by IW while preserving the integrity of Articles 2(4) and 51 in the U.N.
Charter system that together provide the primary bulwark against the prolifera-
tion of violence in international relations.20

The technology-laden practice of modern IW, including responding to cy-
ber attacks with armed force against information assets, raises a host of legal
concerns. The first is whether cyber warfare represents a qualitative change in
the meaning and nature of warfare. For example, attributing responsibility for a
physical attack waged through conventional weapons is less difficult than estab-
lishing the origin of a cyber attack. As was the case in Estonia, digital invaders
deliberately masked their origins by routing their attacks through remote loca-
tions. There are no flags or tanks in a cyber attack and the identity of the perpe-
trators is likely concealed.

Second, which laws of war are relevant to IW? And how do theoretical
concerns surrounding sovereignty affect cyberspace? Can a cyber attack be a
"use of force" as defined by Article 2(4) of the U.N. Charter? 2 1 If the answer to
the final question is yes, would such an attack activate the Article 51 "right of
self-defense"? 22 For example, even if Estonia could prove that Russia was be-
hind the April 2007 attack, it is unsettled whether it could legally respond with
force, cyber attacks, or other countermeasures pursuant to Article 2(4).

Third, how does international law generally, and international humanitarian
law ("IHL") or international human rights law ("IHRL") specifically apply to
limit cyber attacks, and what constitutes a "just" information war? 23 Respond-
ing on an ad hoc case-by-case basis is fraught with difficulties because existing

19. A good example of the difficulties in distinguishing terrorism sponsored by state from ter-
rorism by private groups is the current flux in Iraq. There, the United States has accused Iran of
supplying Iraq insurgents, as foreign fighters continue to stream into the conflict zone. See Howard
Cincotta, Halt Flow of Arms and Foreign Fighters to Iraq, Rice Tells Iran, BUREAU OF INT'L INFO.
PROGRAMS, U.S. DEP'T OF STATE, Apr. 29, 2007,

http://www.globalsecurity.org/wmd/library/news/iraq/2007/04/iraq-070429-usia0l .htm.

20. See generally Jeremy Carver, et al., The Role ofArticle 50 of the UN Charter in the Search
for International Peace and Security, 49 INT'L & COMP. L. Q. 528 (2000).

21. U.N. Charter, art. 2, para. 4.

22. U.N. Charter, art. 51.

23. Helen Stacy, Professor, Stanford Univ., International Humanitarian Law Issues, Remarks
at the Meeting of the Committee on Policy Consequences and Legal/Ethical Implications of Offen-
sive Information Warfare (Apr. 11, 2007).
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treaties offer very little useful guidance. What level of civilian casualties is ac-
ceptable in a cyber attack, and should this be analyzed from an IHL or IHRL
paradigm? How should the rubric for acts of IW change during times of con-
ventional peace or armed conflict? Should responses to domestic versus foreign
cyber attacks differ? What is the appropriate role of law enforcement in juxta-
position with the defense establishment? How are privacy concerns and other
civil rights best balanced against national security interests? Together, these
questions underscore the tension between classifying cyber attacks as merely
criminal or as a matter of national security. This Article attempts to address
each of these issues in kind.

The cyber attack on Estonia in April 2007 will be used as a case study
throughout the Article. 24 It will illustrate that if IW is treated as a crime then
the perpetrators would be subject to IHRL, while treating IW as a security threat
would bring to bear IHL. There is a paucity of literature dealing with these is-
sues as well as the ethical and human rights implications of IW on national secu-
rity. 25 Treatments of IW outside the orthodox IHL framework are nearly non-
existent. 26 This is strange since both IHL and IHRL exist to protect the integ-
rity of the human person, but take different approaches towards that end. IHL
norms operate within the spatial and temporal constraints of an international
armed conflict occurring between two or more states. 27 The body of law as-
sumes that harm will occur, and seeks only to limit the extent of harm. In con-
trast, IHRL norms traditionally operate in peacetime during law enforcement
investigations in which investigation is individual, and liability is criminal. 28

Reciprocity in the IHRL context, then, is far less important, whereas IHRL
norms are continuous and the state is thus accountable through transparent proc-
esses. As a result of this confusion and overlap, it is currently unclear what le-
gal rights a state has as a victim of a cyber attack.

IW's transnational reach suggests that while international legal norms
found in the contemporary U.N. Charter law are helpful, the existing treaty
framework is insufficient for solving this security dilemma since it takes for

24. Notably, during the editing of this article, facts outlining the extent of the alleged Russian
cyber attack on Georgia are coming to light, which would be a very useful comparative case study
for follow-up research in this field.

25. As mentioned, existing studies focus on cyber terrorism. See, e.g., Jonathan B. Wolf, War
Games Meets the Internet: Chasing 21st Century Cybercriminals With Old Laws and Little Money,
28 AM. J. CRIM. L. 95 (2000); Debra Wong Yang et al., Countering the Cyber-Crime Threat, 43 AM.
CRIM. L. REV. 201 (2006).

26. See, e.g., Cpt. Robert G. Hanseman, The Realities and Legalities of Information Warfare,
42 U.S.A.F. L. REV. 173 (1997).

27. Jefferson D. Reynolds, Collateral Damage on the 21st Century Battlefield. Enemy Exploi-
tation of the Law of Armed Conflict, and the Struggle for a Moral High Ground, 56 A.F. L. REV.

1 (2005).

28. See Kenneth Watkin, Controlling the Use of Force: A Role for Human Rights Norms in

Contemporary Armed Conflict, 98 AM. J. INT'L L. 1 (2004).
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granted sovereign control and established state responsibility. 29 Two options
are available: create a new treaty system from whole cloth, or adapt current
treaty regimes. This Article will advocate that the best way to ensure a compre-
hensive regime is a new international accord dealing exclusively with cyber se-
curity and its status in international law. The widespread, amorphous use and
rapid evolution of the Internet challenges state sovereignty and makes intema-
tional law slow to adapt. Part VI lays out a proposal for such an organization,
which would include an international body with the power to regulate cyber se-
curity reminiscent of the United Nations Commission on the Limits of the Con-
tinental Shelf ("CLCS") under UNCLOS. In current practice, however, the
United States and other advanced nations still oppose such a new treaty at this
time. 30 Although the U.S. Senate recently ratified a European Convention on
Cybercrime that now has 43 signatory nations, it exclusively deals with cyber-
crime, not state-sponsored cyber attacks. 3 1

Thus, until such an accord focusing on state-sponsored cyber attacks be-
comes politically viable, it remains necessary to ascertain the extent to which
existing treaty systems deal with cyber attacks. To that end this Article will
draw on the most apt analogues in international law to form an appropriate legal
regime to contain cyber attacks - whether it is humanitarian law (laws of war),
human rights law (regulation of nation states behavior), or some novel combina-
tion of these bodies of law and other treaties.

As a corollary, this Article analyzes how existing international treaty sys-
tems apply to the investigation and prosecution of cyber attacks until a new re-
gime is formed. In framing this regime, this Article argues that cyber attacks
represent a threat to international peace and security that is potentially as daunt-
ing and horrific as nuclear war. Yet the nuclear non-proliferation model is not a
useful analogy since the technology of IW-information networks-is already
widespread in the international community. Therefore, this Article will consider
other analogies including communications and cyber law, space law, and the law
of the sea, among others, which could function together to both define inappro-
priate state conduct related to IW, and to provide the basis for a functioning re-
gime. For instance, a cyber attack could potentially activate the following treaty
and legal provisions: (1) Article 35 of the International Telecommunications Un-
ion that deals with government communications and safety services; (2) domes-

29. Christopher C. Joyner & Catherine Lotrionte, Information Warfare as International Coer-
cion: Elements of a Legal Framework, 12 EUR. J. INT'L L. 825, 865 (2001) (arguing that assessing
self-defense responses to cyber attacks and the role of international institutions to attain these objec-
tives need clear rules).

30. See, e.g., Larry Downes, Cybercrime Treaty: What it Means to You, CIO INSIGHT, Mar. 6,
2007, http://www.cioinsight.comc/a/Past-News/Cybercrime-Treaty-What-it-Means-to-You/. See
also DEP'T OF DEFENSE, OFF. OF GEN. CoUNS., AN ASSESSMENT OF INTERNATIONAL LEGAL ISSUES

IN INFORMATION OPERATIONS (2d ed., 1999) [hereinafter DOD, Assessment].

31. Council of Europe, Convention on Cybercrime, 41 I.L.M. 282 (2001),
http://conventions.coe.int/Treaty/EN/Treaties/Html/185.htm [hereinafter Convention on Cyber-
crime].
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tic cyber law, such as in the context of copyright infringement; (3) Articles 19
and 113 of UNCLOS if the defender nation was a coastal state; (4) applicable
Mutual Legal Assistance Treaties ("MLAT"s), extradition treaties, and Status of
Forces Agreements ("SOFA"s); and (5) the potential for Chapter VII United Na-
tions Security Council Resolutions.

But this regime remains imperfect. The main failing of existing interna-
tional treaties that relate to cyber law is that most do not specify how armed con-
flict changes their applicability, or even suspends it entirely. Critically, many
treaties also lack enforcement mechanisms such as mandatory reparations and
sanctions in the event of breach. Regardless of whether or not cyber attacks fall
below the threshold of an armed attack, these bodies of law do have a role to
play in forming an appropriate regime. Meanwhile, the limitations of such a re-
gime, created by analogy and the extension of principles developed to suit dif-
ferent challenges, demonstrates that the international community needs a new
organization to cope with IW in the long term.

II.
DEFINING INFORMATION WARFARE AND THE THREAT OF CYBER ATTACKS

The recent cyber attack on Estonia has intensified international concern that
hostile foreign governments could preemptively launch computer-based attacks
on critical national or regional systems such as those supporting energy distribu-
tion, telecommunications, and financial services. As seen in Estonia, even
small-scale exercises of IW have the potential to "severely damage or disrupt
national defense or other vital social services and result in serious harm to the
public welfare." 3 2 Modern Information Age societies rely so heavily upon net-
worked systems and technology that substantial damage to a modem state's
networked information infrastructure could paralyze its society or cause it to
crash. The cataclysmic potential of cyber-based IW presents new international
military implications and invites new analysis of how IW fits into the larger
body of law on the use of force. 33

Definitions and conceptions of IW are as numerous as they are complex,
but generally entail preserving one's own information and information technol-
ogy ("IT") while exploiting, disrupting, or denying the use of an adversary's.
IW itself in general refers to a hostile attack by one hostile nation against the
important IT systems and networks of another (as compared to a criminal or ter-
rorist attack involving private parties). Second, IW refers to actions taken to de-
fend IT systems and networks. 34 IW waged by terrorists, 35 or a hostile state,

32. Joyner & Lotrionte, supra note 29, at 858.

33. Id.
34. HERBERT LIN, NAT'L ACADS., POLICY CONSEQUENCES AND LEGAL/ETHICAL

IMPLICATIONS OF OFFENSIVE INFORMATION OPERATIONS AND CYBER ATTACK (2007).

35. Similar to the difficulty involved in defining information warfare, terrorism too is a multi-
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against any modern society replete with IT, such as the United States, is a matter
of national concern. It is no secret that many critical sectors of contemporary
economies as well as critical national infrastructure depend on IT systems and
networks.

36

IT today is ubiquitous and is essential to virtually the U.S.'s entire infra-
structure including dams, nuclear power plants, air-traffic control, communica-
tions, and financial institutions. 37 Large and small companies alike rely on
computers to manage payroll, track inventory and sales, and perform research
and development. Every stage of the distribution of food and energy relies on
IT. Western societies have spent years building this information infrastructure
in ways that are interoperable, easy to access, and easy to use. 38 Yet this open
philosophy is also the Achilles' heel of the system.

Protecting an information infrastructure is an even more difficult proposi-
tion than securing all of a nation's ports or power plants against unwanted in-
truders. To spot a cyber attacker from all the normal cross-border data flows
would be like picking out a single person with more luggage than usual from the
thousands of passengers that pass through JFK Airport daily. Alternatively, in-
stead of a single person with more luggage, it would be like surveilling for more
Polish citizens than usual. Even if they appeared Polish, it would still be unclear
exactly why they are there, if they are really Polish, and what their intentions
are. As computer systems become more prevalent, sophisticated, and intercon-
nected, society is becoming increasingly vulnerable to poor system design, acci-
dents, and cyber attacks. The global reach and interconnection of computer
networks multiplies these system vulnerabilities. 39

Consequently, there is a myriad of practical problems associated with both
launching and defending against cyber attacks, including the fundamental issue
of attribution and in particular state responsibility for cyber attacks. Even if it is
technically possible to attribute an attack to a particular geographic region, de-
termining whether it was a state, a group, or an individual at work is a difficult

faceted concept. For this Article though, I refer to terrorism as non-state-sponsored attacks on civil-
ians, perpetrated with the intent of spreading fear and intimidation. The goal of these attacks is to
change perceptions on a high-impact basis in the vein of September 11, 2001. A more diffuse cam-
paign designed to illicit widespread disruptions and loss of public confidence in the ability of gov-
ernment to function effectively is also high impact. COMPUTER SCI. & TELECOMM. BD., NAT'L RES.
COUNCIL, INFORMATION TECHNOLOGY FOR COUNTERTERRORISM: IMMEDIATE ACTIONS AND

FUTURE POSSIBILITIES (John L. Hennessy et al. eds., 2003).

36. See id.; COMPUTER SCI. & TELECOMM. BD., NAT'L RES COUNCIL, CYBERSECURITY
TODAY AND TOMORROW: PAY Now OR PAY LATER (2002) [hereinafter Cybersecurity Today].

37. IT has four major elements: (1) the Internet; (2) the conventional telecommunications in-
frastructure; (3) embedded/real-time computing; and (4) dedicated computing devices. Damage to
IT has three forms: (a) network unavailable; (b) network corrupted (does not provide accurate results
or information when one would normally expect); (c) network compromised (person has gained
privileged information for malign purposes). See generally Cybersecurity Today, supra note 36.

38. Joyner & Lotrionte, supra note 29, at 865.

39. SYS. SECURITY STUDY COMM., NAT'L RES. COUNCIL, COMPUTERS AT RISK: SAFE

COMPUTING IN THE INFORMATION AGE (1991).
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proposition especially given that even discriminate attacks easily become indis-
criminate because the Internet is interconnected. This interconnection masks
reality, making even the identification of IP addresses an unreliable way in
which to track true identities. The goods and ills of the Internet are bound to-
gether through billions of optic fibers. Therefore, the international community
cannot treat any cyber attack in isolation. An attack on any node of the system
is an attack on the system as a whole, and must be dealt with accordingly. This
is especially difficult though given the heavy involvement in the Internet of the
private sector and non-governmental organizations. In essence then, there are
two interconnected questions to ascertain. First, there is a factual determination
about how to pierce the IT veil to determine the true identity of the httacker.
Second, there is a legal determination about the scope of an appropriate response
to such an attack.

A. The U.S. Response to the Global Threat of Cyber Attacks

The President's Commission on Critical Infrastructure Protection high-
lighted the scale and importance of IW both as an offensive weapon and defen-
sive quagmire: in 2002, 19 million individuals had the knowledge necessary to
launch cyber attacks. 40 Modem technology has made the tools of IW cheap and
handy.4 1 Little specialized equipment is needed. The basic attack tools consist
of a laptop, modem, telephone, and software - the same instruments commonly
used by hackers, and by many modern professionals for that matter.42 Interpol
has estimated that there are as many as 30,000 websites that provided automated
hacking tools and software downloads. In 1999, a total of 22,144 attacks were
detected on Defense Department networks, up from 5,844 in 1998. 43 As of
2008, the Defense Department estimates more than three million attacks occur

40. PRESIDENT'S COMM'N ON CRITICAL INFRASTRUCTURE PROTECTION, CRITICAL

FOUNDATIONS: PROTECTING AMERICA'S INFRASTRUCTURE 9 (1997),

http://www.ihs.gov/misc/linksgateway/download.cfm?docid=327&appdir-id=4&doc_file=PCCI
PReport.pdf.

41. The following is a list of common IW weapons: Sniffer-a program executed from a remote
site by an intruder, which allows the intruder to retrieve user IDs and passwords or other informa-
tion; Trojan Horse-a program remotely installed into the controlling switching centers of the Public
Switched Network; Trap Door-a program used to gain unauthorized access into secured systems;
Logic bomb-lies dormant and can be hidden within a Trojan Horse until a trigger condition causes it
to activate and destroy the host computer's files; Video-morphing-makes broadcasts indistinguish-
able from normal transborder data flows; Denial of service attack-prevents networks from exchang-
ing data; Computer worm or virus-travels from computer to computer across a hospitals network,
damaging files; Infoblockade-blocks all electronic information from entering or leaving a state's
borders; Spamming - floods military and civil email communications systems with frivolous mes-
sages, overloading servers and preventing field communications; IP spoofing-fabricates messages
whereby an enemy masquerades as an authorized command authority. Joyner & Lotrionte, supra
note 29, 836-39.

42. Joyner & Lotrionte, supra note 29, at 831.

43. Jim Wolf, Hacking of Pentagon Persists, WASH. POST, Aug. 9, 2000 at A23.
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annually. 44 Worldwide aggregate damage from these attacks is now measured
in billions of U.S. dollars annually.45 Private ownership of much of the modem
IT infrastructure complicates the problems of protecting vital networks because
most governments play a limited role in regulating the Internet. 4 6 Consequently
IW has great potential to spread asymmetric warfare. 47

Regardless, the great powers are also developing IW to supplement their
offensive capabilities. 120 nations have either already or are currently in the
process of establishing IW competence, including Russia and China. 4 8 As re-
vealed by at least one press report, a Presidential National Security Directive,
NSPD 16, issued in July of 2002, directed the U.S. to examine potential cyber
attacks against enemy computer networks. 4 9  The Department of Defense
("DOD") has acknowledged this as a possible instrument of national security
policy. 50 PDD-63 calls for a national effort to ensure the security of increas-
ingly vulnerable and interconnected infrastructures in the U.S., and creates the
National Infrastructure Protection Center ("NIPC") under the Federal Bureau of
Investigation. 5 1 Funding for intelligence and law enforcement efforts against
cyber attacks has increased from $1.14 billion in 1998 to $2.03 billion in

44. Pamela Hess, Pentagon Puts Hold on USAF Cyber Effort, ASSOCIATED PRESS, Aug. 13,
2008,
http://www.boston.com/news/nation/washington/articles/2008/08/13/pentagonjputs hold-on usaf c
yber effort/ (reporting that during the Georgian conflict "[tihe Russians just shot down the govern-
ment command nets so they could cover their incursion....This was really one of the first aspects of
a coordinated military action that had cyber as a lead force, instead of sending in air planes.").

45. ABRAHAM D. SOFAER ET AL., STANFORD UNIV. A PROPOSAL FOR AN INTERNATIONAL
CONVENTION ON CYBER CRIME AND TERRORISM (2000),
http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.

46. See generally Dawn C. Nunziato, The Death of the Public Forum in Cyberspace, 20
BERKELEY TECH. L.J. 1115 (2005) (indicating percentage of private ownership of the internet).

47. The widespread private ownership of critical IT infrastructure is more common in the U.S.
than in Europe, potentially leaving the U.S. even more vulnerable to a cyber attack. See generally
ROBERT MILLWARD, PRIVATE AND PUBLIC ENTERPRISE IN EUROPE: ENERGY,
TELECOMMUNICATIONS AND TRANSPORT, 1830-1990 (2005) (examining the role that private and
public enterprise have played in the construction and operation of the railways, electricity, gas and
water supply, tramways, coal, oil and natural gas industries, telegraph, telephone, computer networks
and other modern telecommunications in Europe in the nineteenth and twentieth centuries). For a
general discussion of asymmetric warfare, see Clinton J. Ancker III & Michael J. Burke, Doctrine
for Asymmetric Warfare, 83 MIL. REV. 18, 18 (2003) (arguing that "[w]hile asymmetric warfare en-
compasses a wide scope of theory, experience, conjecture, and definition, the implicit premise is that
asymmetric warfare deals with unknowns, with surprise in terms of ends, ways, and means. The
more dissimilar the opponent, the more difficult it is to anticipate his actions.").

48. Joyner & Lotrionte, supra note 29, at 831.
49. Bradley Graham, Bush Orders Guidelines for Cyber- Warfare, WASH. POST, Feb. 7, 2003

at Al.

50. See generally DOD, Assessment, supra note 30.
51. Joyner & Lotrionte, supra note 29. See generally Presidential Decision Directive, NSC-63

(May 22, 1998), http://www.american.edu/radiowave/CII%20SITE/pdd63.pdf (setting up a new or-
ganization for U.S. government cyber security and putting forward new guidelines for critical infra-
structure protection).
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2001.52 However, plans for a cyberspace command center through the U.S. Air
Force continue to be in flux with funding in jeopardy. 53

Among its numerous applications, IT has a major role to play in the preven-
tion, detection, and mitigation of cyber attacks. The preeminence of IT infra-
structure in the U.S. is both a target and a weapon. Counterterrorist IW thus
seeks to reduce the probability and scope of attacks against valued IT targets. 54

A passive defense against IW will not work. Cyber attackers given enough free
attempts will identify and exploit any system vulnerabilities since even a single

vulnerability given enough "free" attempts will compromise the system.55 Cur-
rent passive defensive information technologies are inadequate for determining

and countering an enemy's assets. 56 Therefore, an active defense in which the
attacker is forced to pay a price for targeting a system is paramount.

Does such a philosophy of active defense, however, justify self-defense

against cyber attacks - and if so, to what extent, and in which cases? Modem

IW raises a huge variety of practical and legal concerns that are highlighted by
analyzing the Estonian cyber attack.

III.

FROM RUSSIA WITH LOVE?: THE CYBER ATTACK ON ESTONIA

The Estonian public and private sectors were the subject of a prolonged IW
campaign beginning on April 27, 2007 and running for a period of several
weeks. 57 The primary weapon deployed against the state included "distributed

52. Anthony H. Cordesman, Defending America - Redefining the Conceptual Borders of
Homeland Defense, CSIS PUBLICATIONS, Feb. 14, 2001. However, more recently the DOD has con-
sidered curtailing or cutting outright its cyberspace defense force due to budgetary constraints. See
Hess, supra note 44.

53. See, e.g., John Andrew Prime, Cyber, Nuclear Missions Shift in Air Force, SHREVEPORT
TIMES, Oct. 9, 2008,

http://www.shreveporttimes.com/apps/pbcs.dll/article?AID=/20081009/NEWSO1/810090332/1060
(noting that the Air Force has modified plans to stand up a separate Cyber Command, instead con-
centrating existing cyber units under a numbered air force).

54. An IT attack primarily takes three forms: (1) an attack can come in through the wires (vi-
rus or Trojan horse) or as a denial of service attack; (2) some IT element may be physically de-
stroyed (critical data center blown up) or compromised (IT hardware modified); and (3) a trusted
insider may be compromised. See Hess, supra note 44.

55. Lin, supra note 34.

56. Id.

56. Frank Vizard, War.com: A Hacker Attack Against NA TO Uncovers a Secret War in Cyber-
space, 255 PoP. Sci. 80 (1999).

57. The attacks on Estonia proceeded as follows: On April 26-27, the day of the government's
decision to relocate a disputed Soviet-era statue, a flood of junk messages hit the web sites of Par-
liament, the President and the Prime Minister and the sites crashed. On April 30, several daily
newspaper websites were brought down and a high-level meeting took place with plans to protect
vital services such as online banking. On May 2, Internet service providers from around the world
succeeded in blocking most of the incoming malicious data. On May 5, the Estonian government
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denial of service" ("DDOS") attacks, which aim to crash a target site by bom-
barding it with bogus requests for information. 58 Data from Arbor Networks
Active Threat Level Analysis System shows that there were at least 128 unique
DDOS attacks targeting Internet protocols within Estonia during this period. 59

Internet traffic increased from 20,000 packets to more than 4 million packets per
second.60 The attacks lasted from anywhere between one to 10 hours, and
originated from a diversity of countries such as Egypt, Peru, and Russia.

DDOS attacks are relatively commonplace-the cyber attack on Estonia is
not the first time that such an attack has been used against a country. The
"Apolo Ohno" controversy at the 2002 Salt Lake City Olympics resulted in at-
tacks on several U.S.-based servers from machines that appeared to be based in
South Korea. 6 1 Another episode involved the so-called "Titan Rain" series of

cyber attacks on U.S. computer systems ongoing since 2003. According to the
SANS Institute, a computer security training company, these attacks seemed to

come from China and were the results of military hackers trying to garner in-
formation on U.S. defense systems. 6 2 In the 1998 "Solar Sunrise" attack, com-

puters based in the United Arab Emirates managed to breach the DOD's security

shield.63 Yet it was not the UAE behind the attacks, but an Israeli teenager and
two high school students from Cloverdale, California, who took advantage of

announced that the attacks originated in Russia. On Victory Day in Russia, May 9, botnet attacks
began and shut down Estonia's largest bank's online portal, leading to losses of more than one mil-
lion dollars. In one case, the attackers sent a single huge burst of data to gauge the capacity of the
network. Then, hours later, data from multiple sources flowed into the system, rapidly reaching the
upper limit of the routers. May 18 saw the last major wave of attacks, though small-scale assaults
continued for several weeks. Mark Landler & John Markoff, Digital Fears Emerge after Data Siege
in Estonia, N. Y. TIMES, May 29, 2007, at Al.

58. A Cyber Riot: Estonia and Russia, ECONOMIST, May 12, 2007. DDOS attacks are also
increasingly being used for extortion, in which a cyber attacker begins an attack and does not stop
until the website owner pays "protection" money. See Susan Brenner, At Light Speed: Attribution
and Response to Cybercrime/Terrorism/Warfare, 97 J. CRIM. L. & CRIMINOLOGY 379, 384-
86 (2007).

59. Sean Kerner, Estonia Under Russian Cyber Attack?, SECURITY, May 18, 2007.

60. A packet is the unit of data that is routed between an origin and a destination on the Inter-
net. When any file is sent on the Internet, the Transmission Control Protocol (TCP) layer of TCP/IP
(Internet Protocol) divides the file into "packets" of an efficient size for routing. Each of these pack-
ets is separately numbered and includes the Internet address of the destination. The individual pack-
ets for a given file may travel different routes through the Internet. When they have all arrived, they
are reassembled into the original file. SearchNetworking.com, Definitions-"Packet,"

http://searchnetworking.techtarget.com/sDefinition/O,,sid7 gci212736,00.html, (last visited Apr. 18,
2008).

61. In 2002 at the Salt Lake City Games, American Apolo Ohno won the gold medal in the
1,500-meter speed-skating race after South Korean Kim Dong-Sung was disqualified; soon after,
several U.S.-based servers were hit with a DDOS. Robert Vamosi, Cyberattack in Estonia - What It
Really Means, CNET NEWS, May 29, 2007, http://news.enet.com/Cyberattack-in-Estonia--what-it-
really-means/2008-7349_3-6186751 .html?tag=mncol.

62. Bradley Graham, Hackers Attack Via Chinese Web Sites, WASH. POST, Aug. 25, 2005, at
Al.

63. See, e.g., Joyner & Lotrionte, supra note 29, at 839.
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the global integration of the Internet to hide their origin. 64 During the Kosovo
Crisis, three days after NATO bombings on March 30, 1999, hackers initiated a
coordinated program to disrupt NATO's email communications system by over-

loading it. The conflict also saw numerous U.S. state-sponsored efforts to dis-
rupt Milosevic's command and control. 6 5 Later the "Moonlight Maze" attacks

of 2001 became the most extensive computer attack aimed at the U.S. govern-
ment to that point. Allegedly, state-sponsored Russian hackers penetrated DOD

computers for more than a year to secure technology from U.S. agencies such as
the DOE and NASA, as well as from military contractors and universities. 6 6

But no country has ever before experienced a cyber attack on the scale of the
2007 assault on Estonia.

A. Timeline of the Cyber Attack on Estonia

Against the backdrop of the cyber attack on Estonia is a greater conflict be-
tween Estonia and Russia over the Soviet heritage in the former's capital, Tal-
linn.6 7 Thousands of ethnic Russians in Estonia rioted over the removal of what

they viewed as a cherished monument to wartime sacrifice. 6 8 The majority of

Estonians, in contrast, viewed the statute as a symbol of a hated foreign occupa-
tion.6 9 The removal of the monument infuriated even Russians outside Estonia.

In Moscow, a Kremlin-youth movement surrounded and attacked the Estonian

embassy prompting protests from the U.S., NATO, and the E.U. 7 0 The main

64. Solar Sunrise was a series of attacks on unclassified Department of Defense computer
networks, which occurred between February 1 and February 26, 1998. The attack pattern, which ex-
ploited a well-known operating system vulnerability, suggested that the attacks were actually the
precursor to an attack on the DII. The attackers followed the same attack profile: (a) probed to de-
termine if the vulnerability exists, (b) exploited the vulnerability, (c) implanted a program (sniffer) to
gather data, and (d) returned later to retrieve the collected data. At least eleven attacks followed the
same profile on Air Force, Navy, and Marine Corps computers worldwide. Attacks were widespread
and appeared to come from sites such as: Israel, the United Arab Emirates (UAE), France, Taiwan,
and Germany. See JONATHAN ZITrRAIN, THE FUTURE OF THE INTERNET AND How TO STOP IT 37-
45 (2008); Porter Goss, An Introduction to the Impact of Information Technology on National Secu-
ritv, 9 DUKE J. COMP. & INT'L L. 391, 396 (1999); see also Solar Sunrise, GLOBALSECURITY.ORG,
http://www.globalsecurity.org/military/ops/solar-sunrise.htm (last visited Nov. 4, 2008).

65. See generally ANTHONY H. CORDESMAN & JUSTIN G. CORDESMAN, CYBER-THREATS,
INFORMATION WARFARE, AND CRITICAL INFRASTRUCTURE (2002).

66. Elinor Abreu, Epic Cyberattack Reveals Cracks in U.S. Defense, CNN, May 10, 2001,
http://archives.cnn.con/2001/TECH/intemet/05/10/3.year.cyberattack.idg/. See also Joyner & Lo-
trionte, supra note 29; Cyber Attack!, BBC NEWS, July 3, 2000,
http://news.bbc.co.uk/l/hi/programmes/panorama/archive/817114.stm.

67. The Soviets had built the monument in 1947 to commemorate their war dead after driving
the Nazis out of the region at the end of World War II. See ECONOMIST, Estonia and Slovenia, su-
pra note 6.

68. ECONOMIST, Cyber Riot, supra note 58.

69. Id.
70. U.S. House Passes Resolution Supporting Estonia, ESTONIAN AM. NAT'L COUNCIL, June

6, 2007, http://www.estosite.org/home/?p=19 (noting that Estonia was forced to close its embassy in
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group behind the protests in Russia is the government-funded pro-Kremlin
"Nashi su" ("Youth Movement, Ours!"), which was created in 2005 as an anti-
fascist student group that has since grown to more than 100,000 members. 71

Feeling the Western pressure and following a deal brokered by Germany, the
blockade soon ended. 72 Even though the embassy battle was lost, the Internet
war, which may have involved Nashi su, was just beginning.

The IW campaign against Estonia took on many forms. Some involved de-
facing Estonian websites, including replacing web pages and links with Russian
propaganda. Most attacks, however, concentrated on shutting the sites down
outright.73 By May 9, 2007, when Russia and its allies commemorated the de-
feat of Nazi Germany in Red Square, at least six Estonian state websites were
brought down. These included the foreign and justice ministries, as well as Es-
tonian organizations, newspapers, and broadcasters. 74 The main news outlet
was forced to sever its international Internet connections to stay online, effec-
tively gagging the Estonian news services from telling the world about the attack
on their country. 75 The attack also targeted "mission-critical computers," in-
cluding those used in telephone exchanges. 76 Estonia was very near a complete
digital collapse on May 10 that would have shut off many vital services and
caused massive, widespread social disruptions. 77 Luckily, Estonia's Cyber
Emergency Response Team ("ECERT") prevailed and Estonia avoided the
worst-case scenario that many feared all too likely.7 8 The Estonian Defense
Minister, Jaak Aaviksoo, has argued that the cyber attacks amounted to a na-
tional security emergency likening the situation to a complete blockade, or an
"infoblockade." 79 "This may well turn out to be a watershed in terms of wide-
spread awareness of the vulnerability of modem society," said Linton Wells II
after the attack, the principal Deputy Assistant Secretary of Defense for net-

Moscow briefly after pro-Kremlin youth groups staged raucous protests).

71. It is commonly thought that the group was formed as a reaction to the student protests
leading to Ukraine's Orange Revolution in 2004. Nashi Su, Official Website, http://nashi.su/ (last
visited Apr. 18, 2008). See also Cathy Young, Putin's Young 'Brownshirts', BOSTON GLOBE, Aug.
10,2007,

http://www.boston.com/news/globe/editorial opinion/oped/articles/2007/08/10/putinsyoungbrown
shirts/?page=2; Nashi: The Kremlin's Little Helpers, NEARABROAD, Aug 1, 2007,

http://nearabroad.wordpress.com/2007/08/0 1/nashi-the-kremlins-little-helpers/.

72. ECONOMIST, Cyber Riot, supra note 58.

73. Id.

74. Id.

75. Davis, supra note 1.

76. See Jeffrey Kelsey, Hacking into International Humanitarian Law: the Principles of Dis-
tinction and Neutrality in the Age of Cyber Warfare, 106 MICH. L. REv. 1427, 1429 (2008).

77. Davis, supra note 1.

78. Id.

79. Estonia Has No Evidence of Kremlin Involvement in Cyber Attacks, RIA NovoSTI
(RUSSIAN NEWS & INFORMATION AGENCY), June 9, 2007,

http://en.rian.ru/world/20070906/76959190.html.
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works and information integration at the Pentagon. 80 But who was to blame,
and what can or should be done about it?

B. Determining Responsibility for the Cyber Attack on Estonia

Determining the perpetrator for this cyber attack is the murkiest problem
facing authorities in the aftermath of the Estonian assault. Estonian officials
claim to have proof that some of the earliest salvoes originated from Russian
government computing centers, or affiliated centers run by Nashi su and other
similar organizations. 8 1 Yet it is exceedingly difficult to prove from where
these attacks originated. Thousands of attacks came from untraceable private
computers around the world. 82 Most of them were "script kiddies," who were
goaded into attacking Estonian websites in Russian-language chat rooms, which
posted detailed instructions on how to launch botnet attacks. 83 This is the
equivalent of an army recruitment pitch complete with marching orders.8 4 The
ground troops were individuals using ping attacks; the air force was botnets; and
the Special Forces were hackers using DDOS attacks.85 An impromptu small
number of savvy and well-connected Internet operators led by Hillar Aarelaid,
the head of ECERT, fended off the worst of the attacks even as Vladimir Putin
was proclaiming during a parade of 7,000 Russian troops in Red Square that:
"Those who are trying today to ... desecrate memorials to war heroes are insult-
ing their own people, sowing discord and new distrust between states and peo-
ples." 86  The same chat room incitement has also played out in the recent
conflict between Georgia and Russia. 87

80. Landler & Markoff, supra note 57. See also Shaun Waterman, Who Cyber Smacked Esto-
nia, UNITED PRESS INT'L, Jun. 11, 2007,
http://www.spacedaily.com/reports/WhoCyberSmackedEstonia_999.html.

81. Davis, supra note 1.
82. Id.

83. See Landler & Markoff, supra note 57; see also Evan Cooke, The Zombie Roundup: Un-
derstanding, Detecting, and Disrupting Botnets, SRUTI 05 Technical Paper, Univ. of Mich. (2005),
http://www.usenix.org/events/sruti05/tech/fullpapers/cooke/cookehtml/ ("At the center of these
threats is a large pool of compromised hosts sitting in homes, schools, businesses, and governments
around the world. These systems are infected with a bot that communicates with a botcontroller and
other bots to form.., a zombie army or botnet.").

84. Davis, supra note 1.

85. Id.
86. This was not the first time that Russia had been accused of orchestrating IW. In fact, just

prior to the Estonian attacks, a similar assault had been launched against an alliance of Russian
opposition parties led by chess grandmaster Garry Kasparov. The attacks were designed to crash the
opposition websites. With his site down, Kasparov had difficulty informing his followers, and was
arrested for leading an illegal rally. Id.

87. See Brian Krebs, Report: Russian Hacker Forums Fueled Georgia Cyber Attacks, WASH.
POST, Oct. 16, 2008,
http://voices.washingtonpost.com/securityfix/2008/l 0/report_russianhacker-forumsf.html (dis-
cussing Russian officials' plausible connivance at the online assault on Georgia and the internet ac-
tivities that led up to the assault).
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The Russian government has offered no cooperation to Estonia in tracking
down the true source of these botnets. 88 In many ways, the Internet is the per-
fect platform for plausible deniability. Estonia has opened criminal investiga-
tions into the attacks under felonies of computer sabotage, which led to the
arrest of a teenager of Russian origin. 89 Since many alleged hackers were
Russian, Estonia submitted a request for bilateral investigation under the Mutual
Legal Assistance Treaty ("MLAT") between Estonia and Russia.90 Despite
earlier promises of assistance though, the Russian Supreme Procurature refused
assistance to Estonia under the treaty. 9 1 Ultimately, the only conviction from
the cyber attack was on January 24, 2008 when an ethnic Russian student living
in Tallinn was found guilty of launching an assault on the Reform Party's
website of Prime Minister Andrus Ansip and posting a fake letter of apology for
removing the symbolic Soviet statue. He was fined $1,642.92

A month after the attacks, assessments conducted by the U.S. government
and several private sector contractors determined that the cyber attacks were
most likely carried out by politically motivated hacker gangs (such as Nashi su),
not by Russian security agencies directly. 93 In the report, Mike Witt, Deputy
Director of the U.S. Cyber Emergency Response Team ("USCERT"), an ele-
ment within the Department of Homeland Security that "coordinates defense
against and responses to cyber attacks across the nation," 94 surmised that bot-
nets utilizing slave computers known as "zombies" had been operated by un-
knowing individuals - many of these zombies had in fact originated in the
U.S. 95 Witt concluded that the attacks against Estonia lacked the sophistication
of the major powers. In this instance, USCERT worked with the Forum of Inci-
dent Response and Security Teams to coordinate the global response to the at-
tacks. 96 In contrast, a Russian hacker SpORaw believes that the most efficient
online attacks on Estonia could not have been carried out without the blessing of

88. BBC NEWS, Estonia Hit, supra note 5.

89. Konstantin Kornakov, Estonia Arrests First Hacker over Cyberattacks, VIRUSLIST, May 8,
2007, http://www.viruslist.com/en/news?id=208274078.

90. Russia Refused Legal Assistance in Cyber Attacks Investigation, 17 EST.REv. 3, 4 (2007),
http://www.estonia.com.au/pics/er 27.pdf.

91. This episode demonstrates the weaknesses of MLATs given that such agreements lack
mandatory enforcement mechanisms. A future international accord for cyber security would need to
incorporate compulsory reparations for proven breaches of the agreement.

92. Jeremy Kirk, Student Fined for Attack against Estonian Website, IDG NEWS SERVICE, Jan.
24, 2008, http://www.infoworld.com/article/08/01/24/Student-fined-for-attack-against-Estonian-
Web-sitel html (reporting that a 20-year-old Estonian student has been fined 1,642 dollars for
launching a cyber attack that crippled the websites of banks, schools, and government agencies). See
also Kornakov, supra note 89; and Landler & Markoff, supra note 57.

93. Waterman, supra note 80.

94. United States Computer Emergency Readiness Team (US-CERT), About Us,
http://www.us-cert.gov/aboutus.html (last visited Jan. 1, 2008).

95. Waterman, supra note 80.

96. Id.
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the Russian authorities. 97  He and others have argued that the hackers
apparently acted under "recommendations" from parties in higher positions, as
demonstrated with the chat room postings 98 and by the fact that on at least one
Estonian site attackers replaced the homepage with the phrase "Hacked from
Russian hackers." 99

It is not the goal of this article to determine whether the cyber attacks on
Estonia were state sponsored. Rather, these attacks serve as a means to
highlight the issues for considering how best to form a legal regime to deal with
cyber attacks going forward, including the most recent alleged cyber attacks on
Georgia as part of the Russian-Georgian international armed conflict.' 00 These
raise serious questions of state responsibility and attribution that will be
addressed in Part V.

C. The Reaction of the U.S. and NATO to the Cyber Attack on Estonia

What was a near disastrous attack for Estonia has met ambivalence from
U.S. officials. The former chief scientist of the Defense Advanced Research
Project Agency ("DARPA") characterized the incident as "more of a cyber riot
than a military attack." 10 1 The U.S. nonetheless is concerned about cyber at-
tacks generally. Since it makes little sense for an opponent to challenge the U.S.
military might head on, likelier avenues of challenge are asymmetric ones that
exploit potential U.S. vulnerabilities, such as the civilian information infrastruc-
ture.l 0 2 Defense assessments have laid out numerous challenges including in-
teroperability, information systems security, and the culture of the intelligence
community itself. 103 Information system protection lags behind usage. 104 To
develop and deploy effective defenses in cyberspace would take more time than
that which is necessary to develop and mount an attack due to the rate at which

97. Davis, supra note 1.

98. Landler & Markoff, supra note 57.

99. Davis, supra note 1. Of course, such statements could just as easily have been posted by
unaffiliated hackers trying to conspicuously frame Russia for the cyber attack on Estonia. The am-
biguity apparent in this situation underscores the problems of attribution and state responsibility in-
herent in 1W.

100. John Leyden, Russian Cybercrooks Turn on Georgia, REGISTER, Aug. 11, 2008,
http://www.theregister.co.uk/2008/08/ 1/georgia ddos attack reloaded/.

101. This distinction based on the 1W capabilities of governments underscores the danger of
anticipatory self-defense and a reactive legal regime to deal with cyber attacks. See Waterman, su-
pra note 80.

102. Steven Lambakis et al., NAT'L INST. FOR PUB. POL'Y, UNDERSTANDING 'ASYMMETRIC'
THREATS TO THE UNITED STATES (2002),

http://www.missilethreat.com/repository/doclib/2002 I 000-NIPP-asymmetricthreats.pdf (defining
asymmetric threats as different and challenging threats mired in legal and political constraints and
vulnerabilities that are designed to offset U.S. strengths).

103. DOD, Assessment, supra note 30.

104. Joyner & Lotrionte, supra note 29, at 832.
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new hacking tools come online. 10 5 At the same time, law and national policy
prohibits the DOD from retaliating against cyber attacks if the goal was not the
deterrence of future attacks. 106 This gap is growing wider, especially now that
the burgeoning U.S. Air Force Cyberspace Command is facing delays and po-
tential cuts. 107 In other words, a cyber attack is far easier to orchestrate than
cyber defense. The U.S., like Estonia and all countries and institutions in the
Information Age, is right to be concerned about the continuing proliferation of
these attacks. This is true across a broad range of actors from small NGOs to
national defense departments, given the small, mobile actors at work that can
crash a government website 108 almost as easily they can crash a nuclear power
plant operating system. 109

In deciding how Estonia and NATO ought to respond to these cyber attacks
the search for analogies is paramount since cyber attacks are an unprecedented
new way to make war. Some have contended that the cyber attacks, to the ex-
tent that they were incited by Russia, amount to a test for NATO on its defenses
to IW. " 0 If this is the case, then NATO failed. NATO members dispatched
specialists to Tallinn, but did not or could not have done much else given that so
much of the Internet is run by the private sector and international organiza-
tions. 111 Recently, more signs within NATO indicate that this mindset is now
changing. On June 14, 2007, NATO defense ministers held a meeting issuing a
joint communiqu6 that includes the placement of a newly planned NATO
Cybernetic Defense Center in Estonia. 11 2 Other proposals include the develop-
ment of redundant networks of backup servers.11 3 Dealing with cyber attacks
has never been in NATO's mandate, but the increasing number and scale of cy-
ber attacks could convince NATO to integrate them into its mission. This is es-
pecially true as Rein Lang, Estonia's justice minister, has complained that
"international law is of little help" in dealing with cyber attacks. 114

105. James Adams, Virtual Defense, 80 FOREIGN AFF. 98, 104-06 (2001).

106. DOD, Assessment, supra note 30.
107. See Prime, supra note 53.
108. Editorial, War, Redefined, L.A. TIMES, Aug. 17, 2008, at A25.
109. See Greg Bruno, The Evolution of Cyber Warfare, COUNCIL ON FOREIGN REL., Feb. 27,

2008, http://www.cfr.org/publication/15577/evolution-of cyber warfare.html.

110. Davis, supra note 1.
111. See generally Gary Peach & Paul Ames, Stung by Cyber Warfare, Estonia, NA TO Allies to

Sign Deal on Cyber Defense Center, ASSOCIATED PRESS, Mar. 13, 2008,
http://www.iht.com/articles/ap/2008/05/1 3/europe/EU-GEN-Estonia-NATO-Cyberterrorism.php.

112. ECONOMIST, Cyber Riot, supra note 58.

113. Peach & Ames, supra note 111.
114. Id.
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IV.
SOVEREIGNTY OVER THE INFORMATION COMMONS

Before an international legal regime can be developed to deal with cyber at-
tacks, the theoretical justifications for regulating cyberspaee need to be consid-
ered. 115 Two options exist. First, the international community could agree that
cyberspace is an arena over which nations can and should exercise sovereignty
through the effects doctrine. 116 Second, the international community could treat
cyberspace as an information commons over which no state may claim jurisdic-
tion. 117 The former interpretation provides a firm legal grounding on which an
international regime could be built. The latter understanding is inimical to the
concept of the commons itself, but a compromise position may be found by ex-
amining the Common Heritage of Mankind ("CHM") principle.

A. Option 1: Regulating Cyberspace through the Effects Principle

The general principle of sovereignty-that territorial integrity be upheld
and a state maintain its monopoly on coercive violence-is fundamental to in-
ternational law and relations, but does not apply as directly to IT. 118 The prin-
ciple would seem to hinder the regulation of cyberspace. As a practical matter,
however, concerns over sovereignty should not forestall international action on
cyber attacks. It is well established in international law that the effects principle
permits the regulation of activities that impact upon a state's territory. The
Third Restatement of Foreign Relations Law, for example, states that interna-
tional law recognizes that a nation may provide for rules of law with respect to
"conduct outside its territory that has or is intended to have substantial effect
within its territory." 119

115. Six pillars that have traditionally upheld the autonomous state system are: a costlbenefit
ratio for the use of force, low physical externalities, low-levels of economic interdependence, low
information flows, a predominance of authoritarian government limiting information flows, and a
high degree of cultural, political, and economic heterogeneity. Mark W. Zacher, The Decaying Pil-
lars of the Westphalian Temple: Implications for International Order and Governance,
GOVERNANCE WITHOUT GOVERNMENT: ORDER AND CHANGE IN WORLD POLITICS 5 8-101 (James N.
Rosenau & Ernst-Otto Czempiel eds., 1992).

116. See 22 U.S.C. § 6081(9) (2000). Cf RESTATEMENT (THIRD) OF FOREIGN RELATIONS
§402(l)(c) (1987).

117. See e.g., James Boyle, The Second Enclosure Movement and the Construction of the Pub-
lic Domain, 66 LAW & CONTEMP. PROBS. 33 (2003); Lawrence Lessig, The Architecture of Innova-
tion, 51 DUKE L.J. 1783 (2002); Eben Moglen, Freeing the Mind: Free Software and the Death of
Proprietary Culture, 56 ME. L. REV. 1 (2004).

118. For a discussion of the evolution of sovereignty, see S. A. Korff, The Problem of Sover-
eignty, 17 AM. POL. SCI. REV. 404, (1923); John Jackson, Sovereignty-Modern: A New Approach to
an Outdated Concept, 97 AM. J. INT'L L 782, 785 (2003); W. Michael Reisman, Sovereignty and
Human Rights in Contemporary International Law, 84 AM. J. INT'L L. 866 (1990).

119. 22 U.S.C. § 6081(9). See also RESTATEMENT (THIRD) OF FOREIGN RELATIONS § 402(l)(c)

(1987).
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On the other hand, cyberspace is not a customary arena over which states
may exercise such control. Some have argued that cyberspace is an interna-
tional commons akin to other commons territories. These traditional areas of the
international commons include the deep seabed under the U.N. Convention on
the Law of the Sea ("UNCLOS"), the Antarctic Treaty System ("ATS"), and
outer space under the 1967 U.N. Outer Space Treaty. 120 Together, these re-
gions constitute the sole exceptions to the system of Westphalian sovereignty
that has long dominated international relations. 12 1 In the international com-
mons, all of humanity is the sovereign under the CHM principle. 122 To the ex-
tent that cyberspace is a commons, it is one facing unique challenges and thus
requiring exceptional regulatory solutions. 123

B. Option 2: Regulating the Information Commons through the Common
Heritage of Mankind

Scholars or policymakers have yet to agree on a comprehensive under-
standing of the CHM, but drawing from the available literature a working defini-
tion would likely comprise five main elements. 124 First, there can be no private
or public appropriation; no one legally owns common heritage spaces. 125 As
applied to cyberspace, this means that although computer networks owned by
the private and public sectors provide the infrastructure for the information su-
perhighway, they cannot actually own the data packets (the cars) on the Internet.
Thus, the various government institutions and telecommunications firms that is-
sue Internet protocol (IP) addresses within their countries do in a sense own
Internet access, but not the Internet itself Second, representatives from all na-
tions must work together to manage resources since a commons belongs to

120. Treaty on Principles Governing the Activities of States in the Exploration and Use of
Outer Space, including the Moon and Other Celestial Bodies, Jan. 27, 1967, 18 U.S.T. 2410, 610
UNTS 205 [hereinafter "Outer Space Treaty]."

121. Although criticized, Westphalian territorial sovereignty remains central to both interna-
tional relations and law, and as such it has a role in finding international solutions to cyber attacks.
The state's power is linked to the people and resources found within a set of boundaries, though not
necessarily geographic ones. As U.S. Ambassador Richard Haass has said, "At the beginning of the
twenty-first century, sovereignty remains an essential foundation for peace, democracy, and prosper-
ity." Jackson, supra note 118, at 789. Rulers and political regimes of all kind have claimed to enjoy
the benefit of sovereignty, the fundamental characteristic of authority on which the modem polity of
state stands. Id. at 780.

122. See Jennifer Frakes, Notes and Comments: The Common Heritage of Mankind Principle
and the Deep Seabed, Outer Space, and Antarctica, 21 Wis. INT'L L.J. 409, 426 (2003).

123. Anupam Chander & Madhavi Sunder, The Romance of the Public Domain, 92 CALIF. L.
REV. 1331, 1331 (2004) (tracing the shift from land to information in property debates and explain-
ing the underlying belief that "because a resource is open to all by force of law, it will indeed be
equally exploited by all").

124. See Frakes, supra note 122, at 411-13.

125. Seeid. at411.
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all. 126 As collective management is unfeasible, a special agency must be set up
to coordinate shared management to administer commons spaces. 127 The clos-
est cyber analogue to such an organization is the Internet Corporation for As-
signed Names and Numbers (ICANN), which is a non-profit international
organization that sells domain names and keeps track of data routing for the sys-
tem. 128

Third, all nations must actively share in the benefits acquired from exploi-
tation of the resources from the commons heritage region. 12 9 This aspect could
arguably be fulfilled through the non-profit characteristic of the current system.
Fourth, there can be no weaponry or military installations established in com-
mons areas. 130 Cyber warfare, however, is already occurring to some degree in
cyberspace -- all the more need for an international accord to limit such prac-
tices as much as possible. Finally, the commons should be preserved for the
benefit of future generations,131 and to avoid a "tragedy of the commons" sce-
nario. 132 ICANN is taking steps to ensure the continued efficient functioning of
cyberspace in the face of exponential expansion through the growth of services
through Web 2.0 IP schemes. 133 Without continued new initiatives, excessive
streams of data could lead to a tragedy of the commons scenario in which data
would have to be prioritized and "junk data" would be deemed a form of envi-
ronmental pollution.

Derived from the Greek cyber ("governor"), cyberspace "couples the idea
of communication and control with space, a domain previously unknown and
unoccupied, where 'territory' can be claimed, controlled, and exploited."' 134

However, unlike the physical world, cyberspace is an abstract reality of ideas,
information, and logic. A cyber attacker entering this domain can shed ties of
citizenship and cross sovereign boundaries without a trace, anonymously mas-

126. Seeid. at412.

127. See idat413.

128. See Internet Corporation for Assigned Names and Numbers (ICANN), Homepage,
http://www.icann.org/tr/english.html (last visited Sep. 7, 2008).

129. See Frakes, supra note 122, at 412-13.

130. Id. at 413.

131. Id.

132. See generally Garrett Hardin, The Tragedy of the Commons, 162 SCIENCE 1243 (1968).

133. See generally Tim O'Reilly, What is Web 2.0: Design Patterns and Business Models for
the Next Generation of Software, I COMM. & STRATEGIES 17 (2007) ("Web 2.0 is the network as
platform, spanning all connected devices; Web 2.0 applications are those that make the most of the
intrinsic advantages of that platform: delivering software as a continually-updated service that gets
better the more people use it, consuming and remixing data from multiple sources, including indi-
vidual users, while providing their own data and services in a form that allows remixing by others,
creating network effects through an architecture of participation, and going beyond the page meta-
phor of Web 1.0 to deliver rich user experiences.").

134. Stephen J. Lukasik, Protecting the Global Information Commons, 24 TELECOMM. POL'Y
519, 525 (2000) (arguing that if Internet-based information infrastructures are to continue to provide
important services, and if they are not to be limited by their misuse, the protection of the information
commons must become a central issue for its users).
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querading as a real or fictitious entity. 135 Exactly which physical locations a
virtual entity traversed defy later detection. There are no physical wires or de-
vices that can be easily identified as the "circuit" carrying a particular cyber
transaction (though submarine cables may provide a useful analogue), and in
fact current information systems are designed to have as many alternates and re-
dundancies as possible to enhance reliably. 136 Though hardware is physically
rooted in sovereign jurisdictions, the information contained in these systems and
the software that controls them is not. An attacker is not physically present at
the attack, except in the form of anonymous, invisible radio waves or elec-
trons. 137 As cyberspace is increasingly being used to harm sovereign interests
through offensive cyber weapons, the effects principle dictates that cyber secu-
rity should "become an element of national strategy and a matter for political
negotiation between sovereign entities." 13 8

Yet even if sovereignty can be established over portions of the information
commons through international negotiations, 139 it is very difficult to attribute a
particular computer network attack ("CNA") to a foreign state although the ef-
fects principle permits a state to do so for the reasons outlined above. Article
2(4) of the U.N. Charter limits its definition of uses of force to a specific terri-
tory. A breach of territorial integrity then signifies some threat to a pristine
condition. 140 Cyberspace does not easily fit within this classical interpretation.
Use of a nation's communications networks as a conduit for an electronic attack
is not as obvious a violation of its sovereignty as would be a flight through its
airspace. 141 In other words, cyberspace has eroded the connection between ter-
ritory and sovereignty. In a networked world, "no island is an island"-threats to
social order are no longer easily identifiable as either internal (crime/terrorism)

135. Id. at 525.

136. Id.

137. DOD, Assessment, supra note 30, at 5. In theory, it is possible to locate the IP addresses
of cyber attackers and use that information to locate them. See, e.g., Jamie Smyth, Hacking Away at
Cyber Underworld, IRISH TIMES, Apr. 27, 2001, 60. However, since sophisticated hackers are able to
re-route or otherwise confuse programs designed to locate them, this is a far from foolproof ap-
proach to combating cyber war.

138. Lukasik, supra note 134, at 525.

139. The purpose of international political theory is to understand, explain, and predict intema-
tional outcomes resulting from interactions among sovereign entities. Classical theorists such as
Boden and Hobbes have shaped sovereignty to advocate an urgent need for international order, in-
fluencing centuries of international relations to follow. This dialogue endures. While free
information flows and increasing economic interdependence have eroded and even overwhelmed the
Westphalia structure, the institution remains nonetheless. The intersection of the two, as stated by
Rosalyn Higgins, is the domain of law. See ROSALYN HIGGINS & MAURICE FLORY, TERRORISM
AND INTERNATIONAL LAW 265 (1997).

140. U.N. Charter, art. 2, para. 4.

141. Nor are cyber attacks analogous to a classic situation such as the ICJ faced in the Corfu
Channel case in which British warships intruded on Albanian territorial waters. Corfu Channel
(U.K. v. Alb.) 1949 I.C.J. Reports 4 (Apr. 9).
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or external (war). 14 2 It is also unclear whether reparations are also due to the
victim of cyber attacks. 143 To answer these issues of attribution and to pin
down those responsible for attacks, it is necessary to institute a standard of state
responsibility that recognizes the difficulties inherent in cyber law. This Article
will explore this dilemma further in Part V.

Consequently, sovereignty should not preclude the regulation of the infor-
mation commons. 144 Nations have every right to protect their sovereign inter-
ests through the effects principle. Yet, given that many regard cyberspace as a
commons territory, it would be prudent to regulate the commons as in other
CHM areas through an international organization, similar to the United Nations
Commission on the Limits of the Continental Shelf ("CLCS") under UNCLOS.
This body could regulate cyber security similar to the ATS and outer space, but
through greater private sector partnerships. Such a theoretical system is remi-
niscent of John Herz's notion of "neoterritorality," whereby sovereign states
recognize their common interests, that is, cyber security, through extensive co-
operation, while also mutually respecting one another's independence and the
increasingly important role of non-state actors. 145 This system of mutual auton-
omy in the context of international collaboration to deter, defend, and punish
cyber attackers may fit well with a theoretical basis for regulating against cyber
attacks in international law. Sovereignty then should be conceived not as an ap-
plication of state control but of state authority. 146 In the context of cyberspace,

142. Brenner, Attribution, supra note 58, at 382.

143. Depending on the context, reparations are often due a nation whose rights under interna-
tional law were violated by another nation. See Factory at Chorzow (Germ. v. Pol.), 1927 P.C.I.J.
(ser. A), No. 17, at 28 (Sep. 13).

144. Instead of calling for its decline and death in legal or political terms, it seems more useful
to discuss the transformation of sovereignty into what John Jackson termed "sovereignty-modern."
Jackson, supra note 118, at 790. This re-invention posits that as the world trends towards interde-
pendence, substitutes for portions of nation-state sovereignty will fall to international institutions
that embrace a series of legitimizing good-governance characteristics.

145. See generally FRED DALLMAYR, ALTERNATIVE VISIONS: PATHS IN THE GLOBAL VILLAGE
64 (1998) (arguing that Frankfurt School philosopher itirgen Habermas upholds the idealist tradition
of Kant, Hegel, and Marx, arguing for a critical theory of modem society that fuses critical philoso-
phy and emancipatory politics.) Postmodernists, influenced by Nietzsche and Heidegger, alterna-
tively view the humanist project of reason and progress as fundamentally flawed. See id. Bunn-
Livingstone's intersubjectivity is one way in which to make constructive progress with diverse
groups expressing everything from radical relativism to xenophobia. See id. There is, according to
this view, much more that unites than divides us, a sentiment in keeping with the transition from
absolute to popular sovereignty. See id. A more moderate viewpoint is Michael Mann's assertion
that nation-states continue to wield some economic, ideological, military and political powers in the
world order, albeit at a reduced level. In this, the dominant view, sovereignty is now universal, hav-
ing migrated from Europe and become a mainstay of global politics and a central philosophy of the
world's sole remaining superpower. Hugh Willis, The Doctrine of Sovereignty Under the United
States Constitution, 15 No. 5 VA L. REV. 437 (1929).

146. Janice Thomson, State Sovereignty in International Relations: Bridging the Gap between
Theory and Empirical Research, 39 INT'L STUDIES Q. 213,225 (1995).
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this authority should take the form of national and international efforts to regu-
late the largely privatized information commons, the details of which will be ad-
dressed in Part V. As cyberspace is testing traditional conceptions of
sovereignty, so too is IW forcing a reinterpretation of the terms "use of force"
and "armed attack" under the U.N. Charter itself. 147

V.
ANALOGIZING PEACETIME RESPONSES TO CYBER ATTACKS

IN INTERNATIONAL LAW

It is little disputed whether the use of chemical and biological weapons
should be viewed as a force within the classic meaning of armed attacks in in-
ternational law. Much more contentious to date has been the characterization of
IW, since it also threatens widespread destruction but through unconventional
tactics-the same end with modem means. Cyber attacks that directly and in-
tentionally result in non-combatant deaths and destruction of property breach
modem prohibitions on the use of force. 148 However, the literature to date has
been silent on the appropriate legal analogy to use as a baseline for regulatory
responses to IW. This Article will argue that the broad-based and extraordinary
nature of the worst possible cyber attack is most analogous in its scope and re-
sults to nuclear warfare. Already, nations such as Russia and the U.S. have
compared the threat posed by IW to a nuclear exchange. Yet non-proliferation
is not a useful option to curtail the spread of IW capabilities since nearly 120 na-
tions and millions of people already have the necessary equipment and soft-
ware. 149 Thus, to develop an international response to this dire threat, other
international law regimes deserve consideration in the absence of a comprehen-
sive international treaty on cyber security.

Both Russia and the United States have noted the similarity between IW
and nuclear war, as well as the necessary military response. The Russians have
stated: "An attack against the telecommunications and electronic power indus-
tries of the U.S. would, by virtue of its catastrophic consequences, completely
overlap with the use of weapons of mass destruction." 150 In fact, according to a
DOD report, a Russian academic recently published a statement "to the effect
that Russia reserves the right to respond to an information warfare attack with
nuclear weapons."151 On the other hand, former CIA Director John Deutch
ranks information warfare "a close third behind threats from weapons of mass
destruction and the proliferation and terrorist use of a nuclear, biological, or

147. Joyner & Lotrionte, supra note 29, at 844-45.

148. Id. at 850.

149. However, there is some question about the scale of IW necessary to bring about effects
analogous to a nuclear war.

150. Joyner & Lotrionte, supra note 29, at 831 (emphasis added).

151. DOD, Assessment, supra note 30, at 20.
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chemical (NBC) weapon." 152 Although the U.S. has not as brazenly argued that
IW is tantamount to a nuclear exchange, Deutch's meaning is clear. These
hawkish statements point to the extreme danger that great powers see in IW, as
well as the extraordinary harm that could result in not laying out an appropriate
legal framework from the outset to deal with cyber attacks. 15 3

Given the problems of non-proliferation, what is the most appropriate anal-
ogy in international law for IW? Is there a possibility that IW could be outlawed
as nuclear weapons nearly were by the International Court of Justice ("ICJ") in
the Nuclear Weapons Advisory Opinion? 154 The answer to these queries will do
much to guide the discussion of cyber warfare's place in IHL and IHRL. Sim-
ply put, there is no stand-alone analogy for IW. Each regime of international
law examined here, including communications law, space law, the law of the
sea, and other applicable accords, is inadequate in some way for the task. Yet
by fitting together elements of these various regimes it is possible to graft to-
gether one framework applicable in peacetime and another after an armed attack
occurs. The two frameworks are necessary to ensure that legal principles are
coherently applied to avoid gaps in humanitarian protection, 155 as well as to
guard against the continued propagation of cyber attacks. As has been stated, a
new comprehensive international regime that builds on these treaties and cus-
tomary international law would be preferable to the current system.

A. Banning Cyber Weapons through International Law

Unlike arms control treaties that seek to ban chemical, biological, or nu-
clear weapons, it is not a straightforward matter to prohibit the use of cyber war-
fare under international law. This difficulty stems from the fact that the
computer codes that comprise IW are often indistinguishable from innocent in-
formation requests. In fact, in many cases the attacks merely constitute an ab-
normally high number of such requests. 156 Thus, developing a regime to ban
IW on the generative Internet is challenging-it is exceedingly difficult to ban
one line of code the same way as nuclear, biological, or chemical weapons. In
an effort to determine the extent to which such a ban is possible, this Article will
consider other treaty systems that have sought to limit the use of weapons, in-
cluding nuclear weapons, space law and the Antarctic Treaty System, which will

152. Paul Mann, Cyber-threat Expands with Unchecked Speed, 145 AVIATION WEEK & SPACE

TECH. 63, 64 (1996).

153. The dangers and opportunities afforded by 1W are of course not limited to the U.S. and
Russia. In fact, a wide pool of nations, including China, has been aggressively developing IW capa-
bilities. See Peter Brookes, Countering the Art of Information Warfare, HERITAGE FOUNDATION,
Oct. 15, 2007, http://www.heritage.org/Press/Commentary/ed101607a.cfm.

154. See generally Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1996
I.C.J. 226 (July 8).

155. See Kenneth Watkin, Controlling the Use of Force: A Role for Human Rights Norms in
Contemporary Armed Conflict, 98 AM. J. INT'L. L. 1 (2004).

156. Davis, supra note 1.
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be analyzed in turn.

1. The Analogy of Nuclear War

The conventions and applicable case law on nuclear warfare are relevant to
controlling the scope and tools of IW. In 1994, the United Nations General As-
sembly ("UNGA") voted to submit a request for an advisory opinion to the ICJ
on the question of whether the threat or use of nuclear weapons could ever be
lawful. 157 The U.S. argued in the case that nuclear weapons cannot be banned
in the abstract, but rather each case must be examined individually. 15 8 Ulti-
mately, the Court stated that the threat or use of nuclear weapons "would gener-
ally be contrary to the rules of international law applicable in armed conflict,
and in particular the principles and rules of humanitarian law." 159 However, the
Court did not define whether "the threat or use of nuclear weapons would be
lawful or unlawful in an extreme circumstance of self-defense, in which the very
survival of a state would be at stake." 160 The ICJ elaborated:

[T]he principles and rules of law applicable in armed conflict-at the heart of
which is the overriding consideration of humanity-make the conduct of armed
hostilities subject to a number of strict requirements. Thus, methods and means
of warfare, which would preclude any distinction between civilian and military
targets, or which would result in unnecessary suffering to combatants, are prohib-
ited. In view of the unique characteristics of nuclear weapons, to which the Court
has referred above, the use of such weapons in fact seems scarcely reconcilable
with respect for such requirements. 161

Although the U.S. has not embraced a per se rule banning the use of nu-
clear weapons, it, acknowledges that the law of armed conflict, including the
rules of proportionality, necessity, moderation, discrimination, civilian immu-
nity, neutrality, and humanity, governs such use. 162 As noted, some of the ef-
fects of nuclear weapons can be similar to a worst-case cyber attack on a state.
An all-out attack could disable or destroy all critical infrastructures, leave the
victim nation completely helpless and terrorize its population. 163

Cyber attacks on the scale of those against Estonia, like nuclear warfare, do
not discriminate between combatants and non-combatants, nor do they pass the
test of proportionality. If the use of nuclear weapons is subject to the rules of

157. FOREIGN & INT'L LAW COMM. OF THE NEW YORK COUNTY LAWYERS' ASS'N (NYCLA),
ON THE UNLAWFULNESS OF THE USE AND THREAT OF NUCLEAR WEAPONS (2000) [hereinafter
NYCLA, UNLAWFULNESS OF NUCLEAR WEAPONS],

http://www.nuclearweaponslaw.com/JournalsReport/NYCLAReport.pdf.

158. Id.
159. Legality of Nuclear Weapons, 1996 I.C.J. at 266.

160. Id.

161. Id. at 262.
162. See NYCLA, UNLAWFULNESS OF NUCLEAR WEAPONS, supra note 157.
163. Dickon Ross, Electronic Pearl Harbor, GUARDIAN (LONDON), Feb. 20, 2003 (laying out

the scenarios for potential cyber attacks).
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IHL listed above, as the U.S. maintains, so too should cyber attacks. Even
though the ICJ did not declare all nuclear weapons illegal, the logic of its hold-
ing that "methods and means of warfare ... which would result in unnecessary
suffering to combatants, are prohibited"'164 is just as applicable to cyber war as
it is to nuclear war. Cyber attackers could have a larger role in non-combatant
casualties than would a nuclear aggressor state launching a mass assault, since
cyber attacks by their nature may be targeted to specific systems whereas nu-
clear weapons cannot be similarly focused due to collateral damage from even
the smallest devices. Even the lowest yield weapons result in substantial collat-
eral damage. 165 Yet the ICJ has refused to rule such low-yield nuclear weapons
illegal, or even explicitly consider IW. 166 As this decision indicates, as of yet
there is little to no customary international law on the use of cyber attacks be-
yond the basic principle in the Nicaragua Case that "every sovereign [s]tate [has
a right] to conduct its affairs without outside interference ... [this] is part and
parcel of customary international law." 167 As a result, it is yet impossible as a
matter of customary international law to argue that IW is illegal, especially
given that state practice routinely shows otherwise.

Custom according to the North Sea Continental Shelf Case requires "wide-
spread and representative participation provided it include[s] that of [the]
[s]tates whose interests were specially affected."' 168 State practice in the after-
math of cyber attacks suggests widespread condemnation but no consensus on
how to respond, or even at what level a cyber attack becomes an armed attack.
In the absence of custom, several treaty regimes may provide bases for the regu-
lation or outright prohibition of cyber attacks in international law. These re-
gimes together form a useful, if imperfect, system that may give recourse until a
comprehensive treaty on cyber security is implemented.

2. The Analogy of Space Law and the Antarctic Treaty System

Outer space is inherently similar to cyberspace; both are incredibly vast ar-

164. Legality of Nuclear Weapons, 1996 I.C.J. at 262.

165. Robert W. Nelson, FED. OF AM. SCIENTISTS, FAS PUBLIC INTEREST REPORT - Low-YIELD
EARTH-PENETRATING NUCLEAR WEAPONS (2008),

http://www.fas.org/programs/ssp/nukes/new nuclear-weapons/loyieldearthpenwpnrpt.html.

166. Legality of Nuclear Weapons, 1996 I.C.J. at 262.

167. Military and Paramilitary Activities (Nicar. V. U.S.), 1986 I.C.J. 14, 106 (June 27) [here-
inafter Nicaragua).

168. N. Sea Cont'l Shelf (F.R.G. v. Den.; F.R.G. v. Neth.), 1969 I.C.J. 41, 42 (Feb. 20). A
rule of customary international law requires two elements: (1) general state practice; and (2) "state
adherence to the rule based on a belief that such adherence is legally required (opiniojuris)." An-
drew T. Guzman, Why LDCs Sign Treaties That Hurt Them: Explaining the Popularity of Bilateral
Investment Treaties, 38 VA. J. INT'L L. 639, 646 n. 20 (1996). See also Statute of the International
Court of Justice art. 38, June 26, 1945, 59 Stat. 1055, 3 Brevans 1179 ("The Court.. shall ap-
ply... international custom, as evidence of a general practice accepted as law."); Cont'l Shelf (Libya
v. Malta) 1985 I.C.J. 13, 29 (June 3) ("It is of course axiomatic that the material of customary inter-
national law is to be looked for primarily in the actual practice and opinion juris of states....").
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eas of the international commons. International law does not permit outer space
or cyberspace to be nationalized. 169 Space and telecommunications systems are
also intertwined, including in such functions as communications relay, imagery
collection, missile warning, navigation, weather forecasting, and signals intelli-
gence. 170 However, space law's failure to address whether the legal regime ap-
plies during armed conflict 17 1 foretells the limitations inherent in applying space
law as an analogy for 1W.172 There is also no legal prohibition against develop-
ing and using space weapons except for placing nuclear weapons into orbit. 173

The military use of space was not completely forbidden by the 1967 U.N.
Outer Space Treaty, as evidenced by the existence of earth-orbit military recon-
naissance satellites, remote-sensing satellites, military global-positioning sys-
tems, and space-based aspects of an antiballistic missile system. Yet this treaty
prohibited any objects carrying nuclear weapons or any other kinds of weapons
of mass destruction in outer space, whether in orbit around the Earth or on celes-
tial bodies. 17 4 Still, even this limitation applies only to the Moon and other ce-
lestial bodies and not the empty space in between. 175 Thus, no legal regime
currently prohibits weapons being placed in the void between bodies. Vision for
2020, a 1998 government report, explains that the role of the U.S. Space Com-
mand ("USSC") will be to dominate "the space dimension of military operations

169. The Outer Space Treaty, dubbed as the Magna Carta for space, states that "Outer space,
including the Moon and other celestial bodies, is not subject to national appropriation by claim of
sovereignty, by means of use or occupation, or by any other means." Outer Space Treaty, supra note
120. Interview with Steve Doyle, Executive Vice President, Clean Energy Systems, in Sacramento,
Cal. (Oct. 2, 2007).

170. See DOD, Assessment, supra note 30.
171. Since 1958, space law has created a whole new field of legal terminology that has chal-

lenged national governments to redefine the scope of space operations. Space law recognizes all
humans as the holders of fundamental, non-transferable rights. This puts it at odds with traditional
notions of Westphalian sovereignty by limiting the positive rights of states. See Scott Shackelford,
The Tragedy of the Common Heritage of Mankind, 28 STAN. ENVTL. L.J. (forthcoming Feb. 2009).

172. Ah example of this phenomenon is the context of space law occurred when both the U.S.
and U.S.S.R. began launching spy satellites that crossed over one another's territory. Since both
countries were already engaging in this practice, it soon became part of customary international law,
which entered into the 1967 Outer Space Treaty and as a result laid the foundation for the govern-
ance regime of outer space. In contrast, air law was developed at a time when many nations were
fielding air forces together and as such had a mutual stake in creating a highly restricted regime
based on severe conceptions of sovereignty and territorial integrity. An applicable Civil Aviation
accord includes the 1944 Convention on International Civil Aviation (Chicago Convention). This
treaty codifies safe passage and service (Article 28), and compliance with international standards
(Article 37). Most of the provisions of the Chicago Convention are "inconsistent with a state of
armed conflict." Convention on International Civil Aviation, art. 89, Dec. 7 1944, 61 Stat. 1180, 15
U.N.T.S. 295. Yet, given the already pervasive use of cyber attacks the international community
could quickly find itself in a situation more analogous to space law than air law.

173. In 1989, a U.S. Congressional study, "Military Space Forces: The Next 50 Years," envi-
sioned the day when aerospace corporations would "mine the sky" for profit. The study cited U.S.
plans to establish military bases on the Moon and control the shipping lanes from the Earth. See
generally JOHN COLLINS, MILITARY SPACE FORCES: THE NEXT 50 YEARS (1989).

174. Outer Space Treaty, supra note 120.

175. BIN CHENG, STUDIES IN INTERNATIONAL SPACE LAW 517, 529 (1997).
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to protect U.S. interests and investment...." General Joseph Ashy, Commander-
in-Chief of the USSC, noted, "Some people don't want to hear this.. .but we're
going to fight in space... . That's why the U.S. has development programs in di-
rected energy and hit-to-kill mechanisms." 17 6 This statement underscores the
Bush Administration's desire to maintain the U.S. as the world's foremost space
power at the expense of multilateral cooperation. The Bush Administration has
maintained a very similar stance in relation to eschewing international coopera-
tion in dealing with cyber warfare. The Obama Administration is more open to
negotiating treaties to further international security and could very well change
U.S. policy in this regard. Although lacking specific policy proposals, his cam-
paign has stated that: "We must urgently seek to reduce the risks from three po-
tentially catastrophic threats: nuclear weapons, biological attacks, and cyber
warfare." 177 The fact that his campaign's online portals have already been the
victims of a cyber attack may persuade the Obama Administration to confront
this threat early. 178

International efforts to form a legal regime regarding cyber attacks have
been just as happenstance as those aimed at limiting the spread of space weap-
ons. Russia and China have advocated for such a treaty, but the U.S. has de-
murred. 179 The usual rationale given by the U.S. is that it wants to maintain its
space dominance. Similar efforts to cement a treaty for cyber attacks have also
failed thus far for the same reasons. As for space weapons, Russia has drafted a
resolution calling on nations to ban the development and production of informa-
tion weapons. The U.S. has taken the position that it is premature at this point to
discuss negotiating an international agreement on IW, but NATO leaders have
agreed to adopt a common stance to help a member nation repel a cyber attack
when requested while leaving undefined specific instances in which NATO Ar-
ticle V should be activated. 180 Yet, unlike the sophisticated infrastructure and
advanced technology needed to develop and deploy space weapons, nearly all
nations participate in the Information Age to some degree, while only thirty are
in space.' 8 ' Barring a major conflict, most states do not expect or have the re-

176. Karl Grossman & Judith Long, Waging War in Space, NATION, Dec. 9, 1999,
http://www.thenation.com/doc/19991227/grossman.

177. Confronting 21st Century Threats, July 16, 2008, BARACKOBAMA.COM,
http://www.barackobama.com/2008/07/16/factsheetobamasnew-plan-to.php.

178. Demetri Sevastopulo, Cyber attacks on McCain and Obama Teams 'came from China,'
FINANCIAL TIMES, Nov. 7, 2008, available at: http://www.ft.com/cms/s/0/3b4001e2-ac6f-Ildd-
bf71-000077b07658.html.

179. John Borland, Russia, China Propose Space Arms Treaty, WIRED, Feb. 12, 2008,
http://blog.wired.com/wiredscience/2008/02/russia-china-pr.html (arguing that Russia and China
have been pushing for talks on this issue since the beginning of the decade, against the wishes of the
U.S. to maintain its dominance in space).

180. Ben Bain, Cybersecurity's New World Order, FED. COMPUTER WKLY., Apr. 28, 2008,
http://www.fcw.com/print/22_ 11/features/152349-1 .htmlpage=3.

181. See Internet Usage Statistics, INTERNET WORLD STATS, June 30, 2008,
http://www.internetworldstats.com/stats.htm; Scott Horowitz, Nations in Space, AMERICA.GOV, July
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sources to be either an attacker or a defender in space in the near future. 18 2 In
contrast, with information systems, nearly all states can reasonably expect to be
both the attacker and defender in future conflicts putting added pressure on the
need for an international accord on cyber security. This is true not only in Esto-
nia but across the world, as cyber attacks continue to proliferate most recently
against Georgia.

Space law illustrates that it is possible to regulate an area of the interna-
tional commons to bar the most egregious military weapons systems. Space law
though does not quite fit cyber attacks because of the accumulation of seemingly
innocent intrusions that together may amount to a WMD attack. There is no cy-
ber equivalent of a nuclear weapon--no piece of code currently known that can,
by itself, bring a country to its knees. Rather, it is the coordination of many at-
tacks that can paralyze a nation's infrastructure.

Rather than banning only the most egregious cyber use, it may be more
thorough to regulate all hacking that could become a cyber attack. The Antarc-
tic Treaty System ("ATS") provides a fruitful analogue of a commons area that
has gone the extra step of banning all military activities. 183 In effect, the ATS
sets aside Antarctica as a scientific preserve, establishes freedom of scientific
investigation, and bans military activity on the continent. 184 The main objective
of the ATS 18 5 is to ensure "in the interests of all mankind that Antarctica shall
continue forever to be used exclusively for peaceful purposes and shall not
become the scene or object of international discord." 186 Just like Antarctica, the
Internet has rich resources as a repository of knowledge and channel for com-
munication, and its potential is growing daily. Imposing such a freeze on
developing new software capable of malicious attacks, even if possible, stifles
innovation just as shutting down the generative nature of the Internet world.
Nor would a traditional international accord be capable of keeping up with the
rapidly changing nature of IT, save for a standing committee that would amend
the treaty as demanded by new challenges. Subsequent ratification by national
legislatures would thereafter pose a significant problem, unless the mandate of
the committee explicitly included that power. On the surface then, it appears

29, 2008, available at

http://www.america.gov/st/space-english/2008/July/20080817210902SrenoDO. 1624262.html.

182. Horowitz, supra note 181.

183. Antarctic Treaty pmbl., Dec. 1, 1959, 12 U.S.T. 794, 402 U.N.T.S. 71.

184. These signatory countries were Argentina, Australia, Belgium, Chile, France, Japan, New
Zealand, Norway, South Africa, the U.S.S.R., the U.K., and the U.S. It is important to note the re-
strictions on property rights and ban on military maneuvers that denote Antarctica as a quasi-CHM
area. ATS was also the first arms control treaty of the Cold War. See id.

185. Like the deep seabed and the Arctic, the continent of Antarctica is an expanse of undevel-
oped land that contains substantial mineral deposits. Unlike them, however, nations have made and
continue to assert overlapping territorial claims to Antarctica. The 1959 Antarctic Treaty attempts to
clarify these conflicting demands. The ATS defines Antarctica as all land and ice shelves south of
the southern 60th parallel. Antarctic Treaty, supra note 183, at art. VI.

186. Antarctic Treaty, supra note 183.
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than neither barring certain malignant code nor all possible variations of known
cyber attacks under international law is an effective, efficient response to the
problem of cyber attacks. 18 7

B. Determining Liability for Cyber Attacks through Domestic Legal Mechanisms

As international accords do not define a comprehensive legal system to
deal with cyber attacks, domestic mechanisms should be considered. These
include both enforcement procedures required under international law, as well as
domestic cyber law statutes. The U.S. serves as a case study in this regard, with
special attention given to the existing system of vicarious liability. A new
international accord regulating IW could build upon this system.

1. The Analogy of Communications and U.S. Cyber Law

In many ways, the development of international communications law was
the direct precursor to cyber law, beginning with agreements dating from the
1800s designed to protect submarine cables. 188 Modern communications law is
crafted by the International Telecommunications Union ("ITU"), a specialized
U.N. Agency for information communication technologies. 189 The ITU Consti-
tution militates against "harmful interference," defined in the Annex 3 of the
document as that which "endangers . . .safety services or seriously degrades,
obstructs or repeatedly interrupts a radio communication service operating in
accordance with the Radio Regulations." 190 This passage could serve to hold
those states that use cyber attacks to "endanger... safety services" responsible
under international law. 191 "Safety services" conceivably includes public ser-
vices such as health, police, and public transport, all of which are vulnerable to
cyber attacks. However, lack of mandatory enforcement mechanisms limits the
efficacy of this regime.

In addition, some provisions of the ITU Charter give governments wide
discretion in regulating private activity that may appear dangerous to the secu-
rity of the state. 192 This includes "cut[ting] off any private telecommunications
which may appear dangerous...or contrary to [s]tate laws, to public order, or to
decency." 19 3 Unlike space law or the ATS, Article 48 does have an exception

187. See generally David A. Koplow, When Is an Amendment Not an Amendment?: Modifica-
tion of Arms Control Agreements Without the Senate, 59 U. CHI. L. REV. 981, 1023 (1992) (consid-
ering the process of treaty modification in international law).

188. DOD, Assessment, supra note 30, at 36.

189. See Int'l Telecomm. Union [ITU], About ITU, http://www.itu.int/net/about/index.aspx
(last visited Feb. 24, 2008).

190. CONST. OF THE INT'L TELECOMM. UNION, art. 6, 34 (2006) [hereinafter ITU Constitution]
(emphasis added).

191. See id. at art. 34.

192. DOD, Assessment, supra note 30, at 33-34.

193. See ITU Constitution, supra note 191, at art. 34.
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for military activities, 194 but does not specify how the treaty applies during
"armed conflict." Since the British cut the five submarine cables serving Ger-
many in the days following the outbreak of WWI, communications facilities
have been regarded as priority military targets. 19 5 State practice still suggests
that these treaties may not apply during international armed conflicts.1 96 Criti-
cally, international communications law currently contains no direct and specific
prohibition against the conduct of information operations by military forces,
even in peacetime. 197 As a result, while Articles 34 and 48 of the ITU can help
to develop felony statutes to deal with state-sponsored IW perpetrators, they of-
fer limited guidance in crafting a comprehensive legal framework to deal with
state-sponsored cyber attacks that have risen to the level of an armed attack.

2. U.S. Cyber Law Applied to Information Warfare

Cyber law is relatively new. It has to be considering the fact that twenty
years ago in 1988, there were only sixty thousand computers, all at research in-
stitutions, connected to the Internet. 198 Initial efforts at cyber security in the
U.S. occurred after the first Internet worm on November 2, 1988, when a Cor-
nell graduate student infected MIT's burgeoning network from Ithaca. 199 The
attack exposed difficulties in U.S. law that would make the prosecution of cyber
attackers exceedingly difficult. 20 0 As a direct result, USCERT was founded. Its
largely successful track record, however, is less a proof of its efficacy than a re-
flection of the relative scarcity of major malicious viruses and worms since
1988.201

As the threats posed by cyber attacks grow, it is prudent to look to and
analogize from applicable domestic as well as from international law. U.S. law
does possess certain principles that are applicable to cyber attacks. The fact that
most of the critical infrastructure in the U.S. is privatized signifies that princi-
ples of tort law and other related common law doctrines could prove decisive in
developing a U.S. legal regime to address cyber attacks. For example, consider
vicarious liability, 202 a form of strict secondary liability that arises under the
common law doctrine of agency, respondeat superior. Under this theory, the
principal is responsible for the acts of the subordinate, or as applied to cyber-
space, the network administrator for network integrity. In a broader sense, a

194. Id. at art. 48.
195. DOD, Assessment, supra note 30, at 33.

196. Id.
197. Id. at 36.
198. See Zittrain, supra note 64, at 36.
199. Id.
200. U.S. Gov. ACCOUNTABILITY OFFICE, GAO/IMTEC-89-57, VIRUS HIGHLIGHTS NEED FOR

IMPROVED INTERNET MANAGEMENT 5, 30-34 (1989).

201. Zittrain, supra note 64, at 44.
202. RESTATEMENT (SECOND) OF TORTS § 520 (1965).
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third party that has the right, ability, or duty to control the activities of a violator
but refuses or neglects to do so may be liable for the violator's actions in some
cases. 20 3 Applied to cyber attacks, this principle may hold companies liable for
knowingly or negligently failing to provide sufficient cyber security for the per-
sons or resources, including infrastructure, under their care during a CNA.

Several recent precedents help lay the foundation for this regime of vicari-
ous liability applied to IW. For example, the U.S. Supreme Court recently held
in Metro-Goldwyn-Mayer Studios, Inc., v. Grokster, Ltd. that software distribu-
tors could be held liable for contributory infringement of copyright based on the
distributor's knowledge of extensive infringement. 20 4 As this case illustrates, if
a technology company is aware of a nefarious act and the firm refuses to de-
velop filtering tools to diminish the infringing activity, then the company may
be held liable for any resultant criminal or terrorist consequences. For example,
in Fonovisa v. Cherry Auction, Inc., the court found vicarious liability because
the defendants had control over direct infringers, and had an explicit financial
interest in the infringing activity. 20 5 Together, these cases place the onus of
surveillance on the private sector, which largely controls the Internet, by polic-
ing its managed infrastructure so as to lessen the potential for damaging cyber
attacks. In doing so, however, companies (notably Internet service providers)
cannot be overzealous and block innocent websites, otherwise they would vio-
late the First Amendment and trigger intermediate scrutiny. 20 6 Nor do compa-
nies have secondary liability for providing Internet services if they have no
knowledge of the violation or infringement. 207

In addition to case law, several U.S. criminal statutes could also serve as a
rubric for cyber attacks. For example, U.S. felony statutes criminalize violations
of international accords dealing with international radio or wire communica-
tions, 20 8 and malicious interference with satellites, similar to wire fraud. 20 9

These statutes could extend to external and internal cyber attacks that do not
reach the level of an armed attack. In this way, the U.S. terrorism statutes,
which define terrorism as "committing acts constituting crimes under the law of
any country to intimidate or coerce a civilian population; to influence govern-
ment policy by intimidation or coercion; or to affect the conduct of government
by mass destruction, assassination, or kidnapping," could be used to further

203. Meyer v. Holley, 537 U.S. 280, 284 (2003).

204. Metro-Goldwyn-Mayer Studios, Inc., v. Grokster, Ltd., 545 U.S. 913 (2005). Cf CoStar
Group v. LoopNet, Inc., 373 F.3d 544, 556 (4th Cir. 2004) (holding that a web provider was not li-
able as the manager of a system used by others who were violating U.S. law).

205. Fonovisa v. Cherry Auction, Inc., 76 F.3d 259 (9th Cir. 1996).

206. Ctr. for Democracy & Tech. v. Pappert, 337 F. Supp. 2d 606 (E.D. Pa. 2004).

207. Hendrickson v. eBay, Inc., 165 F. Supp. 2d 1082 (C.D. Cal. 2001).

208. See 47 U.S.C. §502 (2000) (imposing an additional $500 per day fine on anyone who
"willfully and knowingly violates any rule ... made or imposed by any international radio or wire
communications treaty or convention").

209. 18 U.S.C. §§ 1343, 1367 (2000).
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criminalize the various forms of cyber attacks. 2 10 Similar statutes could be en-
acted to deal with IW collaborators.

Today, the fact that 439 million computers are now connected to a ubiqui-
tous Internet has destroyed any online ethical code that once existed. 2 11 As an
evidence of this trend, business plans for "bad code" have proliferated through
the use of botnets now emerging at the rate of 1 million per month and are used
for blackmail and other criminal acts.2 12 These botnets also now routinely af-
fect national security. In May 2006, a virus infected the U.S. State Depart-
ment's Eastern Asia bureau, forcing a system crash during North Korea's
missile tests. 2 13 The right advanced worm released today making use of botnets
and zombie networks could infect and crash every computer connected to the
Internet simultaneously. 2 14 How it is possible to avoid such an eventuality?

Cyber attacks expose the weaknesses of a generative network, that is, net-
worked computers that retrieve and install code from sources anywhere on the
network. 2 15 The current system is analogous to nibbling food from hundreds of
different people, some established vendors, some street peddlers. 2 16 This strat-
egy exponentially increases system flexibility, but at the cost of security. The
alternative is to transform the personal computers into information appliances,
like a game console, in which one central administrator approves content for all
of the machines. Such a resolution of the cyber security conundrum would stifle
innovation, be a hard sell to the international community, and sacrifice the cen-
tral characteristic of the generative Internet. As a result, other treaty regimes
should also be considered so as to avoid this drastic scenario.

C. The Role of the Private Sector in Regulating the Commons

The private sector was marginalized when it came time to create legal re-
gimes governing the international commons, including outer space and the deep
seabed. Over time, competitive pressures and resource shortages have changed
the role of the private sector in these areas. Now the private sector is increas-
ingly being given an ever more central role to play in the management of com-
mons resources. This will be demonstrated as applied to the law of the sea
below. The same lesson must be applied to cyberspace given the already domi-
nant role that private sector actors play in maintaining the generative Internet.

210. 18 U.S.C.§ 2331 (2000). For more definitions, see, e.g., Mohammad lqbal, Defining Cy-
berterrorism, 22 J. MARSHALL J. COMPUTER & INFO. L. 397, 397 (2004).

211. Zittrain, supra note 64, at 45 (postulating that there was once an online ethical code among
the original scientists and other internet users that has since dissolved as the internet has expanded).

212. Id.

213. Id. at47.

214. Id. at 52.

215. Id. at 38.

216. Id. at 55.
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1. The Analogy of the Law of the Sea

The law of the sea, like outer space, has many parallels with cyberspace.
The process that ultimately resulted in the first United Nations Convention on
the Law of the Sea ("UNCLOS") treaty began in 1945 with the codification of
four Geneva Conventions, beginning with UNCLOS I in 1958.217 However,
UNCLOS I did not sufficiently address concerns about the legal status of the
deep seabed, among much else. This served as an impetus for UNCLOS III,
which was tasked with regulating the use, exploration, and exploitation of all
living and non-living resources of the international sea.2 18 Still, the role of the
private sector remained truncated. As the deep seabed mining provisions of
UNCLOS proved ultimately unsatisfactory to the industrialized world, in 1993,
preparations were laid for the 1994 New York Agreement. This amendment
changed the nature of the deep seabed regime into one that comports with pri-
vate economic development. The story of the evolution of UNCLOS is the im-
perative that the private sector must be given a place if real progress in
regulating the commons is to be made.

As applied to cyber attacks, UNCLOS Article 19 states the customary in-
ternational law obligation for a nation's territorial sea not to engage in activities
"prejudicial to the peace, good order, or security of the coastal [s]tate."2 19 This
includes the collection of information, or propaganda, or any way interfering
with any systems of communications. Article 113 requires domestic criminal
legislation to punish willful damage to submarine cables. 220 As a result,
UNCLOS is important for its prohibition on staging any attacks that interfere
with the security or good order of a coastal state. An argument could be made
that this Article 19 prohibition should also apply to Article 113 claims involving
submarine cables. This would mean that cyber attackers who send code through
submarine cables to a coastal state would be in breach of international law obli-
gations. Still, this accord also does not specify its status in wartime. 22 1 Nor
does it include enforcement mechanisms.

Nonetheless, UNCLOS has also illustrated a regime, which was unsuccess-
ful until it recognized the needs of the private sector, as well as doing away with

217. In 1956, the United Nations held its first Conference on the Law of the Sea ("UNCLOS
I"). UNCLOS I resulted in four treaties: Convention on the Territorial Sea and Contiguous Zone,
Convention on the Continental Shelf, Convention on the High Seas, and Convention on Fishing and
Conservation of Living Resources of the High Seas. See United Nations, Oceans and Law of the
Sea, http://www.un.org/Depts/los/index.htm.

218. Alvaro de Soto, Reflections on UNCLOS II: Critical Junctures, 46 LAW & CONTEMP.
PROBS. 65 (1983) (detailing some of the critical negotiating junctures in negotiating UNCLOS ll).

219. UNCLOS art. 19, Dec. 10, 1982, 1833 UNTS 3; 21 ILM 1261 (1982).

220. Id. at art. 113.

221. Nor does espionage law provide a fruitful analogue for cyber attacks. During an armed
conflict, espionage law covering the covert collection of intelligence about other nations only applies
to a person relying on protected civilian status or while wearing an enemy uniform. This is much
less well developed in peace-time.
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mandatory technology transfers. If an international legal regime is to be created,
it must ensure sufficient protections for private enterprise to promote innovation
while not mandating technology transfers on developed nations. This militates
against drastically changing the nature of the generative Internet, and under-
scores the central primacy that non-state actors have in curtailing cyber attacks
and the consequent need for multilateral cooperation in keeping with neoterrito-
riality theory.

D. Analogizing Other Applicable Accords to Information Warfare

Numerous bilateral and multilateral treaties dealing with everything from
legal assistance, extradition, diplomatic relations, friendship, to status of forces
agreements include elements that affect the prosecution of cyber attackers. Be-
ginning with Switzerland in 1977, the U.S. is a party to dozens of Mutual Legal
Assistance Treaties ("MLATs"), 2 22 which could be used to seek criminal prose-
cution of those found responsible for cyber attacks, especially those treaties
termed broadly enough to cover all law enforcement investigations. 223 The
problem with this approach, however, would be to treat a cyber attack as analo-
gous to terrorism. As a result, the IHL framework would drop away unless
state-sponsored terrorism is included within the regime. 224 There are often no
enforceable obligations under these treaties. The U.S. is also a party to more
than 100 bilateral extradition treaties. 225 Without such accords national gov-
ernments will often have neither an international obligation nor the domestic au-
thority to deliver custody of an individual for prosecution. 226 These treaties
could be evoked to more effectively bring the perpetrators of cyber attacks to
justice. As such, international criminal law has a distinct role to play in cyber
attacks, a subject that will be reprised in Part V.

The 1961 Vienna Convention on Diplomatic Relations enshrines the
right of inviolability of the premises of a diplomatic mission, 227 its archives, 228

222. For a collection of current agreements in force, see Mutual Legal Assistance (MLAT) and
Other Agreements, U.S. Dep. of State,
http://travel.state.gov/law/info/judicial/udicial_690.html (last visited Oct. 19, 2008).

223. See, e.g., Mutual Legal Assistance Treaty, U.S.-Can., Jan 24, 1990, MLAT: Treaty Doc.
100-14; 100th Cong., 2nd Sess. Exec. Rept. 100-28; 100th Cong, 2nd Sess. Exec. Rept 101-10;
101st Cong., 1st Sess. XXIV ILM No. 4, 7/85, 1092-1099.

224. JOHN MURPHY, STATE SUPPORT OF INTERNATIONAL TERRORISM: LEGAL, POLITICAL, AND

ECONOMIC DIMENSIONS 59-60 (1989).

225. See generally U.S. Treaties of Extradition, Cornell Univ. Law School, http://www.
law.comell.edu/uscode/html/uscode 18/usc sec 18_00003181 ---- 000-notes.html (last visited: Oct 19,
2008).

226. DOD, Assessment, supra note 30, at 35.
227. 1961 Vienna Convention on Diplomatic Relations art. 2, April 18, 1961, 23 U.S.T. 3227;

500 U.N.T.S. 95.

228. Id. at art. 24.
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private residences and property of its agents, 229 and its communications.230

Applied to cyber law, this regime, then, could protect all communications made
to and from government embassies and missions against cyber attack or espio-
nage. In addition, the vast majority of treaties of friendship, commerce, and
navigation are archetypical examples of agreements that will likely be sus-
pended during an armed conflict between state parties. 23 1 Tourism is antitheti-
cal to a war zone. Though, most NATO Status of Forces Agreements ("SOFA")
would remain in place during an armed conflict. These agreements include the
necessity of respecting the host nation's laws. Typically, the stationed forces
must notify the host nation of any change in operations, including information
warfare. This would help decrease the possibility of actual foreign soldiers per-
petuating cyber attacks on foreign nations without the host government's tacit
consent.

Taken together, these diverse treaty provisions provide the basis for a
framework to deal with cyber attackers during peacetime. If a host nation's do-
mestic laws criminalize cyber attacks, then applicable MLATs and extradition
treaties would apply to make perpetrators accountable in various jurisdic-
tions.232 If the attack is directed against a foreign mission or embassy, then the
Vienna Convention on Diplomatic Immunity would provide remedies and po-
tentially reparations to the victim nation in international law. Moreover, provi-
sions under UNCLOS III regulating submarine cables, the ability to prosecute
private parties in breach of the ITU treaty in telecommunications law, or inter-
ference with satellite transmissions in space law, all place significant restrictions
on cyber attacks. However, few if any of these treaties, with the exception of
SOFAs, would remain in force during an armed conflict. The extent to which
these treaties are applicable during an international conflict then depends on
whether or not cyber attacks rise to the level of armed attacks activating IHL.

VI.
ARMED ATTACKS IN INFORMATION WARFARE

Under what circumstances can a CNA constitute an act of war? Interna-
tional law requires that for self-defense to be permissible there must be an attack

229. Id. at art. 30.

230. Id. at art. 27. Although "communications" in the context of Article 27 refers to mail, tele-
phone, and other communication methods most commonly used in the early 1960s when the Vienna
Convention was negotiated and ratified, this definition is not limited to such devices. Thus, the ref-
erence may be analogized to modem communication devices, including email and the internet. But,
it should be noted that Article 27(l) notes that a "mission may install and use a wireless transmitter
only with the consent of the receiving state." Modem telecommunications is not necessarily wire-
less, such as LANs, but nevertheless this passage must be given full effect in all cases involving dip-
lomatic missions.

231. DOD, Assessment, supra note 30, at 4.

232. It should be noted, however, that the Estonian-Russian MLAT proved entirely ineffective,
since Russia refused to honor the treaty in this instance.
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so egregious that the victim would be justified in responding in kind.23 3 This
conception rules out preemptive or aggressive self-defense in most instances.
U.N. General Assembly Resolution 2625 ("UNGA 2625") declares a war of ag-
gression "a crime against the peace" and exhorts states to refrain from "acts of
reprisal involving the use of force... [and] from organizing, instigating, assisting,
participating in acts of civil strife or terrorist attacks in another [s]tate." 234 Yet
it is not UNGA 2625, but the U.N. Charter itself, that governs the use of force.
The question then is whether and to what extent CNAs constitute a use of armed
force.235

The U.N. Charter anticipates such situations as the presence of troops and
the use of traditional military weapons on another nation's territory, not simulta-
neous multimodal network attacks on a state. In the case of IW, fundamental
questions arise over what types and degrees of network attacks may fall within
the legal scope of Article 2(4). U.N. Charter law prohibits international inter-
vention through the use of armed force, but is silent on other, subtler forms of
subversive coercion that do not involve a perceived threat of armed force. 236

State practice has shown that such coercion or other forms of "aggression" do
not activate Article 2(4) protections. Therefore, a state could have a right to
self-defense in response to a CNA only when that attack rose to the level of an
armed attack. As shown in the Estonia case study, the main legal hurdles in
pursuing a self-defense rationale are: (1) proving that the cyber attack rose to the
level of a traditional armed attack by military forces; and (2) that this attack can
be attributed to a state. The former is generally a far easier question to answer
than the latter.

First, it is possible for a cyber attack to rise to the level of an armed attack
as traditionally recognized under IHL.23 7 IW is an expansive category of mili-
tary activities. It includes physical attacks on information systems by traditional
military means, psychological operations, military deception, and electronic
welfare operations such as jamming. 238 IW is not the first arena of high tech-
nology to fall under the IHL framework. Even futuristic electro-magnetic pulse
weapons, directed-energy lasers, microwave devices, and high-energy radio fre-

233. U.N. Charter, art. 2, para. 4.

234. G.A. Res. 2625 (XXV), U.N. Doc. A/8028 (Oct. 24, 1970).

235. In 1974, the General Assembly defined "aggression" as "the use of armed force by a
[s]tate against the sovereignty, territorial integrity or political independence of another [s]tate, or in
any manner inconsistent with the Charter of the United Nations." Definition of Aggression, G.A.
Res. 3314 (XXIX), art. 1, U.N. GAOR, 29th Sess., Supp. No. 31, at 142, U.N. Doc. A/9631 (1975),
13 I.L.M. 710 (Dec. 14, 1974).

236. Joyner & Lotrionte, supra note 29.
237. The debate about what constitutes an armed attack can be framed in reference to the Sep-

tember II attacks. Some authors maintain that these attacks on the U.S. were armed attacks under
the meaning of the U.N. Charter and thus are open to self-defense. Others look to the UNSC for
guidance, while still others view the attacks as a horrific international crime for which the perpetra-
tors should be punished as criminals. See Watkin, supra note 155.

238. DOD, Assessment, supra note 30.
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quency guns operate similarly enough to traditional weapons that they will trig-
ger IHL protections. The difficult issue arises in the guise of a pure information
(computer network) attack. Using electronic means to gain access or to change
information in a targeted system does not damage any physical components in
the traditional sense. Such undertakings are now easier than ever before since
global communications have essentially made distance and geographic bounda-
ries irrelevant to the conduct of computer network attacks. 239

Estonians have already witnessed the potential for cyber attacks to disrupt
and destroy a society. In a worst-case scenario, CNAs could indeed cripple a
society, shut down vital public services, and lead to the breakdown of public or-
der. Property damage and loss of life would be on the order of a traditional mili-
tary attack. Therefore, the question thus turns on a definition of "force," 240

which could be interpreted strictly in accordance with the text, or with the broad
object and purpose of the U.N. Charter.24 1 Although it is a contentious issue, it
may be stated with some confidence that the boundaries of "force" do not corre-
spond to those of armed force only.24 2 What matters then are the ends sought,
not the means. Thus, it is theoretically possible for a CNA to rise to the level of
an armed attack. For example, a CNA aimed at causing harm to property and
humans can be "reasonably characterized as a use of armed force" to fall under
the prohibition of Article 2(4).243 The CNA itself is only an instrument to carry
out that attack in the same way that any other weapon would be. The interna-
tional community would be well advised to reinterpret traditional understand-
ings of armed attacks in consideration of Twenty-first Century threats.

Second, the 1986 Libya attack precedent held that states who unwittingly,
or permissively, allow their territory to be used to carry about attacks are com-
mitting an act of aggression. 244 The problem then becomes one of attribution,
that is, the all too familiar scenario of computer systems being used maliciously
without the knowledge of the network administrator. For example, many of the
'zombie' computers used to carry out botnet attacks against Estonia turned out
to be in the U.S.. 245 Should Estonia then have a right of self-defense against the
U.S.? Upping the ante, how would it be possible to prove a causal chain in the

239. Id.

240. Michael N. Schmitt, Computer Network Attack and the Use of Force in International Law:
Thoughts on a Normative Framework, 37 COLUM. J. TRANSNAT'L L. 885, 900 (1999).

241. Vienna Convention on the Law of Treaties art. 31, para. 1, May 23, 1969, 1155 U.N.T.S.
331. Analysis based on both U.N. Charter travaux and text leads to an interpretation excluding eco-
nomic, and for that matter political, coercion from Article 2, paragraph 4's prescriptive sphere. See
United Nations Conference on International Organization, Doc. 784, 111/27, 6 U.N.C.I.O. Docs. 331,
334, 609 (April 25, 1945).

242. Schmitt, supra note 240, at 908.

243. Id at 913. The severity of a CNA attack may be considered along a sliding scale, which
includes such factors as: severity, immediacy, directness, invasiveness, measurability, and presump-
tive legitimacy. Id.

244. G.A. Res. 41/38, U.N. Doc. A/RES/41/38 (Nov. 20, 1986).

245. Landler & Markoff, supra note 57.
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heat of a cyber attack with a society's infrastructure falling down by the second?
For such a legal regime to work, the doctrine of state responsibility for cyber
attacks would have to be restructured and sufficiently defined.

A. State Responsibility for Cyber Attacks

At a time when the sovereign authority of states is breaking down in many
areas, 24 6 state responsibility remains a bastion of international security. The
speed and anonymity of cyber attacks makes it difficult to distinguish among
"the actions of terrorists, criminals, and nation states." 247 Simultaneously, the
instances of state-sponsored terrorist acts have increased since the end of the
Cold War. 24 8 Proving state responsibility for such acts though is exceedingly
difficult. As seen in the Estonian cyber attack, a sponsoring state may not coop-
erate in the investigation, apprehension, and extradition of those who committed
criminal or terrorist acts on its behalf.249 A nation-state might even be able to
suborn "'civilian' cybercriminals and cyberterrorists to conduct their operations
from within its borders" to hide the "purpose and origins of the state-sponsored
attacks" behind a civilian front.250 Consequently, should the cyber attack on
Estonia be characterized as: (1) cybercrimes, with Russian Nashi hackers or-
chestrating a coup; (2) cyberterrorism by a group pursuing idiosyncratic ideo-
logical goals; or (3) cyberwarfare, a virtual sortie by Russian intelligence
operatives? 2 51 Determining this distinction will also shape the appropriate re-
sponse, including the extent of involvement by civilian law enforcement or the
military.

Cyberterrorism consists of using computer technology to engage in terrorist
activity, distinguishable from cybercrime since "crime is personal, while terror-

246. DAVID HELD, MODELS OF DEMOCRACY 293-97 (2006) (noting that globalization makes it
harder for states to chart their own independent economic policies); see generally Robert B. REICH,
THE WORK OF NATIONS: PREPARING OURSELVES FOR 21ST-CENTURY CAPITALISM (1991) (explain-
ing that territorial boundaries have become increasingly irrelevant in the age of globalized produc-
tion).

247. WHITE HOUSE, NATIONAL STRATEGY TO SECURE CYBERSPACE 19, 64 (2003),

http://www.whitehouse.gov/pcipb/ ("Cyber attacks cross borders at light speed...."); Brenner, supra
note 58.

248. See, e.g., Christopher C. Joyner & Wayne P. Rothbaum, Libya and the Aerial Incident at
Lockerbie: What Lessons for International Extradition Law?, 14 MICH. J. INT'L L. 222, 229 (1993)
("State-sponsored terrorism has emerged since the 1970s as a dangerous strain of international vio-
lence."). But see Susan W. Brenner & Anthony C. Crescenzi, State-Sponsored Crime: The Futility

of the Economic Espionage Act, 28 HOUS. J. INT'L L. 389 (2006) (economic espionage as state-
sponsored crime); Douglas R. Burgess, Jr., Hostis Humani Generi: Piracy, Terrorism and a New

International Law, 13 U. MIAMI INT'L & COMP. L. Rev. 293, 302-03 (2006) (writing that sixteenth-

century British government regarded piracy "in much the same way as state-sponsored terrorism is
viewed today"). "State-sponsored crime" denotes state involvement in the commission of conven-
tional crimes, such as the theft of intellectual property. Brenner, supra note 58, at 424.

249. See, e.g., Russian-Estonian MLAT; see also Davis, supra note I.

250. Brenner, supra note 58, at 424.

251. See id.
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ism is political."'2 52 Classic conceptions of terrorism are discernible from war-
fare, which is not supposed to target civilians. 253 Yet, history is replete with
examples from WWII to the genocide at Srebrenica of those bright lines blurring
and ambiguity between terrorism and warfare increasing. 2 54  In IW, nation
states use cyberspace for the same ends that they pursue through the use of con-
ventional military force - "achieving advantages over a competing nation-state
or preventing a competing nation-state from achieving advantages over
them." 2 55 Boundaries are breaking down in the twenty-first century - "certain
states generate crime, terrorism, and war, while individuals wage war in addition
to committing crimes and carrying out acts of terrorism."256 Yet it is too simple
to pigeonhole an attack into the "cybercrime/cyberterrorism" framework if the
attack did not come from a state actor.2 57 Given the clandestine nature of cy-
berspace, states may easily incite civilian groups within their own borders to
commit cyber attacks and then hide behind a (however sheer) veil of plausible
deniability and thus escape accountability.

Yet, states remain the focus of containing IW as the Estonia incident and
the Russian-Georgian armed conflict reveal more and more of a cyber dimen-
sion to international conflicts. Just before the recent Russian armed attack on
Georgia, in particular, a cyber attack reportedly crippled the IT systems of the
Georgian military and the Presidency, both of which were forced to resort to
U.S. government and Google accounts while Estonian advisors helped to deflect
the ongoing onslaught. 25 8 The Russian incursion into Georgia is a classic inter-
national armed conflict in which the state participants are bound by their respec-
tive international legal obligations. Thus, despite the breakdown of sovereignty
in some areas, state responsibility and attribution remain at the core of a working
international security system.

B. The Crucial Issue ofAttribution

Attribution of a cyber attack to a state is a, if not the, key element in build-
ing a functioning regime. The laws of war require states attacking another state

252. See id.

253. See Geneva Convention Relative to the Protection of Civilian Persons in Time of War,
Aug. 12, 1949, 75 U.N.T.S. 287, http://www.unhchr.ch/html/menu3/b/92.htm.

254. See generally BARD E. O'NEILL, INSURGENCY & TERRORISM: INSIDE MODERN
REVOLUTIONARY WARFARE (2001) (arguing that insurgency may be the most prevalent type of

armed conflict since the creation of organized political communities, and that modem insurgencies
are increasingly blurring the line between guerilla and classic warfare).

255. Brenner, supra note 58.

256. Id.

257. Id.

258. See, e.g., Stephanie Hoffman, Russian Cyber Attacks Shut Down Russian Websites,

CHANNELWEB, Aug. 12, 2008, http://www.cm.com/security/210003057. See also Noah Shachtman,
Estonia, Google Help 'Cyberlocked' Georgia (Updated), WIRED, Aug. 11, 2008,
http://blog.wired.com/defense/2008/08/civilge-the-geo.html.
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to identify themselves, although this convention is apparently honored more in
the breach than in compliance. 259 The International Law Commission ("ILC")
Draft Articles elaborate on this basic law: "The conduct of any [s]tate organ
shall be considered an act of that state under international law." 260 According
to the ILC, an organ includes "any person or entity which has that status in ac-
cordance with the internal law of the [s]tate." 26 1 Such an official body cannot
avoid responsibility by claiming that the actors exceeded their authority. 262

While this expands the pie of illegal state-sponsorship of terrorist activities,
there is a need for a broader interpretation of the use of force to meet contempo-
rary security challenges. Transnational cyberspace activities that affect the in-
ternal affairs of a state might breach general legal principles upholding respect
for sovereignty and non-intervention. 263 A government-sponsored CNA involv-
ing transnational networks and telecommunications should trigger legal implica-
tions arising from the prohibitions in Article 2(4) if an attack rose to the level of
an armed attack. 264 But as has been stated, cyber attacks of the type that we
have seen and will likely persist are typically not at the public behest of an offi-
cial state organ. As such, the international law doctrine of attribution is in fact
an essential ground for regulating cyber attacks.

The relevant ILC section attributes the conduct of a person or group to a
state under international law if "the person or group of persons is in fact acting
on the instructions of, or under the direction or control of, that [s]tate in carrying
out the conduct." 265 Two standards, the doctrine of effective control and the
doctrine of operational control, offer guidance on interpreting this provision.
The effective control doctrine, originating in the ICJ Nicaragua case, recognizes
a country's control over paramilitaries or other non-state actors only if the actors
in question act in "complete dependence" on the state. 266 In contrast, the opera-
tional control doctrine, illustrated in the International Criminal Tribunal for the
Former Yugoslavia Tadic case, held that where a state has a role in organizing
and coordinating, in addition to providing support for a group, it has sufficient
overall control so that the group's acts are attributable to the state. 267

259. See Hague Convention No. III Relative to the Opening of Hostilities art. 1, Oct. 18, 1907,
36 Stat. 2259, 2271, T.S. 598 (1907), entered into force 26 Jan. 1910, art. 1; Brenner, supra note 58.

260. Report of the International Law Commission to the General Assembly, (2001) 11 pt. 2 Y.B.
Int'l L. Comm'n 40, U.N. Doc. A/CN.4/SER.A/2001/Add.I (Part 2).

261. 1d. at art. 4(2).

262. Id. at art. 7.
263. Examples of such accords include the 1970 Declaration on Principles in International Law

and the 1965 Declaration on the Inadmissibility of Intervention in the Domestic Affairs of State.
264. Joyner & Lotrionte, supra note 29.
265. Report of the International Law Commission to the General Assembly, supra note 260, at

art. 8.
266. Military and Paramilitary Activities (Nicar. v. U.S.) 1986 I.C.J. Rep. 14, 62 110 (June

27).
267. Prosecutor v. Tadic, Case No. IT-94-1-I 1ICTY (Oct. 2, 1995).
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The Nicaragua and Tadic standards differ over whether or not the state
must be in direct control of operational planning. One argument is that the
Nicaragua standard relates to the specific case of the trigger point for self-
defense and attribution in relation to the use of force. 268  The ICJ has
consistently used the more restrictive Nicaragua standard in its jurisprudence.

For example, in the Bosnian Genocide decision, 269 the Court adopted

Nicaragua in exculpating Serbia from the genocide at Srebrenica. 270 Yet given

the secretiveness of CNAs, the Tadic standard of attribution should apply in cy-

ber attacks. It is far too easy for governments to hide their IW operations under

the Nicaragua standard. It should be enough to prove operational control of

government in a CNA, rather than complete governmental control of a CNA. If

the Tadic standard were used instead, it is possible that the Russian incitement

behind the cyber attack on Estonia, if proven, would be sufficient for state attri-

bution. A comprehensive legal regime in the future would grant Estonia ade-

quate reparations for the attacks. If Nicaragua remains the dominant paradigm

for determining state responsibility for cyber attacks, even a victim state of a

worst-case scenario cyber attack may not achieve justice.

1. Proposal: Incitement to Genocide through Cyber Attack

Once attribution is satisfied, victims of the most horrific cyber attacks may

be able to bring those responsible to justice under the rubric of incitement to

genocide in the International Criminal Court or another appropriate forum.

Some have already recognized that cyber attacks should be considered under the

IHL framework, and that the perpetrators of a cyber attack should be guilty of

war crimes. 27 1 It is only one logical step further that cyber attackers should be

guilty of genocide in the most horrific cases, which concern the destruction of

national groups. The Genocide Convention defines 'genocide' as the inchoate

commission of any acts "to destroy, in whole or in part, a national, ethnical, ra-

cial or religious group." 272 The Convention does not specify the proportion of a

268. Telephone Interview with Marc Weller, Director, European Centre for Minority Issues, in
Kosovo (Mar. 14, 2008).

269. Application of the Convention on the Prevention and Punishment of the Crime of Geno-
cide (Bosn. & Herz. v. Serb. & Mont.), 2007 I.C.J. 1, 140 391 (Feb. 26) [hereinafter "Bosnian
Genocide"].

270. The Srebrenica Massacre was the July 1995 killing during the Bosnian War of an esti-
mated 8,000 Bosnian males, ranging in age from young teens to the elderly, in the region of
Srebrenica in Bosnia and Herzegovina by units of the Army of Republika Srpska under the com-
mand of General Ratko Mladid.

271. See e.g., Reynolds, supra note 27, at 107.

272. Under Article 11, genocide includes the following acts: (a) Killing members of the group;
(b) Causing serious bodily or mental harm to members of the group; (c) Deliberately inflicting on the
group conditions of life calculated to bring about its physical destruction in whole or in part; (d) Im-
posing measures intended to prevent births within the group; and (e) Forcibly transferring children of
the group to another group. Convention on the Prevention and Punishment of the Crime of Geno-
cide, Dec. 9, 1948, 78 U.N.T.S. 277, entered into force Jan. 12, 1951 [hereinafter Genocide Conven-
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population that must be harmed for it to legally constitute genocide. 273  Nor
does Article IX expressly impose an obligation on states to prevent or be held
accountable for genocide. 2 74 However, the ICJ has recently established such an
obligation in the Bosnian Genocide decision. For the first time in legal history,
and after three other genocide cases, the ICJ unequivocally held in Bosnian
Genocide that states can be found responsible for genocide, rather than simply
obliged to punish the individual perpetrators. 27 5 A state using a weapon of
mass destruction against a national group, such as what would occur in worst-
case scenario cyber attack, thus could be liable for genocide if it had the requi-
site specific intent to destroy the group to which the victims belonged. 276 Trial
Chamber I of the International Criminal Tribunal for Rwanda recently found
three Rwandan media leaders guilty of incitement to genocide for publishing
words and pictures that promoted ethnic atrocities. 277 Notably, it was private
individuals, rather than an official state organ, that were found guilty of incite-
ment to genocide. However, the ICJ affirmed that states, as a matter of law, can
indeed be found guilty of genocide. Thus, the door is open for future litigation
against states.

States that sponsor or launch cyber attacks designed to produce atrocities
similar to Srebrenica or Rwanda should also be found liable for genocide. The
Russian incitement to the cyber attack on Estonia is well documented, but since
the attack did not result in widespread death and destruction, it does not consti-
tute this most horrific of international crimes. Moreover, proving specific intent
would not be a simple matter.278 It should also be noted that determining liabil-

tion].

273. Article I of the Convention necessarily implies a prohibition against states themselves
committing genocide, and that, if an organ of the state, or a person or group whose acts are attribut-
able to the State, commits an act of genocide or a related act enumerated in Article III of the Con-
vention, the state incurs international responsibility. Bosnian Genocide, supra note 269, at 166;
Scott Shackelford, Holding States Accountable for the Ultimate Human Rights Abuse: An Analysis of
the ICJ Bosnian Genocide Decision, 14 No. 3 HUM. RTS. BRIEF 30 (2007).

274. Article 9 of the Genocide Convention states: "Disputes between the Contracting Parties
relating to the interpretation, application or fulfillment of the present Convention, including those
relating to the responsibility of a [s]tate for genocide or for any of the other acts enumerated in arti-
cle III, shall be submitted to the International Court of Justice at the request of any of the parties to
the dispute." Genocide Convention, supra note 272, art. 9.

275. Bosnian Genocide, supra note 269. See also Application of the Convention on the Preven-
tion and Punishment of the Crime of Genocide (Croatia v. Yugo.) 2002 I.C.J. Order 118 (Nov. 19);
Legality of the Use of Force Case (Yugo. v. U.K.) 1999 I.C.J. 124, 132 (Order of 2 June 1999);
Trial of Pakistani Prisoners of War (Pak. v. India), 1973 I.C.J. Rep. 328 (Dec. 15).

276. Statement to the Press by H.E. Judge Rosalyn Higgins, President of the International Court
of Justice, Feb. 26, 2007.

277. Prosecutor v. Nahimana, Barayagwiza, & Ngeze, Case No. ICTR-99-52-T, Judgment and
Sentence (Dec. 3, 2003); Catharine MacKinnon, International Decision: Prosecutor v. Nahimana,
Barayagwiza, & NGEZE, 98 AM. J. Int'l L. 325, 328 (2004).

278. The ICJ imposed a specific intent standard requiring that the government in question spe-
cifically intended and took action to destroy a group of people. Given the nature of CNAs, such de-
finitive proof would be exceedingly difficult to locate. For a more general discussion of specific
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ity of incitement to genocide remains muddied by divergent state practice and
confused jurisprudence. 279 Yet given the costs of IW defense, a viable preven-
tion regime is critical and must look beyond the genocide conventions. Never-
theless, using the Genocide Convention can be a vehicle to hold accountable
perpetrator nations that experience genocide as a result of a massive and deadly
state-sponsored IW campaign.

C. Cyber Attacks and Self-Defense

If the attack is real or the threat imminent, the victim state of a cyber attack,
without any alternative means, may invoke self-defense to justify reasonable,
necessary, and proportional measures to safeguard its security under Article 2(4)
of the U.N. Charter if that attack reaches the level of an armed attack. 2 80 Coer-
cion not involving armed force does not violate Article 2(4) or result in action
under Article 39. It does not follow in these circumstances that "states may re-
act unilaterally" pursuant to Article 51. ' '281 This section of the U.N. Charter
seeks to ensure international peace and security. 282 Uses of force that destabi-
lize the peace fall within Article 2(4)'s scope,283 while threats of force, or eco-
nomic coercion, do not fall under the gambit of Article 2(4) protection. Since a
cyber attack is unlike a classic armed attack, the only way that a CNA could ac-
tivate Article 2(4) is if such an attack rose to the level of an armed attack, that is,
to the same effect as an attack by traditional military forces.

A valid exercise of self-defense would require irrefutable proof of aggres-
sion to satisfy state responsibility and to justify any sort of retaliation. 284 Inter-
national law forbids forcible retaliation. Rather, the notion of preemptive or
anticipatory self-defense permits a state to defend itself against imminent danger
or an actual threat of armed attack. The legal caveat is that the threat must be
real and credible and create an imminent need to act in accordance with the
Caroline doctrine. 285 No strict prohibition precludes preemptive government
use of cyber-force as long as the perceived threat is demonstrated to be real and

intent, see Shackelford, supra note 273.

279. William Schabas, The Genocide Convention at Fifty, SPECIAL REP. 41, UNITED STATES

INST. OF PEACE, Jan. 7, 1999, http://www.usip.org/pubs/specialreports/sr990107.html.

280. U.N. Charter art. 2, para 4.

281. Schmitt, supra note 240, at 929.

282. Id. at 900.
283. This is true given the "other manner" language in Article 2(4), which extends coverage to

virtually all cases of uses of force not explicitly covered in the Charter. See id. at 900-01.

284. Joyner & Lotriante, supra note 29, at 83.

285. Letter from Daniel Webster to Lord Ashburton (Aug. 6, 1842), reprinted in 2 JOHN
MOORE DIG. OF INT'L LAW 411-12 (1906). The Caroline incident involved a Canadian insurrection
in 1837. After suffering defeat, the insurgents retreated into the U.S. where they recruited and
planned further operations. In doing so, they used the Caroline. British troops crossed the border and
destroyed the vessel. Britain justified the action on the grounds that the U.S. was not enforcing its
laws along the frontier and that the action was a legitimate exercise of self-defense. Id. at 409-11.
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immediate, and the state adheres to the criteria of proportionality and necessity
in applying computer-generated coercion. 286  Whether the international com-
munity would accept such a use of force depends entirely on context. 2 87 If a
state were faced with a CNA that does not occur in conjunction with, or as a
prelude to, conventional military force, the state would be allowed to respond
with force in self-defense only if the CNA was intended to directly cause physi-
cal destruction or injury. 288

In addition to Article 51 protections, the Security Council can also legally
determine whether an attack would constitute a Chapter VII threat to interna-
tional peace and security. 289 It has the power to call upon member states to ap-
ply "measures not involving the use of armed forces" including the "complete or
partial interruption of . . . telegraphic, radio, or other means of communica-
tions." 290 Similarly, the DOD has stated that, "a computer network attack that
caused widespread damage, economic disruption, and loss of life could well
precipitate action by the Security Council. ' 29 1 The U.N. itself, however, was
conspicuously silent regarding the attacks on Estonia. 292 The inaction regarding
Estonia belies the continuing legal uncertainty of cyber attacks in the interna-
tional system.

The DOD has argued that attacks that cannot be shown to be state-
sponsored generally do not justify acts of self-defense in another nation's terri-
tory. Rather, a nation harmed by the private conduct of an individual acting
within the territory of another nation should request the latter's government to
stop such conduct. 293 However, the appropriate response when a state, and not
a private individual, stands behind such an act remains unclear. In practice,
these two scenarios may be hard to tell apart. As previously stated, it is not as if
the cyber attacker is unlikely to be wearing the military uniform of the hostile
government sponsor. 294

One option to resolve the problem of self-defense in cyber attacks is
through a graduated scheme that would shift the emphasis during a cyber attack
away from customary law enforcement and counter-intelligence to "national de-
fense mode," as termed by the DOD. 295 Such a national defense strategy would

286. Joyner & Lotrionte, supra note 29, at 858-59.

287. Schmitt, supra note 240, at 903.

288. Id. at 929.

289. U.N. Charter art. 1, para. 2.

290. U.N. Charter art. 41 (According to the article, "these may include complete or partial inter-
ruption of economic relations and of rail, sea, air, postal, telegraphic, radio, and other means of
communication, and the severance of diplomatic relations.").

291. DOD, Assessment, supra note 30, at 15.

292. Tomas lives, President, Address to the 62d Session of the United Nations General Assem-
bly, Sep. 25, 2007, http://www.un.org/webcast/ga/62/2007/pdfs/estonia-eng.pdf.

293. DOD, Assessment, supra note 30, at 22.

294. See infra sub-part c.

295. Id. Michael Schmitt offers a useful conceptual chart of this normative framework: "(1) Is
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need to be tempered by procedural and institutional safeguards to be legal, in-
cluding: (a) a statement of general criteria establishing the options of national
security responses; (b) identification of officials or agencies taking part in the
decision to use force; and (c) procedures to be followed, including most impor-
tantly a graduated scheme systematizing different levels of cyber attacks with
varied armed responses. 296 These criteria go beyond the stated DOD objectives.
These procedures would help institute a test of reasonableness for self-defense,
both subjective and objective given the greater stakes of a national security re-
sponse making use of armed forces. Still, it is far from clear to what extent the
world community will regard computer network attacks as "armed attacks" or
"uses of force," which in turn clouds how doctrines of self-defense and coun-
termeasures apply to such situations. Interpretations are ultimately likely to turn
more on the consequences of such an attack. In the case of the Estonia cyber
attack indicator, the international community would not have condoned an Esto-
nian armed response then, however infeasible, against Russia. What is unclear
is how that collective perspective would have changed if the cyber attack suc-
ceeded in bringing the entire country to a halt, capsizing the economy, and
unleashing widespread unrest, riots, and possibly deaths. Should such an event
rise to the level of an armed attack by classic military forces, it could open the
door to an Article 2(4) right of self-defense that would go beyond a cyber coun-
terattack.

D. The Intersections of International Humanitarian and Human Rights Law

In order to determine what combination of international humanitarian law
and international human rights law should deal with cyber attacks that rise to the
level of an armed attack, it is necessary to investigate the intersections between
them. IHRL and IHL differ in formulation, structure, application, and enforce-
ment.297 While the distinctions between the two regimes are far from merely

the technique employed in the CNA a use of armed force? It is if the attack is intended to directly
cause physical damage to tangible objects or injury to human beings; (2) If it is not armed force, is
the CNA nevertheless a use of force as contemplated in the U.N. Charter? It is if the nature of its
consequences track those consequence commonalities which characterize armed force; (3) If the
CNA is a use of force (armed or otherwise), is that force applied consistent with Chapter VII, the
principle of self-defense, or operational code norms permitting its use in the attendant circum-
stances?; (a) If so, the operation is likely to be judged legitimate; (b) If not and the operation consti-
tutes a use of armed force, the CNA will violate Article 2(4), as well as the customary international
law prohibition on the use of force; (c) If not and the operation constitutes a use of force, but not
armed force, the CNA will violate Article 2(4); (4) If the CNA does not rise to the level of the use of
force, is there another prohibition in international law that would preclude its use? The most likely
candidate, albeit not the only one, would be the prohibition on intervening in the affairs of other
States." Schmitt, supra note 240, at 934-35.

296. DOD, Assessment, supra note 30, at 24.

297. See, e.g., RENE PROVOST, AID AND INTERVENTION: INTERNATIONAL HUMAN RIGHTS AND

HUMANITARIAN LAW 345 (2002); INT'L COMM. FOR THE RED CROSS, INTERNATIONAL
HUMANITARIAN LAW AND INTERNATIONAL HUMAN RIGHTS LAW: SIMILARITIES AND DIFFERENCES
(2003) [hereinafter Red Cross Report], http://www.icrc.org/Web/Eng/siteengO.nsf/html/
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"semantic and contextual, ' 298 there are areas of overlap. Since WWII, a grow-
ing international consensus has led to the establishment of numerous norms and
standards in both human rights and humanitarian law aimed at better protecting
human integrity. 299 Faced with the threat of a CNA, can these norms and stan-
dards meet distinctive societal needs during peace and war?

Criminal law enforcement and laws of war overlap when the conflict in-
volves non-state actors and nations disagree on how to characterize the conflict.
In turn, it is ambiguous whether human rights law, often associated with law en-
forcement, or humanitarian law, applicable during armed conflict, would ap-
ply. 300  Human rights conventions generally impose obligations on states, not
individuals. However, if there is an applicable treaty or erga omnes customary
law obligation, then states must protect these rights at all times or break their
international legal obligations.301

In contrast, IHL was created to protect members of specific groups during
limited types of armed conflicts including inter-state conflicts, national libera-
tion armed conflicts, non-international armed conflicts, and internal armed con-
flicts. 30 2 The provisions of the 1907 Hague Convention, the 1949 Geneva
Conventions, and the 1977 Additional Protocols protect the rights of identified
subgroups such as combatants, POWs, and unarmed civilians. 3 3 Although
IHRL and IHL were originally designed to apply in different circumstances, the
two bodies of law may cross-fertilize as they relate to cyber attacks. It is wise,
after all, to look to the "totality of opinions as to the legal character of a situa-
tion." 30 4 Both IHRL and IHL are rooted in respect for human values and the
dignity of the human person--first principles that are applicable at all times and
from which no derogation is permitted. 30 5 The point of departure for IHL is the
need to balance humanity with military necessity during armed conflict.

The nature and scale of violence in inter-state conflicts have a distinct im-
pact on the control of force in IHL. A human-rights paradigm normally would

57JR8L.

298. PROVOST, supra note 297, at 343.

299. JACK DONNELLY, INTERNATIONAL HUMAN RIGHTS 4 (1998).

300. Watkin, supra note 155.

301. Treaties can have an important impact on the development of general custom. However,
the treaty in question must be law making. According to the ICJ, that means that the rule in question
must be of potentially general application, it must be sufficiently specific and must not be capable of
attracting reservations. This principle was altered by the Nicaragua decision in which the key ques-
tion was whether customary rules apply when both states are also subject to a treaty covering the
same grounds. The Court decided that: "...there [are] no grounds for holding that when customary
international law is comprised of rules identical to those of treaty law, the latter 'supervenes' the
former." Nicaragua, supra note 167, at 95 177.

302. Red Cross Report, supra note 297.

303. Nicaragua, supra note 167; see also BRENT G. FILBERT & ALAN G. KAUFMAN, NAVAL
LAW 208 (1998).

304. PROVOST, supra note 297, at 341.

305. Watkin, supra note 155.

[Vol. 27:1

49

Shackelford: From Nuclear War to Net War: Analogizing Cyber Attacks in Interna

Published by Berkeley Law Scholarship Repository, 2009



FROM NUCLEAR WAR TO NET WAR

address the internal use of force. 306 IHL, on the other hand, applies to both in-
ternational and certain domestic armed conflicts. The relationship between the
two is much more complex than a division of responsibilities. 30 7 For example,
IHRL still applies during armed conflicts, as the ICJ decided in the Nuclear
Weapons Advisory Opinion, whereas the IHL, as lex specialis, determines any
arbitrary deprivation of the right to life.30 8 Now an elaborate system of treaties
on the law of war governs many aspects of the conduct of modern warfare, from
permissible weapons to the treatment of POWs and non-combatants. 30 9 A gap
remains in the literature with regards to how these treaties apply to IW.

1. Applying IHL to Cyber Attacks

For IHL to regulate contemporary armed conflict effectively, IHL rules on
the use of deadly force should reflect the levels of violence and the nature of the
threat posed to society. The special case of IW calls attention to several IHL
norms: (1) the paramount distinction between combatants and non-combatants;
(2) the distinction between civilian and military infrastructure; and (3) the pro-
hibition against disproportionate attacks.

First, according to the distinction between combatants and non-combatants,
cyber attackers forfeit the combatant privilege because they do not identify
themselves as combatants. According to the combatant privilege under the
Hague Conventions, only members of a nation's regular armed forces are enti-
tled to use force against the enemy. 3 10 Combatants must follow laws of war,
but failing to do so does not remove "combatant" status. 3 11 Under Protocol I,
Article 44, "soldiers" who did not identify themselves as combatants by wearing
a uniform or by carrying arms openly during or in preparation for the engage-
ment most likely would be stripped of their combatant privilege by a tribunal. 3 12

Given the lack of markers indicating traditional combatant such as insignia in
IW, would the Hague Conventions apply to captured cyber attackers? On the
other hand, cyber attackers captured in the IHL context would be prosecuted as
prisoners of war.3 13 Specifically, cyber attackers disguise their attacks on state

306. Id.

307. Id.

308. Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1996 I.C.J. 226, 240
(Jul. 8).

309. The U.S., for example, is party to eighteen law-of-war treaties. For a survey, see U.S.
Dep't of State, Treaties in Force 2007, http://www.state.gov/s/l/treaty/treaties/2007/index.htm.

310. Protocol Additional to the Geneva Conventions of Aug. 12, 1949, and relating to the Pro-
tection of Victims of Non-Intemational Armed Conflicts (Protocol 1) art. 43, June 8, 1977, 1125
U.N.T.S. 609 [hereinafter Protocol I].

311. Id. at art. 44.

312. Id.

313. Soldiers captured during an international armed conflict are to be treated as prisoners of
war under the third Geneva Convention. Geneva Convention Relative to the Treatment of Prisoners
of War art. 5, Aug. 12, 1949, 6 U.S.T. 3316, 75 U.N.T.S. 135.
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and civilian networks as innocent requests for information, in the same manner
as a soldier who feigns civilian status would be prosecuted under Article
37(c). 3 14 Given the anonymity of cyber warfare, it may be possible to prosecute
those accused under Protocol I, Article 37 provisions against perfidy.

Second, the scope of cyber attacks exceeds the IHL limitation on permissi-
ble objectives. The laws of war distinguish between military and civilian per-
sonnel, objects and installations, and limiting attacks to military objectives. 3 15

Article 52.2 of Protocol I states that, "military objectives are limited to objects
that are effective contributions to military action and whose destruction offers a
military advantage." 3 16 In other words, infrastructure that makes no direct con-
tribution to the war effort remains immune from deliberate attack. In the Esto-
nian case, everything from banks to broadcasters to government services and air-
traffic control suffered attacks because the Internet was essential to the function-
ing of Estonian society. 3 17 This cyber attack failed to discriminate between
military and civilian targets and thus would have run afoul of Protocol I, Article
51(4). The attacking state could argue, as NATO did during the Kosovo conflict
when it attacked the Serbian TV towers that broadcasted propaganda to further
genocide, that these facilities were used for command and control and thus were
in fact military objectives. 318 Although this is a fine line, an indiscriminate,
wholesale cyber attack is inconsistent with this ICTY precedent. Recognizing
this facet of cyber attacks, the DOD has stated that targeting analysis must be
conducted for CNAs just as it would be for attacks using traditional weapons. 3 19

In some cases it is not merely the result, but also the initial scope of an attack,
that makes it indiscriminate. Taking the prohibition on non-combatant deaths
one step further, IHL also forbids the disproportionate use of force as such at-
tacks increase the risk of collateral damage and non-combatant casualties.3 20

Third, the law of war places much of the responsibility for collateral dam-
age resulting from disproportionate attacks on defending forces that have failed
to properly isolate military targets from noncombatants and civilian property. 32 1

Protocol I, Article 51 codifies the law of proportionality: "An attack which may

314. "It is prohibited to kill, injure or capture an adversary by resort to perfidy. Acts inviting
the confidence of an adversary to lead him to believe that he is entitled to, or is obliged to accord,
protection under the rules of international law applicable in armed conflict, with intent to betray that
confidence, shall constitute perfidy." Protocol I, supra note 310, art. 37.

315. Id. at art. 48.

316. Id. atart52.2.

317. Davis, supra note 1.
318. Comm. Established to Review the NATO Bombing Campaign Against the Federal Repub-

lic of Yugoslavia, Final Report to the Prosecutor, 71-79, 39 I.L.M. 1257, 1277 (June 13, 2000),
http://www.un.org/icty/pressreal/nato06l300.htm.

319. DOD, Assessment, supra note 30, at 8.
320. See, e.g., W. J. Fenrick, Targeting and Proportionality during the NA TO Bombing Cam-

paign against Yugoslavia 12 EUR. J. INT'L L. 489 (2001).
321. Id.
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be expected to cause incidental loss of civilian life, injury to civilians, damage to
civilian objects ... which would be excessive in relation to the concrete and di-
rect military advantage anticipated [is to be considered indiscriminate]. 322

This principle entails the balancing act between military advantage and the harm
to civilians. Invoking the case study, the fact that Estonia did not attack any
other armed force signifies that any aggressive act against the state would be in-
herently disproportionate. However, if an actual armed conflict had been
waged, the entirely indiscriminate nature of the cyber attack against Estonia
would have made it disproportionate and hence illegal under IHL and in viola-
tion of Protocol I.

Together, the IHL provisions discussed above point to a basis in existing
IHL treaties for the use of limited, targeted, and proportionate cyber attacks in
wartime. 323 In fact, according to the DOD, "the law of war is probably the sin-
gle area of international law in which current legal obligations can be applied
with the greatest confidence to information operations." 324 This fact is espe-
cially important given how many treaties lose effect during armed conflicts. 325

Collectively, these principles form the basis of non-degradable norms that
should be applied with the greatest confidence to IW.

2. Information Warfare, International Criminal Law, and Human Rights

Law

Efforts to control the power of the state and its impact on individual citi-
zens spawned human rights norms "concerned with the organization of state
power vis-A-vis the individual." 326 Increasingly, especially in the aftermath of
the September 11, 2001 attacks, the use of force during armed conflict is being
assessed through the perspective of human rights law. 327 This is relevant even
though some authors have argued law enforcement as the modus operandi for
dealing with most problems posed by criminals and hackers. 328 In addition, the
argument also places ninety percent of the burden of preventing cyber attacks on

322. Protocol I, supra note 310, at art. 54.

323. For example, Articles 8 and 9 of the Hague Convention Respecting the Rights and Duties
of Neutral Powers and Persons in Case of War on Land 1907 state, "A neutral power is not called
upon to forbid or restrict the use on behalf of the belligerents of telegraph or telephone cables or of
wireless telegraph apparatus belonging to it or to companies or private individuals." Hague Conven-
tion V Respecting the Rights and Duties of Neutral Powers and Persons in Case of War on Land arts.
8-9, Oct. 18, 1907, 36 Stat. 2310, T.S. 540, 1 Bevans 654.

324. DOD, Assessment, supra note 30, at 11, 14.

325. Consider the norm of reciprocity. This is correctly integral to IHL, but is far less impor-
tant in human rights norms. States may not ignore human rights obligations simply because another
state has done so. Provost, supra note 297, at 289.

326. Watkin, supra note 155, at 13.

327. Id. at 1.
328. Cordesman & Cordesman, supra note 65, at 9.
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the private sector. 329 To put such theory into practice may raise cost and upset
coordination for businesses, international organizations, and governments. This
is especially troubling given the checkered history of international efforts to
criminalize cyber terrorism. 330

The first efforts to coordinate efforts to prevent cyber crime and terrorism
stretch back nearly three decades. At the urging of then Assistant U.S. Attorney
General Telly Kossack, Interpol began harmonizing disparate national legisla-
tions on cyber crime for Interpol in 1981.331 Progress had been slow until after
the end of the Cold War. By 1997, the G8 established the Subgroup of High-
Tech Crime, and adopted the "Ten Principles" in the combat against computer
crime. The goal was to ensure that no criminal receives a "safe haven" any-
where in the world. 332 In a Justice and Home Affairs Communiqu6 on May 11,
2004, the G8 argued that all countries should improve laws that criminalize mis-
uses of computer networks and that allow for quicker, more efficient coopera-
tion on Internet-related investigations. 33 3

Various other regional bodies and the U.N. have since enacted initiatives to
deal with cyber attacks through harmonizing divergent national laws. The
Council of Europe's Convention on Cybercrime, in force since July 1, 2004,
provided another vehicle to harmonize divergent state cyber crime laws. 334

Meanwhile, the Asian-Pacific Economic Cooperation ("APEC") leaders have
also agreed to strengthen their respective economies' ability to combat cyber
crime by enacting domestic legislation consistent with the provisions of interna-
tional legal instruments, including the Convention on Cyber Crime of 2001.335

Similarly, the Organization of American States ("OAS") approved a resolution
in April 2004 stating that member states should "evaluate the advisability of im-
plementing the principles of the Council of Europe Convention on Cybercrime
(2001); and consider the possibility of acceding to that convention." 336

Another subsequent UN General Assembly Resolution, adopted in 2000,
concerned combating the criminal misuse of information technologies. This
non-binding resolution provides that states should eliminate safe havens for

329. Id.

330. See generally Susan W. Brenner & Marc D. Goodman, In Defense of Cyberterrorism: An
Argument for Anticipating Cyber-Attacks, 2002 U. ILL. J.L.TECH. & POL'Y 1, 12-24, 27 (2002).

331. Stein Schjolberg, Chief Judge, Moss Ingrett Ct., Nor., Presentation at the 1 1h UN Criminal
Cong.: Law Comes to Cyberspace, Workshop 6: Measures to Combat Computer-Related Crime
(Apr. 18-25, 2007).

332. It should be noted that since then only one G8 member, Russia, has been accused of har-
boring cyber attackers (those from the Estonian attacks).

333. G8 Justice and Home Affairs Communiqu6, 10, Washington DC (May 11, 2004),
http://www.privacyintemational.org/article.shtml?cmd%5B347%5D=x-347-1377540.

334. See Convention on Cybercrime, supra note 31.
335. Id.
336. Organization of American States [OAS], AG/RES. 2040 (XXXIV-O/04), § IV(8) (June 8,

2004), http://www.oas.org/juridico/english/cyber.htm.
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criminals who misuse information technologies so as to "protect the confidenti-
ality, integrity, and availability of data and computer systems." 337 Together,
these regional initiatives and accords have made important progress in the fight
to unify diverse national cyber criminal laws into the beginnings of a global re-
gime regulating cyber criminals.

International efforts are also underway to integrate cyber attacks into lead-
ing international criminal treaties. The Rome Statute of the ICC, specifically
Article 5, limits the jurisdiction to the most serious crimes of concern to the in-
ternational community as a whole. These include the crimes of genocide, crimes
against humanity, and war crimes. The Rome Conference recommended that a
review conference pursuant to Article 123 of the Statute of the ICC consider
such crimes with the view of their inclusion in the list within the jurisdiction of
the Court.3 38 States parties to the ICC should include cyber attacks and serious
cybercrimes by amendment in 2009 in accordance with Articles 121 and 123 of
the Rome Treaty, which created the ICC. 339 If this were to occur, the interna-
tional community would no longer have to scramble from attack to attack, but
instead rely on a multilateral response to cyber attacks already based on a preex-
isting international legal system. Nevertheless, even if this multilateral response
were feasible, unique issues of balancing human rights, such as privacy con-
cerns, would still need resolution at the level of nation-states.

One issue in human rights raised by IW defense is privacy. A patchwork of
privacy protections could include the right to expect and enjoy physical privacy,
privacy of personal information, privacy of communications and space, and
freedom from surveillance. Insofar as IHRL focuses more on individual crimi-
nal conduct at all times, privacy and continuing innovation will only bring more
challenges. Precisely because states and individual hackers can hide behind the
privacy the Internet affords, regulating cyberspace also hazards on intruding on
the privacy of innocents. Moreover, just as states can hide behind the anonym-
ity of the Internet after launching a cyber attack, they also have an excuse to in-
trude on their citizens' privacy in the name of protecting them from cyber
attacks. 340 Balancing national security interests with civil rights in this regard
will be a challenge, and will likely get different legal treatments around the
world.

In summary, state-sponsored cyber attacks can straddle the worlds of IHRL

337. G.A. Res. 55/63, U.N. Doc. A/RES/55/63 (Jan. 22, 2001), http://documents-dds-
ny.un.org/doc/UNDOC/GEN/NOO/563/17/pdf1N0056317.pdfOpenElement.

338. United Nations Diplomatic Conference of Plenipotentiaries on the Establishment of
an International Criminal Court, June 15-17, 1998, Rome Statute of the International Criminal
Court, art. 123, U.N. Doc. A/CONF. 183/9 (July 17, 1998), http://documents-dds-ny.un.

org/doc/UNDOC/GEN/N98/281/44/img/N9828144.pdf.OpenElement.
339. See Convention on Cybercrime, supra note 31.
340. See Cyber Attacks: The National Protection Plan and Its Privacy Implications: Hearing on

S.R. 106-889 Before the Subcomm. on Tech., Terrorism and Gov. Info. of the S. Comm. on the Judi-
ciary, 106th Cong. 11 (2000), http://loc.gov/law/find/hearings/pdf/00076638986.pdf.
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and IHL. Non-state actors that engage in international violence at the behest of
states, regardless of whether it rises to the level of an armed conflict, do not fit
within either paradigm. A threat of weapons of mass destruction by a transna-
tional terrorist group may not be amenable to a human rights review approach,
for example. Classifying IW may be difficult, but like most terrorist attacks, IW
also has a tangible harm. Moreover, aggressive acts in cyberspace are not as-
sessed by their consequences, but also by their intentions, such as inchoate
crimes. 34 1 The difficulty lies in proving those intentions.

Similar to the debate surrounding IW, shifting counter-terrorism from a
crime control to a conflict model raises concerns about displacing human rights
norms as a primary legal constraint. Such a situation requires a compromise be-
tween individual civil and political rights, on the one hand, and economic and
national security interests on the other.

VII.
SUMMARY OF THE PRESENT LEGAL REGIME AND A PROPOSAL

FOR GOING FORWARD

Neither IHL, nor IHRL, or any of the other treaty systems or legal princi-
ples discussed in this Article serve as a panacea for state-sponsored IW. Yet the
international community already faces situations in which cyber attacks are be-
ing sponsored by states more or less. In the case of the Estonian assault, for ex-
ample, some available evidence hints at Russian involvement in inciting and
abetting the cyber attack on Estonia. Even though that attack did not rise to the
level of an armed attack required to activate IHL, sponsoring states should not
be able to hide behind cyberspace to avoid liability. The fog of identity in cy-
berspace necessitates the creation of a legal regime that takes into account a
level of uncertainty. Specifically, this requires a two-tiered system in interna-
tional law for response to cyber attacks, a default state for peacetime and another
triggered by an international armed conflict.

The capacity for existing treaty frameworks to form a useful legal regime to
deal with cyber attacks that fall short of an armed attack may be illustrated by
using the Estonian case study. The attack disrupted the basic functioning of the
Estonian government, and thus endangered the "safety services" referred to in
Article 35 of the ITU. If Russia were attributed blame for the cyber attack then,
it would be in breach of the ITU Charter and Estonia could bring international
pressure to bear for reparations under international law, although there is no
mandatory enforcement mechanism available under this treaty. The Estonian
government could also hold liable those companies most affected by cyber at-

341. The fact that IHRL is designed to function in peacetime, contains no rules governing the
methods and means of warfare, and applies only to one party to a conflict led at least one human
rights nongovernmental organization to look to IHL to provide a "methodological basis for dealing
with the problematic issue of civilian casualties and to judge objectively the conduct of military op-
erations by the responsive parties." Weller, supra note 268.
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tacks if these companies were aware of the nefarious activity and did not ade-
quately prepare for or respond to the threat, as the courts in the U.S. have done
in the context of copyright infringement. 342 Similarly, Estonia, as a coastal
state could invoke UNCLOS, which prohibits the staging of any attacks that in-
terfere with the security or good order of a coastal state. Arguably, this Article
19 prohibition should also apply to Article 113 claims involving submarine ca-
bles. 34 3 This would mean that states could prosecute cyber attackers who sent
subversive code through fiber-optic submarine cables to a coastal state, although
UNCLOS does not apply directly to individuals. Doubtless code from several of
the hundreds of DDOS attacks on Estonia traveled by way of submarine cable at
some point in their global journey. This would also open up another route to
reparations and possible sanctions from the Security Council under its Chapter
VII authority to regulate breaches of international peace and security. 344 Fi-
nally, Estonia could use MLATs, extradition treaties, and potentially the ICC to
bring those responsible to justice in the victim nation if the host nation is unwill-
ing or unable to prosecute those responsible (as was the case with Russia after
the Estonian cyber attack).345 Together, these widely-adopted treaty provisions
form the basis of a legal regime that both defines inappropriate conduct related
to IW, and provides for reparations or other compensation to affected nations.

After a cyber attack rises to the level of an armed attack, an international
security system is activated combining elements of IHL and IHRL. 34 6 Both re-
gimes have much to offer in forming a final regulatory system. For example, it
may be possible to graft IHL's proportionality principle onto IHRL. A frame-
work that considers human rights alone is insufficient since it would not address
the relative importance of critical infrastructure and people, or the proportionate
assessment regarding the number of non-combatant casualties. Moreover,
command responsibility is well established under IHL and commanders should
apply the same IHL principles to computer attacks that they do to the use of
bombs and missiles. 347 Also, in controlling the use of force, IHRL seeks review
of every use of lethal force by agents of the state, while IHL presumes that force
will be used and humans intentionally killed. In practical terms, a human rights
supervisory framework works to limit the development and use of a shoot-to-kill

342. See infra sub-part V(B)(2).

343. UNCLOS, supra note 219, at arts. 19 & 113.

344. U.N. Charter, chap. VII, art. 52.

345. See Davis, supra note 1.

346. Given the degree of interaction between IHRL and IHL and their sharing of many func-
tional principles, it may become more and more difficult to suggest that human rights bodies should
not apply alongside principles of 1HL during armed attacks. States, after all, do exercise internal
governance during armed conflict. See Watkin, supra note 155, at 24. There is an ongoing tension
between efforts to incorporate humanitarian standards into non-international armed conflicts and the
view of states that such conflicts involve the legitimate suppression of criminal activity. Id. at 5. The
challenge lies in separating incidents that are simply criminal in nature from those that form part of
the armed conflict.

347. See Reynolds, supra note 27.
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policy, whereas IHL is directed toward deploying how such a policy is imple-
mented.

348

To enable IHL to regulate contemporary armed conflict effectively, it must
set forth realistic rules governing the use of deadly force that reflect the levels of
violence and the nature of the threat posed to society. Armed conflict does not
occur in isolation. Society will still have to be governed according to human
rights norms. Incorporation of IHRL principles of accountability can enhance
the regulation of the use of force during armed conflict. 349 "The Appeals
Chamber's decision in Tadic, the Statute of the ICTR, and the Rome Statute of
the ICC have recognized the need to extend the accountability process" under
IHL to conflicts of all types, 350 as had the Inter-American Court of Human
Rights in applying IHL to several cases. In Abella, for example, the IACHR re-
lied on the "concerted nature of the hostile acts undertaken by the attackers, the
direct involvement of governmental armed forces, and the nature and level of
violence" in deciding to apply IHL. 35 1 The ECHR has reached a similar con-
clusion in Ergi v. Turkey. 352

The dual track legal framework described above is applicable to CNAs
whether they rise to the level of an armed attack or not. Yet the regime is by no
means preferable to the adoption of a comprehensive treaty dealing exclusively
with cyber security. A more comprehensive treaty should: (1) define when a
CNA rises to the level of an armed conflict; (2) clarify which provisions apply
during armed conflicts; and (3) provide for enforcement mechanisms. Several
U.S. government agencies maintain that the most effective instruments in creat-
ing international law are bilateral and multilateral accords. 353 One example is
the Cyber Crime Pact Council of Europe of December 2000. 354 Another is the
2000 Proposal for an International Convention on Cyber Crime and Terrorism
drafted at Stanford University ("Stanford Proposal"). 355 The findings of the

348. See id.
349. Watkin, supra note 155, at 34.

350. Id. at 23.
351. Abella v. Argentina, Case 11.137, Inter-Am. C.H.R., Report No. 55/97, OEA/SER.L/V/II.

98, doc. 6 rev. 155 (1997). See also ANTONIO A. CANCADO TRINDADE, I TRATADO DE DIREITO
INTERNACIONAL DOS DIREITOs HUMANOs 269-80 (Sergio Antonio Fabris ed., 1997) (examining the
normative, interpretive and operative relationship between human rights, humanitarian, refugee law).
The American Declaration had its genesis in the recognition that the atrocities of World War 11 had
demonstrated the linkage between respect for human rights and peace, the threat to fundamental
rights in times of war, and the need to develop protections independent of the reciprocal undertak-
ings of states.

352. See Ergi v. Turkey, 1998-IV Eur. Ct. H.R. 1751, 79 (1998) (holding that the state is re-
sponsible not only when "there is significant evidence that misdirected fire from agents of the [sitate
has killed a civilian" but also where they fail to take "all feasible precautions [against] ... incidental
loss of civilian life" in running a security operation"").

353. See DOD, Assessment, supra note 30.
354. See Convention on Cybercrime, supra note 31.

355. See Stanford Treaty Proposal, supra note 45.
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Stanford Proposal include several arguments for greater international coopera-
tion in combating cyber attacks:

Cyber criminals exploit weaknesses in the laws and enforcement practices of
[s]tates, exposing all other [s]tates to dangers that are beyond their capacity uni-
laterally or bilaterally to respond. The speed and technical complexity of cyber
activities requires prearranged, agreed procedures for cooperation in investigating
and responding to threats and attacks. 356

Article 12 of the Stanford Proposal argues for the creation of an intema-
tional Agency for Information Infrastructure Protection ("AIIP"). The AIIP is
intended to serve as a formal structure in which interested groups will cooperate
between experts in countries around the world in developing standards and prac-
tices concerning cyber security. The structure of AIIP representation is inspired
by treaties establishing the International Civil Aviation Organization and the In-
ternational Telecommunication Union.357 This would address the key concern
of rapidly evolving CNAs. The new NATO Cybernetic Defense Center should
serve as a model organization for such a body, potentially a World Cyber
Emergency Response Center ("WCERC"), and would be similar to other
commons management schemes such as the CLCS under UNCLOS. However,
the Stanford Proposal excludes state conduct, addressing only conduct by indi-
viduals or groups. 358 This underscores the fact that most international coopera-
tion dealing with international information operations law has emphasized the
need to cooperate on international criminal efforts to catch cyber terrorists. Lit-
tle to no effort has been made to determine an appropriate legal framework for
state-sponsored cyber attacks. Such a framework would have to be well defined
in an accord, as would an effective and mandatory enforcement mechanism such
as binding international arbitration.

An international treaty on state-sponsored cyber attacks should use the
effects principle to bypass concerns over regulating cyberspace, and provide for
an international committee to preserve the commons and promote international

356. Id.
357. The Stanford Proposal states that all state parties are represented in the AIIP Assembly,

which would adopt objectives and policies consistent with the Convention, approve standards and
practices for cooperation, and approve technical assistance programs, among other responsibilities.
The AIIP Council, elected by the Assembly, would, among other duties, appoint committees to study
particular problems and recommend measures to the Assembly. The Draft also provides for a Secre-
tariat to perform administrative tasks. The AIIP would build upon and supplement, not attempt to
modify or substitute for, private-sector activities. See Stanford Treaty Proposal, supra note 45.

358. Article 3 describes the conduct it covers, including: "interfering with the function of a cy-
ber system, cyber trespass, tampering with authentication systems, interfering with data, trafficking
in illegal cyber tools, using cyber systems to further offenses specified in certain other treaties and
targeting critical infrastructures. State parties would agree to punish all the forms of conduct speci-
fied. Article 3 was drafted with the goal of securing speedy agreement among nations to adopt uni-
form definitions of offenses and commitments, despite having different network capabilities and
political interests. Offenses related to more controversial issues, including protection of intellectual
property and regulation of political, ethical or religious content, are therefore omitted. Implementa-
tion of treaty offenses will be effected in domestic law of signatories in accordance with Article 2."
Stanford Treaty Proposal, supra note 45.
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cooperation and innovation. Each area of the international commons has lessons
on how and how not to regulate cyberspace to best deter attacks. Cyberspace is
not a classic CHM area, like the deep seabed, but given that so many
characteristics are shared, the CHM analogy is useful. All commons regulated
by the CHM share the need for international management of the commons
territory, and the prohibition of weapons or military installations on that
territory. The goal of this regulation is to preserve the commons, that is, in this
case the generative Internet, for future generations. Yet cyber weapons cannot
be outlawed, as they face the same concerns that the ICJ grappled with in the
Nuclear Weapons Advisory Opinion. Outlawing the computer code used to
launch cyber attacks outright would mean changing the fundamental generative
nature of the Internet, turning PCs into information appliances. This would
constitute an extreme negative impact on the private sector of the type that, as
the UNCLOS saga has taught, should be avoided for the commons to prosper.
Nor would such an option be feasible, unlike in the ATS or outer space, given
the rapidly evolving nature of IT. What is needed instead is a standing
international body, such as WCERC, which would have the power to investigate
and partner with affected nations to respond to cyber attacks as they occur. 359

After all, international law changes with events: "The life of the law has not
been logic; it has been experience. ' '360 In this way, the cyber attack on Estonia
and similar events have pushed the international community to recognize the ne-
cessity of acting swiftly to combat the proliferation of IW. There is evidence
that at least some subset of countries, namely NATO, have begun international
efforts aimed at increasing collaboration to prevent, investigate, and respond to
attacks as they occur. Other nations, notably Russia and China, have already
come forward with proposals to prohibit the use of IW in Twenty-first Century
warfare. However, if information operations techniques are seen as just another
new technology and not a grave threat to national security interests, it is unlikely
that dramatic legal developments will occur.361 Just as much of an impetus is the
U.S.'s refusal to negotiate to prohibit these weapons in order to keep its techno-
logical edge in IT. It is essential for policymakers to consider cyber attacks as
the revolutionary threat that they are to the security and welfare of citizens
around the world for real and lasting progress to be made.

VIII.
CONCLUSION

The ultimate form and function of an international regime for dealing with
cyber attacks will depend largely on the international reaction to the particular

359. International support exists for curtailing IW. The U.S. should call Russia and China's
potential bluff and begin work on an international treaty on IW.

360. DOD, Assessment, supra note 30, at 1-2.

361. Id.
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circumstances at play. More likely than not, the international community will be
more focused on the consequences of a computer network attack than on its
mechanism. This does not put aside state responsibility, but places the primary
focus of international attention on the scale and targeting of IW to decide
whether or not the attack has reached the level of an armed attack actionable un-
der international law. Then, the Tadic standard, as opposed to the Nicaragua
standard, should decide attribution and state responsibility.

The international legal system is unlikely to form a coherent body of "in-
formation operations" law soon. The criteria used to distinguish normal cross-
border data flows from cyber attacks needs to be clearer and more precise. 362 In
some areas, such as the law of war, existing legal principles are adequate for a
cyber attack that reaches the level of an armed attack. As far as active defense
as self-defense, it is unclear how the international community will react. The
main failings of relevant international treaties are that most do not specify how
the frameworks are morphed or fall out entirely during an armed attack, and
many treaties do not include any enforcement provisions. To the extent that cy-
ber attacks are below the threshold of an armed attack, provisions of space law,
nuclear non-proliferation, UNCLOS, and communications law, all have a role to
play in crafting a functioning legal regime. Although the combination is an im-
perfect regime, the international community should use all the tools available to
tackle the issue of cyber attacks. Nations are making use more and more of the
weapons potential of cyberspace, increasing the likelihood of attack. The mis-
sion statement adopted by the U.S. Air Force in 2005 to "fight in air, space, and
cyberspace" is a reminder of this reality. 363

The best, most comprehensive approach to containing IW is a new interna-
tional accord dealing with state-sponsored cyber attacks in international law, in-
cluding the creation of a standing emergency response body along the lines of
WCERT proposed above. The U.S. should welcome such a treaty regime.
Without such an organization, the international community will lurch from case
to case with the worry that the attack on Estonia was merely a step towards Net
War Version 2.0. When IW reaches the scale of nuclear war, a new and distinct
regime incorporating elements of existing international law is in order: other-
wise nations risk systemic infrastructure crashes that not only will cripple socie-
ties, but also could shake the Information Age to its foundations.

362. Joyner & Lotrionte, supra note 29, at 50.

363. Mitch Gettle, Air Force Releases New Mission Statement, AIR FORCE PRINT NEWS, Dec.
8, 2005, http://www.af.mil/news/story.asp?storylD=123013440 (last visited Apr. 20, 2008).
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